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ABSTRACT

Artificial Intelligence (AI) is playing an increasingly vital role in the Industrial Internet of Things (IIoT), enabling predictive
analytics, real-time monitoring, and autonomous operations across industries such as manufacturing, logistics, and energy.
However, widespread adoption is hindered by technological, organizational, and infrastructural challenges. This paper exam-
ines the adoption, application, and challenges of AI-IIoT environments, focusing on implementation domains, adoption drivers,
enabling technologies, and key barriers. We conducted a Systematic Literature Review (SLR using PRISMA). Peer-reviewed
English-language journal articles published between 2018 and 2025 were sourced from ScienceDirect, Web of Science (WoS),
Scopus, IEEE Xplore, Springer, Google Scholar, Elsevier, and Taylor & Francis. After applying inclusion criteria and screening
procedures, 46 relevant journal articles were included for analysis. Key AI applications identified include predictive mainte-
nance, anomaly detection, real-time monitoring, autonomous process control, and smart supply chains. Adoption is facilitated
by external enablers 5G infrastructure, regulatory support, and internal factors, organizational readiness, and workforce skills.
Challenges include data quality issues, cybersecurity risks, legacy system integration, and limited model scalability. Technologies
such as edge computing, cloud platforms, and federated learning are instrumental in mitigating these challenges. While adop-
tion is growing, significant barriers remain. AI has the potential to drive operational efficiency and innovation in IToT, provided
these constraints are addressed. This paper offers a comprehensive taxonomy of AI applications and proposes a framework of
adoption factors, offering valuable insights for researchers, practitioners, and policymakers involved in AI-driven industrial
transformation.

1 | Introduction generated data only a small portion of this data is being used

efficiently. Kalla and Smith highlighted the application of AT, es-

The integration of the Industrial Internet of Things (IIoT) and
artificial intelligence (AI) is driving a paradigm shift in indus-
trial operations by enabling advanced automation, real-time
decision-making, and predictive analytics within the broader
context of digital transformation [1-3]. According to the IDC re-
port, it is predicted that in 2025 IoT devices will produce more
than 90 zettabytes of data [4]. However, [5] argued that from the

pecially concatenating machine learning and deep learning with
IIoT systems, help make better use of the data by improving ef-
ficiency, allowing for self-management, predicting maintenance
needs, and analyzing data in real-time [6]. Lv et al. highlighted
that organizations are significantly utilizing AI-enabled IIoT as
adriver for competitive advantage, resilience, and sustainability,
making this transition not simply technological but strategic [7].

This is an open access article under the terms of the Creative Commons Attribution License, which permits use, distribution and reproduction in any medium,

provided the original work is properly cited.

© 2026 The Author(s). Applied AI Letters published by John Wiley & Sons Ltd.

Applied AI Letters, 2026; 7:¢70017
https://doi.org/10.1002/ail2.70017

1of 11


https://doi.org/10.1002/ail2.70017
https://doi.org/10.1002/ail2.70017
https://orcid.org/0000-0003-4367-6281
mailto:
mailto:tinashenosh@gmail.com
http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1002%2Fail2.70017&domain=pdf&date_stamp=2026-01-08

However, despite its revolutionary potential, Hou et al. pointed
out that the AI's adoption in IIoT systems is still an unequal
and scattered paradigm [8]. According to [9-11] highlighted
the common challenges of AT adoption in I10T systems include
cybersecurity threats, low-quality data, a shortage of qualified
personnel, and troubles integrating AI with older systems.
While AT and IIoT research is expanding rapidly, there are
significant challenges [12, 13] hindering scalable IIoT adop-
tion [14]. I1oT systems themselves consist of interconnected
sensors, devices, and actuators that enable continuous mon-
itoring and control of industrial processes, significantly im-
proving efficiency, safety, and resource utilization [15]. AI
enhances these capabilities by enabling applications such as
predictive maintenance, anomaly detection, and intelligent
supply chain management [16]. However, large-scale IIoT de-
ployments face significant challenges in managing massive
heterogeneous datasets while safeguarding sensitive opera-
tional data against increasingly sophisticated cyber-physical
threats [17]. Building resilient, secure, and trustworthy Al-
enabled IIoT architectures requires coordinated advance-
ments in encryption, authentication, edge computing, and
federated learning [18].

Although AT has reached considerable maturity as a discipline,
its systematic integration into IToT remains under-theorized and
inconsistently executed across industries. Existing studies tend
to address isolated dimensions such as algorithmic improve-
ments, sector-specific use cases, or isolated security issues with-
out offering a comprehensive synthesis. This leaves a critical gap
for a structured review that consolidates fragmented knowledge
and provides a unified analytical framework for adoption, appli-
cation, and challenge dimensions.

This article conducts a Systematic Literature Review (SLR) using
the PRISMA technique to fill this gap. It covers peer-reviewed
English-language journal papers published between 2018 and
2025 in a variety of industrial domains, including manufac-
turing, logistics, energy, and agriculture. The review excludes
gray literature, non-peer-reviewed sources, and studies focusing
exclusively on consumer IoT or algorithmic innovation without
applied context.

The main contributions of this study are as follows:

» Comprehensive Synthesis: Presents the most current synthe-
sis of peer-reviewed literature on AI adoption and applica-
tion in IIoT, bridging fragmented insights across technical,
organizational, and sectoral dimensions.

+ Application Taxonomy: Develops a detailed taxonomy of AI
use cases in IToT, highlighting core domains such as pre-
dictive maintenance, anomaly detection, real-time moni-
toring, autonomous control, and intelligent supply chain
management.

o Adoption Drivers and Barriers: Systematically classi-
fies adoption enablers and constraints using established
frameworks, differentiating external factors from internal
capabilities.

» Enabling Technologies: Analyzes the role of advanced tech-
nologies such as edge computing, cloud platforms, and

federated learning in enabling secure, scalable, and real-
time Al integration within IToT ecosystems.

« Integrative Framework: Proposes a unified adoption frame-
work that connects theoretical perspectives with actionable
strategies, offering practical guidance for researchers, in-
dustry practitioners, and policymakers.

This paper aims to enhance knowledge, guide strategic indus-
trial adoption, and pinpoint promising avenues for further study
by combining and evaluating the current state of research in AI-
enabled IToT.

The remainder of this paper is organized as follows: Section 2
outlines the theoretical background underpinning the research.
Section 3 details the research methodology. Section 4 presents
the empirical findings. Section 5 provides a comprehensive dis-
cussion, addressing theoretical contributions and practical im-
plications. Finally, Section 6 concludes the paper, highlighting
its limitations and directions for future research.

2 | Background
2.1 | Industrial Internet of Things

Through the application of IoT technology to industrial envi-
ronments, the Industrial Internet of Things (IIoT) links sen-
sors, control systems, and machinery to facilitate constant data
interchange with little assistance from humans [19]. With its
ability to provide real-time monitoring, automation, and pre-
dictive analytics, IToT, which first emerged in the early 2010s
as an advancement of machine-to-machine communication, is
now essential to Industry 4.0 [20]. Unlike consumer IoT, IIoT
operates in mission-critical environments including industrial,
energy, and transportation where security, scalability, and reli-
ability are essential [21].

ATl integration improves IIoT by enabling predictive main-
tenance, intelligent control, and autonomous optimization.
Examples include computer vision for automated inspection
and deep learning models that predict equipment breakdowns,
decreasing downtime and expenses [22]. This AI-IIoT conver-
gence, often termed AI0T, is transforming industries into adap-
tive, self-optimizing ecosystems [23]. Advantages of I1oT include
improved operational efficiency, enhanced safety, reduced
maintenance costs, and data-driven decision-making [24].
However, adoption faces barriers such as data heterogeneity, cy-
bersecurity risks, legacy system constraints, and workforce skill
gaps. Addressing these challenges is critical to realizing the full
transformative potential of IToT.

2.2 | Role of Al in IIoT

The intelligence layer of IIoT is artificial intelligence, which
includes machine learning (ML), deep learning (DL), and rein-
forcement learning (RL). This allows for autonomous decision-
making, pattern recognition, and prediction [25]. Applications
range from predictive maintenance, which eliminates un-
planned downtime, to deep learning-based quality inspection,
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which detects microscopic flaws. The merging of AI and IIoT,
dubbed Artificial Intelligence of Things (AIoT), provides adap-
tive, self-optimizing systems with significant implications for
supply chain resilience, personalization, and sustainability [26].
When paired with edge computing and 5G, AloT enables low-
latency, distributed intelligence for mission-critical operations.

Technical obstacles including data heterogeneity, model inter-
pretability, and legacy system integration, however, continue to
make adoption unequal. While cybersecurity and privacy issues
necessitate strong measures, organizational challenges include
talent shortfalls and unwillingness to change [27]. It's critical to
strike a balance between edge and centralized cloud AI. While
edge improves speed and privacy but restricts computing capac-
ity, cloud enables scalability but adds latency. A hybrid strategy
that allows for distributed model training without centralizing
sensitive data is provided by federated learning [28].

Al essentially drives operational efficiency, accuracy, and adapt-
ability as the IIoT's decision-making core. Cross-disciplinary
cooperation and innovation are needed to overcome enduring
organizational, technological, and regulatory obstacles in order
to realize its full potential.

2.3 | Theoretical Frameworks

This paper synthesizes established models from organiza-
tional innovation and technology diffusion literature to exam-
ine the adoption of artificial intelligence (AI) in the Industrial
Internet of Things (IIoT), tailoring them to the specific oper-
ational, safety, and scalability requirements of the industrial
context. A macro-level structure is offered by the Technology-
Organization—-Environment (TOE) framework [29], which di-
vides adoption determinants into:

« Technological context: AI-IIoT technologies' maturity and
capabilities, including interoperability, cybersecurity pro-
tections, and infrastructure readiness.

« Organizational context: Internal resources and prepared-
ness elements, including workforce competencies, digital
infrastructure, leadership commitment, and an innovative
culture.

« Environmental context: External factors influencing stra-
tegic adoption include industry standards, competitive dy-
namics, and regulatory requirements.

The Unified Theory of Acceptance and Use of Technology
(UTAUT) [30] and the Technology Acceptance Model (TAM)
[31] provide micro-level insights into user acceptance to sup-
plement TOE's macro view. When evaluating workforce pre-
paredness for AI-IIoT integration, key characteristics such as
perceived utility, perceived ease of use, social influence, and be-
havioral intention are essential.

Although TOE, TAM, and UTAUT have been proven in fields
including cloud adoption, smart cities, and healthcare, their
combined use in AI-IIoT is still in its infancy. These frame-
works must be modified to meet the unique needs of the IIoT,

which include real-time analytics, low-latency decision-making,
and safety-critical operations. Figure 1 presents the integrated
theoretical framework that enables a systematic analysis of how
organizational preparedness, technological capabilities, and
environmental pressures interact with human acceptability fac-
tors to influence AI adoption outcomes. This method provides
a comprehensive, multi-layered framework that goes beyond
disjointed investigations by combining macro- and micro-level
viewpoints. Additionally, it facilitates comparative sectoral
analysis and aids in locating leverage areas to speed up the adop-
tion of safe, scalable AI in industrial settings.

3 | Methodology
3.1 | Review Protocol

This study follows the Preferred Reporting Items for Systematic
Reviews and Meta-Analyses (PRISMA) 2020 guidelines [32] to
ensure methodological rigor, transparency, and replicability. The
review was conducted according to the Systematic Literature
Review (SLR) framework of [33], which defines SLR as a method
for identifying, evaluating, and synthesizing existing research
through a reproducible, explicit, and comprehensive approach.
Four principles guided this process:

1. Systematicity: A structured, multi-phase protocol.

2. Explicitness: Transparent reporting of search, screening,
and synthesis steps.

3. Comprehensiveness: Broad coverage of relevant literature.
4. Reproducibility: Sufficient documentation for independent

replication.

The research was guided by three research questions that guided
the review:

RQ;: What are the predominant application domains of AI-IToT
across industrial sectors?

RQ,: What key drivers and barriers influence Al adoption in
IToT environments?

RQ,: Which enabling technologies support effective Al deploy-
ment in II0T ecosystems?

3.2 | Search Strategy and Selection

To ensure comprehensive coverage, the literature search was
conducted across seven primary databases recognized for their
relevance and indexing quality:

« IEEE Xplore: Leading repository for IIoT and AI technical
research.

» Scopus and Web of Science: Multidisciplinary sources with
rigorous indexing standards.

o ScienceDirect and Elsevier: Strong in engineering and
technology-focused studies.
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TECHNOLOGICAL CONTEXT
Al maturity, interoperability,
cybersecurity, infrastructure

ORGANIZATIONAL CONTEXT
Leadership, workforce,
digital readiness, innovation culture

ENVIRONMENTAL CONTEXT
Regulations, competition,
industry standards

MICRO-LEVEL USER FACTORS
Perceived usefulness, ease of use,
social influence, behavioral intention

Al-1loT ADOPTION OUTCOME

FIGURE1 | Integrated theoretical framework for Al adoption in IToT.

 SpringerLink: Rich in industrial application case studies.

« Taylor & Francis: Cross-sector insights into policy and
implementation.

Google Scholar was employed exclusively for forward and back-
ward citation tracking, in line with systematic review quality
guidelines [34].

3.2.1 | Search Query

Boolean search strings were developed based on the study's ob-
jectives, focusing on the adoption, application, and implemen-
tation of AI in IToT. The standardized query applied across all
databases was: (“Artificial Intelligence” OR AI OR “Machine
Learning” OR “Deep Learning”) AND (“Industrial Internet
of Things” OR IIoT OR “Industrial IoT” OR “Industry 4.0”)
AND (“Adoption” OR “Implementation” OR “Application” OR
“Deployment”).

The search targeted Title, Abstract, and Keywords fields.

Preliminary Screening—Retrieved records were filtered using
eligibility criteria:

« Inclusion: Peer-reviewed journal articles, English language,
published between January 2018 and March 2025.

o Exclusion: Non-English works, conference proceedings,
book chapters, and studies focusing solely on consumer IoT
or algorithmic development without IToT context.

Titles, abstracts, and keywords were examined to exclude irrel-
evant studies.

3.3 | Screening and Inclusion Criteria

Duplicate records obtained from several databases were elimi-
nated after article identification, resulting in a more streamlined
pool for screening. To assess preliminary relevance, abstracts and
titles were examined separately. Studies that focused on Artificial
Intelligence (AI) in Industrial Internet of Things (IIoT) contexts
and satisfied the basic scope were kept for additional analysis.
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Inclusion criteria were as follows:

« Empirical studies or case studies examining Al integration
in I1oT.

+ Technical or organizational analyses of AI adoption.

» Explicit discussion of adoption drivers, barriers, and en-
abling factors.

Exclusion criteria included:

« Studies focused solely on consumer IoT applications.

« Conceptual or theoretical papers without empirical
validation.

» Non-English publications.

In the final inclusion stage, full-text articles were assessed to
ensure methodological rigor and alignment with the study's
objectives. This process resulted in a final corpus of 46 peer-
reviewed journal articles published between January 2018 and
March 2025. These articles collectively provided comprehensive
insights into AT adoption drivers, barriers, and enabling technol-
ogies across diverse industrial sectors. PRISMA principles were
followed during the stepwise screening process, guaranteeing
methodological transparency and reproducibility (Figure 2).

3.4 | Data Extraction and Analysis
A structured coding scheme was used to methodically extract
data from the final collection of 46 included research articles.

The industrial sector, AI application, adoption drivers, barri-
ers, and enabling technologies were all coded for each record.

3.4.1 | Analysis Techniques
Three complimentary methods of analysis were used:

+ RQ, (application domains) thematic analysis
 RQ, (barriers/drivers) causal network mapping

+ RQ, (enabling technology) technology-function matrix

4 | Results
4.1 | Trends
The literature synthesis reveals a clear surge of scholarly interest

in AI within the IIoT domain, with publication activity accel-
erating after 2019 and reaching its peak during the 2021-2025

~
J

Records identified through
database (N =1841)

Additional records identified
through other sources (N =16)

l

l

Records after duplicates removed (N =431) 1

l

l

Full-text articles assessed
for eligibility (N = 121)

l

S

Records screened (N = 431) l ——»‘ Records excluded (N = 310)

Full-text articles excluded,
unmet inclusion (N = 75)

!

Studies included in qualitative synthesis (N = 46)

Included J r Eligibility j ( Screening }[ Identification

Studies included in quantitative synthesis (meta-analysis) (N = 46)

FIGURE2 | PRISMA flow diagram of literature search and selection.
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period. This trajectory aligns with the rapid maturation of
Industry 4.0 and the recognition of AI as a foundational en-
abler of intelligent, data-driven industrial ecosystems [35, 36].
The majority of contributions appeared in high-impact journals
spanning artificial intelligence, IoT, and industrial engineering,
underscoring the strong interdisciplinary engagement driving
this research agenda [37].

In terms of sectoral distribution, manufacturing, particu-
larly smart factories and process industries, dominated the
discourse, accounting for the largest share of reviewed stud-
ies. Logistics and energy followed as secondary domains,
while applications in smart cities and urban infrastructure
remained underexplored [38]. This concentration illustrates
the field's production-centric orientation and reveals a gap in
research addressing cross-sectoral or service-oriented IIoT
contexts [39].

Methodologically, the analysis shows that deep learning tech-
niques, especially convolutional neural networks (CNNs) and
recurrent neural networks (RNNs), were the most frequently
employed, alongside support vector machines (SVMs) and
hybrid models [40]. These were commonly integrated with
high-frequency sensor data streams to enable predictive main-
tenance, anomaly detection, and automated quality inspec-
tion. Recent studies, however, increasingly emphasize edge
Al, reflecting the critical need for latency-sensitive, privacy-
preserving analytics deployed closer to industrial devices and
gateways [41].

Thematic trends highlight a growing shift toward data-intensive
learning models capable of processing high-dimensional, het-
erogeneous IIoT datasets. At the same time, there is rising
attention to the ethical, safety, and trust dimensions of Al ac-
knowledging the operational and economic risks inherent in
safety-critical environments [42]. Collectively, these findings
suggest that while research has made significant strides in tech-
nical applications, the field is gradually broadening to include
socio-technical considerations essential for sustainable and
trustworthy AT adoption in IIoT.

4.2 | Taxonomy of AI Applications

The systematic literature synthesis identified six dominant do-
mains of AI applications within IToT environments: predictive
maintenance, process optimization, anomaly and fault detection,
quality control and inspection, real-time monitoring and control,
and supply chain and logistics (Figure 3). These categories illus-
trate both the breadth of industrial functions where AIis deployed
and the depth of task-specific optimization achievable through
machine learning, deep learning, and hybrid approaches [43, 44].

Predictive maintenance emerged as the most widely cited ap-
plication, underscoring its critical role in reducing operational
costs, extending equipment lifespans, and minimizing un-
planned downtime [45]. Studies highlighted the superiority of
AT models, particularly temporal sequence learning applied to
sensor data, over rule-based systems in detecting early failure
patterns. However, challenges such as class imbalance and lim-
ited labeled datasets continue to hinder predictive accuracy [46].

Process optimization represents a rapidly expanding applica-
tion area, where reinforcement learning and heuristic optimi-
zation are employed to improve energy efficiency, throughput,
and adaptive control [47]. Despite promising results, scalability
and computational overhead in large-scale industrial systems
remain major barriers [48].

Anomaly and fault detection is extensively applied in manufac-
turing and energy domains, enabling AI models to capture subtle
deviations in production lines, machinery, and cyber-physical sys-
tems [49]. Compared to traditional threshold-based methods, Al
provides higher sensitivity, yet the lack of interpretability in deep
learning models limits trust in industrial decision-making [50].

Quality control and inspection, often driven by computer vision
and pattern recognition, automates defect detection in processes
and products. This enhances precision and reduces reliance on
manual inspection, improving consistency [51]. Nonetheless,
many studies note that domain-specific training data restrict
cross-domain generalizability [52].

Taxonomy of Al Applications in IOT

Predictive Maintenance

}

Quality Control & Inspection

Anomaly/Fault Detection

L Supply Chain & Logistics

‘ Process & Production

Real-time Monitoring &
L Control

‘ Supply Chain & Logistics

Optimization

\

FIGURE3 | Taxonomy of Al applications in IIoT.
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Real-time monitoring and control showcases AI's capability to
handle high-frequency sensor streams for dynamic operational
adjustments, including adaptive scheduling, load balancing,
and safety-critical monitoring [53]. Edge Al is increasingly in-
tegrated to address latency and privacy needs, though compati-
bility with legacy infrastructure poses persistent challenges [54].

Finally, supply chain and logistics applications demonstrate AI's
capacity to optimize demand forecasting, routing, and inventory
management [55]. These implementations enhance resilience
and efficiency but rely heavily on harmonized, high-quality data
from geographically dispersed sources, a limitation highlighted
in multiple studies [56].

Collectively, the taxonomy reveals that while predictive mainte-
nance dominates scholarly attention, emerging domains such as
real-time monitoring and supply chain resilience signal a diversi-
fication of Al applications across IToT. Figure 3 summarizes these
categories, providing a structured view of how AI contributes to
intelligent, adaptive, and data-driven industrial ecosystems.

4.3 | Adoption Drivers and Barriers

The synthesis of 46 peer-reviewed studies revealed that the
adoption of Artificial Intelligence (AI) in the Industrial Internet
of Things (110T) is shaped by both external and internal anteced-
ents, each exerting enabling and inhibiting effects on implemen-
tation outcomes. These findings are summarized in Figure 4,
which integrates the drivers and barriers most frequently em-
phasized across the reviewed literature.

From an external perspective, technological readiness was the
most cited enabler, with studies highlighting the importance
of edge—-cloud integration, real-time analytics, interoperability,
and cybersecurity maturity in supporting scalable deployment
of Al solutions [57, 58]. Regulatory and standards readiness also
emerged as a recurring theme, with compliance to ISO/IEC
frameworks, data governance regulations, and sovereignty laws
providing legitimacy and trust in industrial environments [59].
Additionally, market and ecosystem readiness, encompassing
vendor maturity, data-sharing consortia, and the availability of
skilled integrators, was identified as critical for fostering cross-
organizational collaboration and knowledge exchange [60].

On the internal side, organizational readiness featured promi-
nently, with leadership commitment, strategic alignment, and IT
infrastructure modernization serving as key determinants of Al
success [61]. Operational readiness, including the integration of
AT with operational technology (OT), high-quality sensor data,
and predictive maintenance workflows, was also recognized as
a central adoption driver [62]. Finally, workforce readiness was
widely discussed, emphasizing the role of employee upskilling,
training, and trust in AI systems for predictive and prescriptive
decision-making [63].

Despite these enablers, the literature consistently reported per-
sistent barriers. Technological inhibitors include poor interoper-
ability, heterogeneous data, and limited scalability of AT models
in real-time contexts [64]. Organizational challenges such as
shortages of AI talent, cultural resistance, and misalignment
between Al initiatives and business priorities further slow
adoption [65]. From an environmental perspective, fragmented

External antecedents

Technological Readinesss
+ Edge/cloud integration capabilitties
* Real-time analytics support
+ Cybersecurity maturity
* Interoperability with legacy systems

- J

Regulatory & Standards Readiness
* Industry-specific compliance (e.g.,
ISO, IEC)

 Data governance and sovereignty
laws

Market & Ecosystem Readiness
» Vendor maturity and availability
+ Data-sharing consortiums
+ Availability of skilled integerators

Internal antecedents

Organizational Readiness

Leadership commitment to Al

Al-aligned digital transformation
strategy

* IT infrastructure modernization
+ Availability of internal Al talent

+ Adoption

of Al in

I

Operational Readiness

* Integration with OT (Operational
Tech) systems

* Quality and volume of sensor data

» Maintenance and anomaly
prediction workflows

lloT

J

N

User & Workforce Readiness
* Training and upskilling of plant-
floor workers

* Trust in Al systems for predictive
and prescriptive tasks

J

FIGURE4 | Adoption of Al in the IIOT model. Source: Authors' own work.
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regulatory frameworks and immature vendor ecosystems were
identified as systemic barriers, creating uncertainty and risk for
early adopters [66].

Overall, the results from the literature synthesis demonstrate
that AT adoption in IIoT is not determined by a single dimen-
sion but by the alignment of technical, organizational, and envi-
ronmental readiness with workforce acceptance. As illustrated
in Figure 4, adoption success depends on mitigating structural
barriers while leveraging key enablers, offering a roadmap for
researchers and practitioners seeking to accelerate AI-driven in-
dustrial transformation.

4.4 | Enabling Technologies

The synthesis of the reviewed literature highlights edge comput-
ing, cloud platforms, and federated learning as pivotal enablers
for effective AI deployment in II0oT environments. These tech-
nologies address fundamental challenges of latency, scalability,
and privacy, which are frequently cited as barriers to industrial
adoption [41, 67].

Edge computing is increasingly emphasized for its ability to per-
form real-time analytics at the device or gateway level, reducing
reliance on centralized data centers and mitigating latency in
safety-critical operations [68]. This decentralization also en-
hances privacy by limiting raw data transmission outside the
industrial site.

Cloud platforms provide the computational scalability and stor-
age capacity necessary for handling high-dimensional sensor
data and training complex AI models. Studies show that cloud-
based architectures enable flexible resource allocation, integra-
tion across distributed sites, and support for continuous model
updates [69, 70]. However, concerns about data sovereignty and
vendor lock-in persist.

Federated learning represents an emerging paradigm that al-
lows collaborative model training across organizations and
devices without centralizing sensitive data [71]. This approach
simultaneously enhances privacy, ensures compliance with data

_______________________

{  Enabling Technol

( Edge Computing

Reduced reliance on central servers

Local analytics

Distributed integration

governance regulations, and enables cross-sectoral knowledge
sharing. Nonetheless, heterogeneity in data quality and commu-
nication overhead remains unresolved limitations [72].

Taken together, these enabling technologies provide the infra-
structural backbone for scalable, secure, and efficient AI-IIoT
integration, as summarized in Figure 5, which maps their role
in addressing adoption barriers. The findings underscore that
the future of AI in IIoT will increasingly depend on hybrid
infrastructures that balance local responsiveness with global
scalability.

5 | Discussion
5.1 | Theoretical Implications

This review systematically addressed the three guiding research
questions through a structured synthesis of 46 peer-reviewed
studies. In response to RQ,, the findings reveal a diverse tax-
onomy of AI applications in IIoT, with predictive maintenance,
process optimization, anomaly detection, quality control, and
logistics emerging as dominant domains [45, 47]. Predictive
maintenance, in particular, has received disproportionate at-
tention, highlighting its potential for reducing downtime and
extending equipment lifespans [73]. However, limitations such
as data imbalance and poor label availability remain major ob-
stacles, reducing predictive accuracy [46]. By explicitly linking
algorithmic methods such as convolutional neural networks
(CNNs), recurrent neural networks (RNNs), and reinforcement
learning to these application domains, this study extends prior
models of industrial AI deployment and underscores the task-
specific optimization capabilities of modern machine learning
techniques [3].

Addressing RQ,, the synthesis integrates the Technology
Organization Environment (TOE) framework with micro-level
models of technology acceptance (TAM and UTAUT). Adoption
determinants extend beyond technological maturity such as
interoperability, cybersecurity, and infrastructure readiness
to include organizational resources (leadership commitment,
digital literacy, innovation culture) and user acceptance factors

AJ-TloT Integration

Cloud Platforms }
( Federated Learning )

\

Flexible resource allocation

Decentralized training

Cross-device collaboration

FIGURE5 | Enabling technologies and their role in addressing IIoT challenges.

8of 11

Applied AI Letters, 2026

95U8017 SUOWIWIOD 2A11E1D) 8|qedl|dde 8Ly Ag peusenob a2 sejofe YO '8sN JO SaInJ 10} ARIq1T8UIIUQ A1 UO (SUOIPUOD-PUE-SWLSIALI0Y A8 |1 Ake.q Ul |uo//:Say) SUONIPUOD pue SwLB | 8U 89S *[9202/90/20] Uo AriqTauljuo A(IM ' 8oLy INoS JO AISIBAIUN - 8Ue|uyeud ofidwe N Aq 2TO0L Z1%/200T OT/10p/wod A8 i Akeiq i pul|uo//sdny wouy pspeojumod ‘T ‘9202 ‘S6556892



(perceived usefulness, trust, and social influence) [25]. This con-
firms that adoption is inherently multi-faceted, shaped by both
systemic constraints and individual behavioral intentions.

For RQ,, enabling technologies such as edge computing, cloud
platforms, and federated learning emerged as critical for ad-
dressing latency, scalability, and privacy challenges [25]. Edge
computing reduces communication delays for real-time control
in safety-critical environments, while cloud systems facilitate
scalable storage and analytics. Federated learning, though na-
scent, provides a promising pathway for privacy-preserving
model training in distributed industrial ecosystems.

This integrated framework extends the TOE model to IIoT con-
texts, uniquely combining macro-level infrastructure readiness
with micro-level acceptance constructs, thereby offering a more
holistic theoretical lens for studying AI-IIoT adoption.

5.2 | Practical Implications

The findings have direct relevance for practitioners and policy-
makers. Industrial organizations seeking to unlock ATI's poten-
tial in IToT should invest in robust data infrastructures, including
standardized pipelines and interoperable protocols, as AI ac-
curacy hinges on high-quality, consistent data. Cybersecurity
must be treated as foundational, with proactive measures such
as intrusion detection, secure communication, and continuous
system updates. Gradual integration strategies, via pilot projects
and hybrid edge-cloud architectures, can minimize legacy sys-
tem incompatibilities while fostering operator trust. Workforce
training in AI and data analytics remains essential for bridg-
ing skill gaps and ensuring human readiness for deployment.
Policymakers, meanwhile, can facilitate adoption by clarifying
regulatory frameworks, incentivizing industrial AI initiatives,
and mandating sector-specific safety standards.

5.3 | Ethical and Regulatory Considerations

The literature also reveals growing concern around Al ethics,
interpretability, and safety in IIoT contexts. Black-box deep
learning models raise interpretability challenges that com-
plicate industrial decision-making in safety-critical sectors.
Algorithmic bias and fairness issues further undermine trust,
particularly when AI decisions affect operational reliability or
worker safety. The adoption of explainable AI (XAI) frameworks
and transparent governance mechanisms is therefore vital to
maintain accountability. Regulatory oversight should evolve to
address sector-specific risks, particularly in energy, manufac-
turing, and transportation where failures may have cascading
societal and economic consequences.

In sum, the synthesis confirms that AI adoption in IIoT tran-
scends purely technological concerns: it represents a multi-
layered transformation that demands robust infrastructure,
organizational alignment, user trust, and regulatory safeguards.
By unifying fragmented findings across disciplines, this study
provides a holistic roadmap for both scholars and practitioners,
advancing understanding of how AI can be systematically and
responsibly deployed in Industry 4.0 ecosystems.

6 | Conclusion

This systematic analysis looked at the applications, acceptable
criteria, and implementation challenges of AI in IIoT contexts,
encompassing 46 peer-reviewed publications published between
2018 and 2025. Supply chain management, anomaly detection,
process optimization, quality control, real-time monitoring, and
predictive maintenance are the six key application domains that
the study identified to show how AI may help with data-driven
industrial optimization. The external elements that influence
adoption include technology and regulatory preparedness,
whereas the internal factors are organizational capabilities, per-
sonnel competences, and user trust.

Deployment is nevertheless hampered by enduring issues such
as data heterogeneity, cybersecurity flaws, legacy system inter-
action, and limited model scalability.

By lowering latency, guaranteeing scalability, and protecting
data privacy, the assessment emphasizes enabling technologies
like edge computing, cloud platforms, and federated learning as
essential to removing these obstacles. When taken as a whole,
these results provide a theoretical contribution and a useful road
map for the adoption of industrial AI by incorporating user-
level acceptance variables into the Technology Organization
Environment paradigm.

Although AI has shown promise in revolutionizing IIoT, its
long-term implementation necessitates strong data gover-
nance, hybrid infrastructure plans, and legal protections.
Longitudinal studies, sector-specific comparison assessments,
and empirical validation of adoption frameworks should be
the focus of future research, especially when it comes to new
paradigms like edge-cloud hybridization, trustworthy AI, and
massive language models in IIoT. Scholars and practitioners
may more fully unleash AI's potential to propel resilient, intel-
ligent, and morally sound industrial transformation by filling
in these gaps.
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