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An organisation’s approach to information security should focus on employee behaviour,

as the organisation’s success or failure effectively depends on the things that its employees

do or fail to do. An information security-aware culture will minimise risks to information

assets and specifically reduce the risk of employee misbehaviour and harmful interaction

with information assets. Organisations require guidance in establishing an information

security-aware or implementing an acceptable information security culture. They need to

measure and report on the state of information security culture in the organisation.

Various approaches exist to address the threats that employee behaviour could pose.

However, these approaches do not focus specifically on the interaction between the

behaviour of an employee and the culture in an organisation. Organisations therefore have

need of a comprehensive framework to cultivate a security-aware culture. The objective of

this paper is to propose a framework to cultivate an information security culture within an

organisation and to illustrate how to use it. An empirical study is performed to aid in

validating the proposed Information Security Culture Framework.

ª 2009 Elsevier Ltd. All rights reserved.
1. Introduction remember that the most effective countermeasure is to
Two to three percent of an organisation’s annual profit may

potentially be lost due to information security incidents

(McIlwrath, 2006). A recent data breach study indicates that

insiders could be behind most breaches, whether intention-

ally or unintentionally (Verizon, 2009). A number of similar

studies conclude that insiders pose a threat to the protection

of information (Andric, 2007; Furnell, 2006; Walton and

Walton-Mackenzie Limited, 2006) and therefore organisations

need to pay serious attention to reducing the risk that

employees pose. Although research emphasises that the

behaviour of employees should be addressed so as to protect

information assets (Albrechtsen, 2007; Kraemer and Carayon,

2007; Stanton et al., 2005; COBIT, 2004), it is important to
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consider a variety of controls and not only technical

measures. A trusted technical infrastructure, reliable internal

processes, good corporate governance and other security

measures are among the aspects to be considered when

aiming to reduce the intentional and unintentional damage

caused by employees (McIlwrath, 2006).

One measure that could be considered is to focus on

a security-aware culture (PWC, 2004; Stewart, 2006; Van der

Merwe and Cantale, 2007; Furnell, 2007). A security-aware

culture, further on referred to as an information security

culture, develops as a result of employees’ interaction with

information security controls (Grant, 2005; Martins, 2002) such

as passwords, access cards or anti-virus software. An infor-

mation security culture can be defined as the way things are
ff@cs.up.ac.za (J.H.P. Eloff).
.
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done in the organisation to protect information assets

(Da Veiga et al., 2007). The purpose of this paper is to construct

a framework for an information security culture and to

perform a statistical analysis to aid in validating the frame-

work. The proposed framework considers technical, proce-

dural and human behavioural components. It provides an

all-encompassing and single point of reference for cultivating

in an organisation a culture that minimises the risk posed by

employee behaviour.

The paper in hand initially discusses current research in

this area. The concepts of organisational culture, organisa-

tional behaviour and information security components are

explored. The interaction among these concepts is illustrated

in order to convey how an information security culture is

influenced and cultivated. This interaction is used as the basis

for constructing the proposed Information Security Culture

Framework, which is used as the theoretical foundation to

design an information security culture questionnaire. Finally,

the deployment of the information security culture ques-

tionnaire as part of an empirical study is discussed, with

emphasis on the statistical analysis performed in terms of

validity and reliability.
2. Current research

Various information security approaches can be used to guide

the implementation of information security controls

(components) that are aimed at addressing the threats posed

to information assets. ISO/IEC 27002, 2005 defines a range of

controls (grouped in 11 sections) that is needed for most

situations where information systems are used. This standard

is recognised as an essential standard for information

security. Another approach is PROTECT (Eloff and Eloff, 2005),

which is an acronym for Policies, Risks, Objectives, Tech-

nology, Execute, Compliance and Team. Tudor (2000)

proposed an Information Security Architecture (ISA) consist-

ing of five key principles to implement information secur-

ity.(For further reading on these approaches please refer to

Da Veiga and Eloff (2007).) Although these approaches touch

on human components such as awareness and training, they

do not focus on the employee or on how to direct, measure

and change his/her behaviour.

A number of research projects on information security

focus on the human component, for instance information

security awareness (Puhakainen, 2006; Kruger and Kearney,

2006), insider computer crime (Cardinali, 1995) and informa-

tion security policy obedience (Vroom and Von Solms, 2004;

Siponen et al., 2007). All are aimed at minimising the threat

that user behaviour poses to the protection of information

assets.

Van Niekerk and Von Solms (2006) defined an outcomes-

based framework for information security culture change.

They (2006) further used the organisational culture levels of

Schein to compile a framework to better understand infor-

mation security culture. Schlienger and Teufel (2005), Vroom

and Von Solms (2004) and Zakaria and Gani (2003) also linked

information security culture to the organisational culture

model of Schein (1985). Dhillon (1997) related ‘‘security

culture’’ to the behaviour of employees in an organisation that
could contribute to the protection of information. Martins and

Eloff (Martins and Eloff, 2002; Da Veiga et al., 2007) defined

information security culture as the information security

perceptions, attitudes and assumptions that are accepted and

encouraged in an organisation – thus the way in which things

are done in an organisation to protect information assets.

Further work relates to attempts at gaining a better

understanding of the principles of an information security

culture. For example: The Organisation for Economic Coop-

eration and Developments (OECD) provides nine principles of

an information security culture (Baggett, 2003; OECD, 2005).

These principles are structured to guide auditors in assessing

the IT control environment. The Information Security Forum

(ISF, 2000) identified certain factors on which to focus when

measuring the information security culture in an organisa-

tion. The research work of Ruighaver et al. (2006) used the

eight culture dimensions of Detert et al. (2000) and related

them to information security based on a number of case

studies. Other researchers focused on human behaviour

and how it could relate to vulnerabilities in the computer and

information system (CIS) (Stanton et al., 2005; Kraemer and

Carayon, 2007; Kraemer et al., 2006; Magklaras and Furnell,

2006; Albrechtsen, 2007).

However, current research on information security does

not integrate organisational culture and organisational

behaviour to provide organisations with an all-encompassing

framework for cultivating and ultimately assessing an infor-

mation security culture. Organisations require a comprehen-

sive framework to cultivate an acceptable level of information

security culture (Helokunnas and Iivonen, 2004) – one that

specifically incorporates human behaviour in order to address

the threat that such behaviour poses to the protection of

information assets. This framework could assist management

in identifying the relevant controls and their impact on

employees’ perception and behaviour. The framework can

also serve as the theoretical input to develop an instrument to

assess the information security culture in an organisation.
3. A framework for an information
security culture

The Oxford Dictionary (1983) defines a framework as a struc-

ture upon or into which contents can be put and further

relates it to thoughts that are directed for a purpose. The

Information Security Culture Framework proposed in this

study provides organisations with an understanding of how to

establish an information security culture so as to minimise

risks posed by employee behaviour regarding the use of

information assets.

The Information Security Culture Framework is con-

structed by systematically considering the various fields of

knowledge that affect this type of culture. Research (Borck,

2000; Connolly, 2000; Le Grand and Ozier, 2000) indicates that it

is part of the overall organisational culture that develops based

on organisational behaviour exhibited by employees (Hellrie-

gel et al, 1989). Organisational behaviour is therefore taken into

account, as are the information security components that

must be considered in the implementation of information

security. The interaction between these fields of knowledge is
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illustrated in the following paragraphs and enables the

construction of the Information Security Culture Framework.
3.1. Organisational culture and information
security culture

Probably the most well-known and simplest definition of

organisational culture is ‘‘the way things are done here’’

(Lundy and Cowling, 1996). Organisational culture can be seen

as the personality of the organisation (Robbins, 2001) and is

the social glue that binds the members of the organisation

together (Kreitner and Kinicki, 1995).

The organisational culture develops on the basis of certain

activities in the organisation, such as the vision adopted by

management and the behaviour that employees exhibit on an

individual, group and organisational level (tier) (Hellriegel

et al., 1998; Robbins, 2001). According to Robbins, organisa-

tional behaviour is about what people do in an organisation

and how their behaviour affects the performance of the

organisation. The organisational culture that develops, based

on the exhibited behaviour, is evident in artifacts (locked

door), values (‘‘employees are valuable assets’’) and basic

assumptions (‘‘the Information Technology department is

responsible for the security of CIS’’) (Schein, 1985).

Organisational culture in organisations can be classified

according to different aspects. Handy and Harrison (Yeats and

Cadle, 1996) classified organisational culture according to the

degree of centralisation and the degree of formality in the

‘‘way things are done’’ in the organisation. They defined four

different types of culture, namely the autocratic power

culture, the bureaucratic role culture, the anarchic individu-

alistic culture and the matrix task-based culture.

In a bureaucratic culture one would expect every employee

to have a job description and to conform to the rules of the

organisation. From an information security perspective, the

information security function roles will be formally defined in

the organisation. The ‘‘rules’’ of how to protect information

security assets will be documented and followed by the

employees. Public sector organisations and banks typically

reside in this category. Professional organisations on the other

hand, for example a lawyer’s practice, usually have an

individualistic organisational culture. In these organisations

one has to involve the individuals so as to obtain their

commitment when taking decisions or implementing infor-

mation security controls. Manufacturing companies often

have a task-based culture where planning, control and team
Fig. 1 – Level i – Influencing information security behavi
responsibilities are important. Project management disci-

plines are well established in these companies, making it

easier to implement projects. Obtaining user buy-in and

motivating users to comply with the information security

policy could be easier in these companies. In autocratic

organisations the leaders are fundamental to implementing

any change. Sponsorship for information security culture is

essential in these organisations to ensure that the employees

approve and participate in changes and comply with policies.

To sum up: the organisational culture should be considered

when cultivating an information security culture to ensure

that the most appropriate controls are identified and deployed

in a successful manner.

An information security culture develops due to the

information security behaviour of employees, in the same

manner that an organisational culture develops due to the

behaviour of employees in the organisation (Martins, 2002;

Martins and Eloff, 2002; Robbins et al., 2003; Hellriegel et al.,

1998). An information security culture is therefore based on

the interaction of employees with information assets and the

security behaviour they exhibit within the context of the

organisational culture in the organisation. For the purpose of

this research, an information security culture is therefore

defined as the attitudes, assumptions, beliefs, values and

knowledge that employees/stakeholders use to interact with the

organisation’s systems and procedures at any point in time. The

interaction results in acceptable or unacceptable behaviour (i.e.

incidents) evident in artifacts and creations that become part of the

way things are done in the organisation to protect its information

assets. This information security culture changes over time.
3.2. The interaction between information security,
behaviour and culture

The interaction between information security components

such as a policy and the behaviour of employees has an

impact on the resulting information security culture. The next

few paragraphs explain this interaction by way of three

figures that build upon one another to finally construct the

Information Security Culture Framework. The figures will be

referred to as level i (Fig. 1), level ii (Fig. 2) and level iii (Fig. 3).

3.2.1. Level i – influencing information security behaviour and
cultivating an information security culture
Fig. 1 (level i) illustrates that information security components

(A) are implemented in the organisation. These components
our and cultivating an information security culture.



Fig. 2 – Level ii – Influencing information security behaviour and cultivating an information security culture.

c o m p u t e r s & s e c u r i t y 2 9 ( 2 0 1 0 ) 1 9 6 – 2 0 7 199
can be seen as the input that influences information security

behaviour in the organisation (B). Implementing the infor-

mation security components impacts on the interaction of

employees with information assets, and employees conse-

quently exhibit certain behaviour referred to as information

security behaviour.

The objective is to instil information security behaviour

that is conducive to the protection of information assets based

on the organisation’s information security policies and code of

ethics. Such behaviour could involve the reporting of security

incidents, adherence to a clear desk policy or the secure

disposal of confidential documents. In time, this security

behaviour evolves as the way that things are done in the

organisation and an information security culture is therefore

established (cultivated) (C). A culture is thus promoted in

which information security is accepted as the way things are

done.

To illustrate the interaction between A, B and C, the

following example is used. The Information Security Policy,

one of the information security components, is used to

provide management with the necessary direction and

support for information security (ISO27001, 2005). According

to Whitman and Mattord (2003), the objective of a policy is to

influence the decisions, actions and behaviours of employees.

It further specifies what behaviour is regarded as acceptable

and what not. For instance, the Information Security Policy
states that a laptop must be physically secured at all times.

The statement in the policy is aimed at directing employee

behaviour to protect both the physical asset and the data

saved on the laptop. The objective is to influence the

employee’s behaviour when interacting with the laptop to

ensure its safeguarding. Without this statement and the

enforcement thereof, employees could leave their laptops

unsecured. Therefore, without information security compo-

nents to direct and influence employee behaviour, employees

could well interact with information assets in ways that

would introduce risk. In time, this potentially harmful

behaviour could unfortunately give rise to a culture where

neglect is regarded as acceptable.

To cultivate an acceptable level of information security,

organisations should ensure that a comprehensive and

adequate set of information security components is imple-

mented. This set of components aids in addressing threats on

the human, process and technical levels that would hamper

the establishment of an acceptable information security

culture within the organisation. Organisations should

furthermore ensure that employee interaction is in line with

the requirements of the information security policy. These

requirements could relate to actions such as making back-ups

to the server on a daily basis, password protect information on

removable media or the deletion of unsolicited e-mails with

attachments.



Fig. 3 – Level iii – Information Security Culture Framework (ISCF).
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3.2.2. Level ii – influencing information security behaviour
and cultivating an information security culture
Fig. 2 (level ii) further explains the interaction between the

information security components, information security

behaviour and information security culture. It illustrates that

the set of information security components can be grouped

into categories of information security components (A) that

are implemented by the organisation (referred to as X, Y and Z

in the figure). These components are implemented by the

organisation on the individual, group or organisational tier of

information security behaviour (B). As such, information

security behaviour is influenced and exhibited on each

behavioural tier.

The individual tier relates to individuals in the organisation

with characteristics that may influence their behaviour at work

(Robbins et al., 2003). The characteristics could involve bio-

graphical characteristics such as age or marital status; person-

ality characteristics; inherent emotional frameworks; values,

and attitudes and basic assumptions (Robbins, 2001). These

characteristics could affect the behaviour of individuals in

respect of compliance with information security policies. For

example, if one considers two types of personalities (A and B),

there could be a distinct difference in the way they comply with

the information security policy (Robbins, 1997). Type A

employees emphasise quantity over quality. They work fast and

illustrate theircompetitiveness by working long hours, but often

make poor decisions because they make them too fast. Type B

focuses on quality and never suffers from a sense of time

urgency. Type A employees might be too hasty to select a strong

password. They might share passwords to access information

rather than to wait for the authorised user to return to access

a system. TypeB might think twice beforemaking a decision and

would probably take a few seconds more to decide on a stronger

password. Information security components that have a posi-

tive effect on individual information security behaviour should

therefore be implemented on the individual tier.

The group tier focuses on the behaviour of people in groups

and how the groups function (Robbins et al., 2003). It is impor-

tant for management to consider employees as members of

a group (e.g. a department, team or committee) (Robbins, 1997)

and to use the group to establish an acceptable level of infor-

mation security culture. However, the group’s view or pressure

could override the individual’s moral judgement and mental

efficiency – referred to as groupthink (Robbins, 2001). Pearl

Harbour and even the Challenger space shuttle disaster have

been linked to groupthink symptoms (Robbins, 2001). Strong

leadership is required to guide groups in making the right

decision and to comply with company policies such as not to

copy and distribute pirated software and music.

On the organisational tier, formal structures are added, such

as to determine whether the organisation operates in a cen-

tralised or decentralised manner. Other considerations are for

instance a wireless network for constant access to e-mail and

the security measures that should be implemented to protect

information. The structures implemented by the organisation

influence employee attitudes and have an impact on their

behaviour (Robbins, 2001).

Information security behaviour that is sustained over time

evolves into an information security culture that is evident in
artifacts, as well as in the values and assumptions of

employees (C). The information security culture that evolves

differs for each organisation. It is influenced by the type of

organisational culture (e.g. autocratic or task-based), as well

as by the information security components that are imple-

mented on each organisational behaviour tier.

Artifacts like art or technology are usually visible in the

organisation (Schein, 1985). These artifacts are evident as

a result of the information security components imple-

mented such as the risk management and policy compo-

nent. Public key encryption could be identified as an artifact

in a bank (bureaucratic organisation), whereas as an energy

and natural resource organisation (task-based culture)

might make use of passwords to protect files sent via e-mail.

Values reflect the sense of what ought to be or the beliefs of

the individual (‘‘I ought to have privacy when using elec-

tronic communication’’) (Schein, 1985). In a lawyer practice

(individualistic culture), individuals might believe that their

computer is their property and hence believe they can

download software from the Internet at their own discre-

tion. Individuals in an autocratic organisation might believe

that any software downloaded from the Internet have to be

approved by the person at the top, i.e. the Information

Security Officer or the business unit head. Basic assump-

tions are related to the unconscious and are part of human

nature (Schein, 1985). ‘‘My manager’s decision counts above

mine’’ could be true in an autocratic organisation, whereas

the team’s decision will be of importance in the task-based

culture organisation.

The arrow at the bottom of Fig. 2 points back from infor-

mation security culture towards the information security

component categories. This illustrates that the information

security culture that is cultivated in the different types of

organisations influences the effectiveness of the information

security components. If employees find the information

security policy contents difficult to understand or consider

them not applicable to their business unit, they might not

comply with the information security policy. The information

security component (policy) implemented is therefore

ineffective and employees could introduce intentional or

unintentional threats to the environment. This policy must

consequently be adjusted and the effect of the change on the

organisational level has to be managed appropriately.

An information security component that is implemented

could also be ineffective if the organisational culture was not

considered. If in an individualistic organisation employees

were not consulted and involved in the policy decisions, they

might not accept the information security policy. Not consid-

ering the organisational culture might be more acceptable in

an autocratic organisation where the person at the top dictates

all decisions. It is therefore important to ensure that the

information security culture components identified and

implemented complements the organisational culture so as to

cultivate the appropriate information security culture. The

information security culture that develops over time (arrow

from B to C) gives an indication as to the success with which

the components were implemented (arrow from A to B). It

further provides input to revise the components and imple-

mentation thereof (arrow from C back to A).
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To illustrate the interaction between A, B and C as depicted

in Fig. 2, the following example can be considered. A formal

information security sponsor could be appointed on the

organisational tier. The appointment could influence

employees to assume that it is important to invest time and

money in information security. It could promote the value of

responsibility from a senior level. Finally, the information

security culture could become evident on the artifact level,

where the information security sponsor would be an execu-

tive employee who is included in board meetings.

3.2.3. Level iii – Information Security Culture
Framework (ISCF)
Fig. 3 (level iii) depicts the Information Security Culture

Framework (ISCF) that influences information security

behaviour and subsequently cultivates an information security

culture. On the left-hand side, seven categories of information

security components are listed as defined in previous research

by the authors (Da Veiga and Eloff, 2007). Each category

comprises a number of information security components. An

information security component is classified on the organisa-

tional, group or individual tier with regard to its influence on

information security behaviour. This classification is based on

the main purpose of a component and where it predominantly

influences a behaviour tier. It is important to note that

components could also influence more than one tier or move

between tiers, depending on the maturity of the component.

As indicated in Fig. 3, an information security culture is

cultivated on each of the three tiers of information security

behaviour. It is reflected in artifacts and creations, values and

assumptions. The different information security components,

the approach to deploy them and the information security

culture exhibitedwill varybetween organisations.To ensure the

successful application of the ISCF, the organisational culture

has to be considered as part of the organisational tier to direct

the implementation of the information security components.

The information security culture that is exhibited should

complement the type of organisational culture, which in turn

plays a role in directing the information security components.
4. Applying the Information Security Culture
Framework

Consider this example: Company ABC makes the strategic

decision to ensure efficiency in its working procedures. The

effect of this decision is described below and portrayed in

Table 1. The first column of Table 1 lists the three organisa-

tional tiers; the information security components that are

influenced are depicted in column 2, accompanied by

a description in column 3. Columns 4, 5 and 6 list the example

assumptions, values and beliefs.

As a result of the strategy to be more efficient, the decision

is taken to equip employees with state-of-the-art technology

(strategic component). A risk assessment (risk management

component) is conducted to identify security risks and to

identify the appropriate controls that are necessary to

mitigate the identified risks. The Information Security Officer

(ISO) updates the information security policy and compiles

procedures and standards to implement the technology
(policy, procedure and standard component) on the organ-

isational tier. Best practice research (best practice component)

is considered as part of the process to compile the policies and

related documentation.

On the group tier it is agreed that USB flash disks, Personal

Digital Assistants (PDAs) and wireless network access should

be deployed to all employees (technology protection and

operations component). The current network infrastructure is

upgraded by the IT department and procedures are defined for

ongoing maintenance (programme organisation). Monitoring

and audit programmes are updated to include monitoring of

security risks (monitoring and audit component).

As a result of the above changes, the Helpdesk staff

requires training in the new technology to assist users with

queries. Users also require proper guidance to use the new

technology effectively (education and training component).

They attend training and must sign off agreement to the

updates in the information security policy. Implementing the

required controls and processes to support such agreement

illustrates commitment to information security. It helps to

establish trust among employees and management, as well as

among board members, and finally between the organisation

and its clients (trust component).

On the individual tier, users directly interact with the

wireless network and mobile devices. As such, they need to be

aware of the information security policy requirements and of

potential security risks (awareness component). They must

ensure that they have only one connection at a time, make use

of strong passwords and see that Bluetooth-enabled devices

such as PDAs are set to ‘‘non detectable’’.

The example of Company ABC taking the strategic decision

to ensure efficiency in its working procedure illustrates that

the implementation of one component (strategy) affects

various components on the three behavioural tiers. The

information security culture that develops is evident in the

artifacts, values and assumptions.

On the organisational level the introduction of artifacts can

be observed, for instance in technology (in this case PDAs or

USB tokens). A value that develops on the organisational level

could be that the organisation sees itself as dynamic, inno-

vative and moving with the latest technology trends. Its

decision about wireless access could result from a belief that

sales and profits would be improved through better customer

service in more remote locations. Such a belief would be

reflected on an organisational level.

On the group level, web-based training (an artifact) can be

used to train employees. The value that could be established

involves seeing people as an important part of enabling

technology and using technology to the benefit of the orga-

nisation. An assumption could furthermore be made (also on

the group level) that it is ‘‘okay to work from home’’, as the

necessary security controls are in place and the IT department

monitors and maintains the technology.

Back to the individual tier, employees could make use of

e-mail as their main communication method as they have

wireless network access and might not all be in the same

physical location. A reduction in face-to-face meetings and

conversations might be observed and more telephone confer-

ences and e-mail discussions could take place. Employees can

also work more efficiently and have immediate access to



Table 1 – Information Security Culture Framework example.

Tier Component Component Example Artifact Value Belief

Organisational Strategic Component EfficiencyState-of-the-art

technology

PDAs

USBs

Dynamic

Innovative

Latest

technology

trends

Improved

sales

Better

customer

service

Risk Assessment Component Conduct risk assessment

Policy and Procedures Update information security policy

and procedures

Best Practice Input to compile policy and

procedures

Group Technology Protection and

Operations Component

Implement USB flash disks, PDAs

and wireless network

Web-based training People as

a valuable asset

I can work

from home

Programme Organisation Compile and update monitoring

and audit programmes

Education and Training Helpdesk staff and user training

Policy sign off

Trust Employee, management, board and

client trust

Individual Awareness Individual awareness of policy and

risks

E-mail and telephone

conferences

Efficiency I can work

alone
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e-mail messages and the Internet. The introduction of all these

artifacts would therefore promote the value of efficiency in the

workplace. The assumption could be made that work is done

on an individual basis and not in teams, as employees are

dispersed geographically though connected via a wireless

network. A change management programme would be

designed for all three tiers to assist employees with the tran-

sition and to accept the new working procedures.
5. Validating the Information Security
Culture Framework

Quantitative research methods such as conducting surveys

and the validation of frameworks and questionnaires have

been deployed with great success in the information security

discipline (Schlienger and Teufel, 2005; Straub et al., 2004;

Straub, 1990; Workman et al., in press; Siponen et al., 2007;

Woon et al., 2005). A survey is a method that organisations can

use to study information security behavioural content in

general, and attitude and opinions (Berry and Houston, 1993)

of employees towards information security in particular.

For the purposes of this research, the ISCF was used to

develop an instrument for assessing the information security

culture in an organisation. The framework enables such an

assessment instrument to meet content validity requirements

because it serves as a comprehensive framework for defining

the items for measuring information security culture (Brew-

erton and Millward, 2001). The concept of validity implies that

the researcher must ensure that the questionnaire assesses

what it claims to assess, namely information security culture

(Berry and Houston, 1993; Dillon et al., 1993; Furnham and

Gunter, 1993).

An information security culture assessment instrument

can help to determine whether the level of the information

security culture is enhancing the security of information

assets. The metrics derived provide a roadmap to positively

influence developmental areas concerning employee behav-

iour and attitude. The objective is to conduct an empirical
study to aid in validating the ISCF and the developed assess-

ment instrument (questionnaire). The following paragraphs

discuss the empirical study conducted in terms of the infor-

mation security culture assessment instrument that was

developed and the statistical analysis that was performed on

the survey data.
5.1. The empirical study

The process of designing, implementing, administering and

reporting back on survey data is key to the success of a survey

(Kraut, 1996). As such, a formal survey methodology was

followed to design the information security culture assess-

ment instrument and to conduct the survey. (For further

reading on the methodology followed to design the assess-

ment instrument and conduct the survey, please refer to

Da Veiga et al. (2007).)

Table 2 provides an extract from the information security

culture assessment instrument that was designed in this

research study. The assessment instrument was designed

based on the concept assessment instrument developed in

prior research by the authors (Da Veiga et al., 2007). The

concept assessment instrument was revised based on the

validity and reliability tests conducted in the prior research

and updated with the ISCF components to ensure content

validity. The seven information security component cate-

gories of the ISCF serve as the main dimensions of the

assessment instrument. Statements were compiled for each

of the information security components in each of the infor-

mation security component categories. The final revised

assessment instrument consisted of 85 statements covering

each component of the ISCF for each of the three information

security behavioural tiers. To further improve the assessment

instrument, the statements were discussed with industry

experts (e.g. the Information Security Officer, Information

Technology personnel, Data Governance Officer, Risk and

Compliance Officer, and Human Resources representatives) in

South African organisations to confirm the practicality of the

statements. The five organisations that participated were



Table 2 – Extract from the Information Security Culture Assessment instrument.

Dimension: Leadership and Governance

Sub-dimension: Strategy Strongly Disagree Uncertain Agree Strongly Agree Disagree

1 I believe it is necessary to protect information

to achieve the business strategy of ABC. 1 2 3 4 5

2 I believe ABC pays adequate attention to an

information security strategy in order to

protect information.

1 2 3 4 5

3 The information security controls implemented

by ABC support the business strategy.

1 2 3 4 5

Sub-dimension: Governance

4 ABC is committed to information security

in order to protect information. 1 2 3 4 5

5 Information security controls are adequately

deployed in ABC to protect information. 1 2 3 4 5

6 I understand how information security is

managed in ABC to protect information. 1 2 3 4 5
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from the financial service, consumer market, and energy and

natural resource sectors. To validate the assessment instru-

ment, an empirical study had to be conducted again in an

organisation and the same methodology was applied to

validate the concept assessment instrument.

The empirical study was conducted in a South African firm

that performs audit and advisory assignments. The organi-

sation employs approximately 3000 employees in South

Africa. The Information Security Function (ISF) is integrated

within the organisation’s business operations and is consid-

ered mature by the organisation. There is a dedicated Infor-

mation Security Officer (ISO) with a team of six people to

ensure that information security controls are deployed in the

organisation. A well-defined information security policy is in

place and available on the organisation’s Intranet. All users

are required to sign off acceptance on an annual basis and

new employees are required to attend induction training

where the information security policy contents are discussed.

The organisation welcomed the information security culture

survey as another vehicle to drive information security

awareness and to identify ways in which to further improve

its protection of information assets. The ISO’s objective with

the information security culture assessment was to use its

results as input for the information security awareness pro-

gramme being planned for the following year.

5.2. The survey data

During the survey period the responses were tracked to

ensure that a statistically representative response was
Table 3 – Results of the Structural Equation Modelling (SEM) an

Attribute Value of analyses

Goodness of Fit Index (GFI) 0.9982

Adjusted for Goodness of Fit Index (AGFI) 0.9981

Root Mean Square Residual (RMR) 0.0798
obtained for each biographical area in which the data would

be segmented. The method designed by Krejcie and Daryle

(1970) was used to determine the required sample size. In four

business units the response rate was not representative.

Trends were considered for these divisions when the results

were analysed.

The respondents represented all job levels in the organi-

sation, from top management (director) (8.2%), senior

management (12.8%), management (16.9%), supervisor

(17.9%), trainee (24.2%) up to clerical or support staff (19.9%).

The largest number of respondents had worked for the

organisation for between one and three years (56.7%), or

between six and ten years (16.9%). Responses were received

from all geographical areas, with most coming from Johan-

nesburg (52.4%) and Pretoria (12.1%), followed by Cape Town

(10.5%).

Survey Tracker (2008) was used to compile different reports

in order to interpret the survey results. A report was compiled

for the organisation, highlighting the key developmental areas

and proposed action plans. The report was presented to

management who used the developmental areas as the focus

of their planned awareness programme.

5.3. Statistical analysis

When a validity test is conducted, the commonly accepted

criterion is to have at least 100 respondents or five times the

number of responses compared to the number of questions in

the assessment instrument (Martins, 2000). The preferred

criterion is to have at least ten times the number of responses
alysis.

Criteria Accepted

Good fit Acceptable fit

.95�GFI� 1.00 .90�GFI� .95 Yes, good fit

.90�AGFI� 1.00 .85�AGFI� .90 Yes, good fit

Close to zero Yes



Table 4 – Results of the reliability analysis.

Factors Cronbach’s
alpha

Number of items/
statements/
comments

Statements

Factor 1: Leadership and Governance 0.946 17 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30

Factor 2: Security Management and

Operations

0.858 8 31, 32, 38, 39, 40, 41, 42, 43, 44

Factor 3: Security Policies 0.859 5 33, 34, 35, 36, 37

Factor 4: Security Programme

Management

0.814 7 44, 45, 46, 47, 48, 49, 50

Factor 5: User Security Management 0.837 19 51, 52, 53, 54, 67, 68, 69, 70, 71, 72, 73, 74, 75, 76, 77, 78, 79, 80, 81

Factor 6: Technology Protection and

Operations

0.841 12 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66

Factor 7: Change 0.740 4 82, 83, 84, 85
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so as to ensure that the conclusions drawn from the sample

data are not sample specific and would allow generalisation of

the findings (Martins, 2000). Overall, a representative number

of 1085 employees participated in the survey, thus a more

than adequate sample.

The seven dimensions (component categories) of the

information security culture assessment are used for the

confirmatory factor analysis. Table 3 lists the three attributes

that are assessed for the factor analysis in column one, while

the corresponding value derived from the statistical analysis

is listed in column two. Column three provides a summary of

the acceptance criteria as described by Schermelleh-Engel

et al. (2003) and Brewerton and Millward (2001). The fourth

column indicates whether the factors are accepted, based on

the criteria.

It is clear from the results that the GFI and AGFI are higher

than the minimum accepted value. The RMR is also very close

to 0. The results indicate that the theoretical model (i.e. ISCF)

can be accepted and that there is a good fit between the

theoretical model (ISCF) and the empirical data. This implies

that the criteria for construct validity are met, using the SEM

analysis technique.

Next, the reliability of each factor was determined by

means of an item analysis (Cronbach’s alpha). This was con-

ducted on a dimension level in order to establish the Cronbach

alpha of each dimension based on the theoretical framework,

namely the ISCF. Table 4 lists the seven factors with the

corresponding Cronbach’s alpha value, the number of state-

ments per factor and the statement number as in the

assessment instrument. All the values meet the minimum

accepted criteria and are above 0.7. This analysis confirms

the internal consistency and reliability of the assessment

instrument.

A number of alternative statistical analyses can also be

conducted in future research to improve the information

security culture assessment instrument. An exploratory

factor analysis may be considered to determine whether

statements can be grouped in other dimensions, which

could enhance the interpretation of results and the structure

of the assessment instrument. More complex SEM tech-

niques can also be employed to create a statistical model for

information security components. This could contribute to

the identification of relationships between components, to

perhaps revise the ISCF, and to the interpretation of the
results. It could be useful to develop a model that predicts

how the information security culture or (more specifically)

the employee behaviour could be improved in organisations

with different types of organisational cultures. Similar

models have been developed by Workman et al. (in press)

and Siponen et al. (2007). Hypotheses derived from theory

such as ‘‘If employees have read the information security

policy, they would have been more likely to adhere to the

information security policy’’ can then be explored. This

would be useful to practitioners to understand how each

statement aids to positively influence the information

security culture.
6. Conclusion

An Information Security Culture Framework (ISCF) is

proposed to assist organisations in implementing information

security components in such a manner that they would

positively direct employee behaviour towards the protection

of information assets. As such, the framework provides

guidance to cultivate an information security culture that

promotes acceptable information security behaviour.

Components of information security, organisational behav-

iour and culture are used to construct the framework.

Management can use the framework as a strategic plan to

provide guidance to employees on how to cultivate an infor-

mation security culture. In essence, this is a culture that

promulgates information security behaviour that is conducive

to minimising risks and that contributes to achieving the

organisation’s objectives. It provides a comprehensive set of

information security components that must be considered on

each information security behaviour tier as part of the overall

information security culture architecture.

The ISCF is used as the input to develop an assessment

instrument for assessing the information security culture in

an organisation. The results aid in validating the information

security culture component categories and ensuring a valid

and reliable information security culture assessment instru-

ment. Corrective action plans can be deployed to ultimately

help to minimise the threat that human behaviour poses to

the protection of information assets.

Structural Equation Modelling (SEM) can be deployed in

future research to develop an exploratory model for
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information security culture. Such a model could illustrate

possible relationships and influences between components

identified in the ISCF. The model can subsequently be

compared with the theoretical framework and hypotheses to

further improve both the ISCF and the assessment instru-

ment. It could also provide better insight into the further

interpretation of the assessment results and enable the reader

to understand the relationships between the results of the

different information security components being assessed.
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