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ABSTRACT 

 

Protecting Personal Identifiable Information for confidentiality in healthcare services 

cannot be overstated. Existing policies pursue to have an extensive influence on 

information and records management systems in healthcare services regarding the 

protection of patient confidentiality. This presents challenges that affect patient 

confidentiality. This study aimed to investigate the identifiable information 

management system to protect patients’ confidentiality in Tshwane Healthcare 

Centres, South Africa. The study utilised a conceptual framework that promotes 

POPIA compliance by adhering to the act's eight conditions, maintaining compliance 

with the conditions, and ensuring assurance based on transparency, accountability, 

and trust. Through a positivist approach, the study prevalently used a quantitative 

multimethod approach with some support from a limited scope of qualitative data to 

supplement quantitative numerical data. The total population was 95 employees 

purposefully selected under information and records management units in the 

Tshwane healthcare institutions. The interviews were conducted with managers of the 

healthcare entities under the records management sections. The data was gathered 

using four methods: questionnaires, interviews, observation, and content analysis. 

The study obtained a 100% response rate using the participant replacement 

technique. The findings revealed that the mode of medical record management was 

not efficiently permitting the institutions to manage the confidentiality of medical 

records adequately due to a lack of prioritisation of confidentiality and ineffective 

implementation of POPIA policy. Furthermore, poor security measures were kept in 

place to protect medical records against threats. The study recommended an 

implementation approach to the POPIA policy that ensures compliance requirements, 

privacy gap assessment and solution visioning. A further study was recommended 

about the digital healthcare shift towards client-centred services and new modes of 

care. 

 

KEY TERMS: Protection of Personal Information Act, Privacy, confidentiality, personal 

identifiable information, information security, security threats, health information 

systems, personal health information, public hospitals, private hospitals, Tshwane, 

South Africa 
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CHAPTER 1 

INTRODUCTION AND BACKGROUND TO THE STUDY 

 

1.1. INTRODUCTION  

Personal Identifiable Information (PII) or Personal Health Information (PHI) about a 

persons’ treatment in the healthcare sector is deemed highly confidential (Hofmeyr 

2012). Respecting confidentiality protects patients from harm if their information were 

to become widely available and indiscriminately used. This puts pressure on 

healthcare professionals to protect patient information. Nevertheless, it allows medical 

practitioners or healthcare workers to clearly understand patient situations based on 

the availability of information in their records. The term privacy denotes a person's 

capability to control how their personal information is processed. The principle of 

privacy invokes the control and transmission of such information. The processing may 

include the acquisition, disclosure, and use of such information (Banisar & Davies 

1999: 6). Buys (2017) attest that careless administration of personal information in the 

health practice can lead to the sanction for violation of privacy, impeachment, and 

affiliated monetary penalty. This aligns with the Health Professions Council of South 

Africa (HPCSA). Healthcare institutions cannot guarantee to protect PII if they do not 

understand what that information includes. Respectively, it is important to clarify the 

meaning of PII or PHI for the study. Van der Merwe, Roos, Pistorius, Eselen and Nel 

(2016: 369) indicate that PII and PHI are mostly used interchangeably as they both 

contain information that can identify individuals. According to N-able Solutions (2021), 

PII is any information that can be utilised to find, contact, or recognise a person by 

itself or combined with other sources, such as identity numbers, names, cell numbers, 

or addresses. PHI is any health information that is individually identifiable and created 

by healthcare providers. It is related to the patient’s health history and is a subset of 

PII in that medical records can be used to identify a person (Datica Academy 2020; N-

able 2021). Therefore, PII and PHI include information irrespective of the kind that can 

be used to identify a person directly or indirectly. Healthcare providers are mandated 

to identify PII and PHI and manage them with utmost confidentiality, as they are both 
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valuable and require adequate security measures. For this reason, PII and PHI will be 

used interchangeably in this study due to their ability to identify individuals in distinct 

ways. However, PII will be dominantly used for this study. 

One may ask, why health information? Anderson, Baskerville, and Kaul (2017: 1084) 

opine that medical information is more valuable and less perishable. This is because 

an entire human persona may be built around a health record and such record become 

usable beyond a given date.  Accordingly, increased access to this data for secondary 

use is complex and continues to captivate convincing arguments within the health 

community as well as the public (Hutchings, Loomes, Butow & Boyle 2020: 2). As a 

result, acts, laws, and regulations have been passed to enforce the protection of health 

information. South Africa has legislated the Protection of Personal Information Act 

(POPIA) of 2013. The value of personal information, according to POPIA (2013), 

comes from the fact that PII incorporates, yet is not restricted to, information regarding 

an individual's home address, driving license, marital status, financial information, 

race, individual assets, medical conditions, medical record, personal phone number, 

personnel, or student records. 

The POPIA addresses the privacy concerns relating to collecting personal information; 

however, Townsend and Ncube (2013: 6); Botha and Booi (2016: 2) argue that this is 

not entirely satisfactory for the health environment. According to the act, medical 

professionals, healthcare institutions, and insurance companies are permitted to 

process personal information when necessary. Gill (2012: 2) allude that solely health 

information can be transmitted only if the processing is accountable for the 

confidentiality pledge forced by an organisation, employer, or profession. A signed 

settlement amid the liable party and subject is required (Botha & Booj 2016). 

Although policies and acts on personal information protection exist in the health 

environment, there is still a large scale of health data security breaches (Anderson, 

Baskerville & Kaul 2017: 1084). “Most of the reported privacy violations in healthcare 

facilities stem in fact from staff misuse or abuse of their privileged access status to 

patient records” (Foth 2016: 92). Kwon and Johnson (2018: 1048) support this idea 

stating that indulged insiders, comprising employed individuals and contractor appears 
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to be culpable for the disclosure of medical data. This shows that certain healthcare 

employees are still not complying with the organisational procedures, rules, and 

policies. Kuo, Chen, Talley, and Huang (2018: 3) clarify that institutions defying 

standard regulations and policies may face remuneration expenses, integrity 

destruction or sequential forfeits. For instance, the respective institutions may face 

lawsuits that may lead to bankruptcy; the institution's reputation may be damaged, and 

the patients may lose trust in the healthcare services provided. Accordingly, healthcare 

facilities must invest in encouraging and motivating employees to abide by information 

protection policies to secure health information.  

The COVID-19 pandemic, according to McQuoid-Mason (2020:461), has given rise to 

various ethical and legal concessions affecting the doctor-patient relationship, 

particularly in terms of doctor-patient confidentiality. Any person who has tested 

positive for coronavirus is required by COVID-19 regulations to be medically checked 

(Disaster Management Act, 2002). Accordingly, healthcare professionals record the 

PII in the COVID-19 Tracing Database, and any information obtained from patients is 

confidential. The Coronavirus guidelines conform with HPCSA’s guidelines. The 

guidelines cover patient information security, confidentiality, and repository. 

Furthermore, the COVID-19 regulations refer to the National Health Act, No. 61 (2003). 

The statute safeguards the privacy and security of patient records, including health-

related information. It further provides that such information may be disclosed if the 

patient permit to exposure recorded in writing. This has indicated that, measures can 

be taken and be followed by all parties within the health environment given the 

exposure and understanding to guidelines.  

Other trends lead to concerns about the confidentiality of electronically recorded health 

information. Samy, Ahmad and Ismail (2013: 200) confirm that stored information in 

Electronic Health Records (EHR) raises privacy concerns about the confidentiality of 

patients’ health information, privacy, and safety. Kuo et al. (2018: 2) highlight that 

continuous escalation concerning the digitisation of medical records exists regardless 

of these emerging concerns. However, Masana and Muriithi (2016: 18) remark that 

most health institutions still rely on paper-based medical records in developing 

countries. Paper-based records are difficult to share, access and analyse. This is one 
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of the advantages of EHR. However, South Africa is inexperienced with EHRs and 

consequently has limited privacy control to protect patients’ privacy (Els & Cilliers 

2018: 625). As such, more research is crucial in adopting EHRs to promote their use, 

considering their benefits towards the healthcare environment. 

Electronic data storage allows parties to combine records for individuals and across 

establishments and healthcare providers. Although access is easier to acquire on 

Health Information Systems (HIS), their information security is still questionable. For 

instance, organisations acquire PII from physicians' computer systems and pharmacy 

repositories on the market to pharmaceutical agencies as a trade-off for incentives 

such as minimal computer equipment and software programs (National Academy of 

Science 1994). Various institutions share medical data from prescription databases 

with third parties that organise it by practice for promotional and marketing purposes. 

Skolmen and Gerber (2015: 295) emphasises that there still need to be more provision 

to safeguard the protection of this information.  With the rate at which these trends are 

emerging, Anderson, Baskerville, and Kaul (2017: 1084) note that threats to the 

security of health information are most likely to remain high due to the value that 

medical records have in the market. If these proceed, patients may opt to withhold 

certain information instead of revealing specific health information when they realise, 

they have little control over its use (Ginsburg, Slap & Cnaan 1995: 1915). In other 

words, the patients may choose to risk their lives due to a lack of trust and assurance 

from the health providers to protect their information from data security threats. 

Greenhalgh, Wood, Bratan, Stramer and Hinder (2008: 1292) advocate the view that 

security, privacy, and confidentiality assurance, such as obscurity and informed 

consent mechanism, contend a substantial part in assuring patients’ trust in records 

management. The Office of National Coordinator for Health Information Technology 

(ONC) (2015: 8) confirms this idea noting that if patients lack trust in health information 

keeping and exchange, they may not disclose information, and such occurrence may 

lead to life-threatening consequences. These incidents compromise patient matters 

about the accuracy and confidentiality of their information. Furthermore, inaccurate, 

and incomplete data captured may also lead to invalid research results and health 

reports (Els & Cilliers 2018: 625). 
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Therefore, it is of utmost importance for healthcare facilities to ensure the security and 

privacy of health information to gain patients’ trust. When patients trust the information 

system, it is enough for them to share their health information freely. This will allow 

health organisations to have a complete picture of their patients’ health data allowing 

them to make informed decisions. Therefore, organisations must know their state of 

protecting PII, and healthcare facilities should implement awareness campaigns. This 

will ensure that staff and managers of medical records have a good understanding of 

their obligations under the POPIA and other applicable laws. Furthermore, healthcare 

facilities must ensure that their employees understand the significance of information 

security and compliance with the POPIA.  

Everyone with access to health records should know that when information security 

breaches occur, they can have major consequences for the health facility stemming 

from reputation, finances, and patient harm. The ONC (2015: 8) asserts that a lack of 

security and privacy increases the vulnerability of health information, increasing the 

risk of successful data security breaches and attacks. The rationale for considering 

this study was based on the state that healthcare facilities still find it difficult to keep 

the PII and PHI confidential to protect patients. The study recognised regulations and 

principles mandating the protection of patient information in the South African 

healthcare sector.  

1.1.1. CONTEXTUAL SETTING 

The Primary Health Care (PHC) in Tshwane, South Africa, aims to foster health, 

prevent illnesses, cure diseases, and delegate patients to alternative healthcare 

facilities. The district had about 35 primary healthcare entities (Statistics SA 2011) and 

about 70 private healthcare centres (SA yellow pages 2022). The healthcare services 

were rendered at clinics, community health centres and district hospitals in the 

Tshwane area. Hospitals provided services over 24 hours, and community healthcare 

centres provided eight hours weekly. Ninety-seven percent (97%) of all households in 

the Tshwane District were within five kilometres of healthcare facilities (Statistics SA 

2011). The PHC system ensured that healthcare facilities were brought as close to 

central areas as possible. This comprised the first component of a perpetual 
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healthcare procedure (Nteta, Mokgatle & Oguntibeju 2010: 2). According to the City of 

Tshwane (2014-15: 10), a total of 5 218 177 patients used public PHC services. 

The Tshwane Health District made use of the state-recognised District Health 

Information System (DHIS) and the Electronic Tuberculosis Register (ETR), in line 

with the District Health Management Information System Policy (DHMISP) (2011:1). 

The City of Tshwane’s Municipal Health Services utilised the management information 

system (MIS). The MIS was updated over time to meet principles and conventions. 

The medical records were created daily when patients consulted healthcare 

professionals at the facilities. The electronic system utilised for patients’ administration 

was standard particularly in public entities. The system had several weaknesses, 

including the incapability to track the paper-based patients’ records movement and 

capturing only personal data for registration and billing (Marutha 2016; Marutha & 

Ngoepe 2017: 5). The systems used by private healthcare centres in Tshwane 

differed, as these entities are separate and access to their system was limited for 

security purposes. Although the systems are not the same, they were in line with the 

DHMISP through paper-based registers, and electronic non-networked system using 

a patient information system (English, Masilela, Barron & Schonfeldt 2011). 

According to Sahid, Shuhidan and Noordin (2020: 1165), most medical records in the 

Tshwane healthcare facilities remain lost, incomplete, and incompatible with 

established standards. In most instances, inadequate systems that manage records 

detriment impact the records (Yusuf & Chell 2005: 129-130). These impacts include 

but are not limited to unauthorised destruction of records, misplaced files, worn-out 

records, and poor data recording (Makhura 2005 & Marutha 2016). Additionally, these 

impacts can influence the records quality and their significant capacity in the 

institutions. Marutha and Ngoepe (2018: 191) further attest that the current information 

management systems lack adequate security measures that ensure for safekeeping 

of medical files stored in the confinements of the healthcare facility. According to the 

authors, audits cannot be tracked to trace the movement and construction of records, 

and a strategy for backing up these records has yet to be implemented. The researcher 

of this study had such an experience when his file went missing, and no backup file 

could be retrieved in one of the Tshwane healthcare facilities. As a result, treatment 
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could not be performed without a medical history. Moreover, in the absence of an 

effective records management system and incompetent staff skills, healthcare centres 

may still face challenges regarding the confidentiality of PII to protect their patients. 

Consequently, this compromises the confidentiality of PII and PHI. Without an effective 

records management system and PII security, healthcare providers may constantly 

suffer from breach of privacy lawsuits. Although the procedures and policies are in 

place, they may not be effectively practised because of, among other things, a lack of 

adequate resources. This study investigated the identifiable information management 

system to protect patients’ confidentiality in Tshwane Healthcare Centres, South 

Africa. 

1.1.2. CONCEPTUAL FRAMEWORK 

Having a theory or conceptual framework marks the importance and veracity of the 

research (Pettigrew & Mckechnie 2001: 62). Babbie (1992: 55) defines theory as a 

“systematic explanation for observable facts and laws that relate to a particular aspect 

of life”. Ngulube (2005:128) states that a conceptual framework represents the 

relationship the researcher expects to observe in the variables of the study, it can be 

written or developed based on the literature. While a theoretical framework describes 

theoretical underpinnings, conceptual framework enables the researcher to draw their 

own conclusions by mapping out the variables and interplay amongst them (Soiferman 

2010: 10). Theory or conceptual framework acts as a guide to the process of research 

and assists in choosing and framing research questions, supporting analysis and 

interpretating the findings (Musa 2013:50). The theoretical or conceptual framework 

also provides the direction for the literature review to address what has already been 

established on the topic and to avoid duplicating the existing research.  

Mahesh and Neena (2011: 8) indicate that scientific research involves the logical 

reasoning process (inductive, deductive, or abductive). The reasoning process is for 

drawing inferences from the findings of a study. This study followed deductive 

reasoning. Deductive reasoning works from more general to more specific (Soiferman 

2010: 15). The researchers’ goal in deductive reasoning was to evaluate concepts 

prominent to a specific theory utilising new evidence-based data. 
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This study was based on a conceptual framework developed by Skolmen and Gerber 

(2015). It was referred as “conceptual” as the researcher contextualised and drew 

conclusions of the study. Initially the framework focused on promoting the protection 

of PII and the adoption of cloud computing in the health sector. The cloud computing 

component was therefore omitted and replaced with “information systems”. The 

framework played a significant role in understanding the principles and concepts for 

protecting personal information in the healthcare environment. It was adopted as it 

promotes the protection of health information and emphasises gaining trust from the 

patients and assurance from the healthcare facilities whilst complying with the POPIA 

and promoting the adoption of electronic systems, see the framework in Figure 1.1. 

The researcher found the framework more suitable as it addressed the study’s 

objectives. The framework guided the study to ensure POPIA compliance, 

maintenance, assurance (transparency and accountability), and trust (from the 

patients). It encourages patients to be comfortable disclosing their personal 

information and promotes using Electronic Health Records (EHR) or Electronic 

Medical Records (EMR). Brokensha, Kotze and Senekal (2019); Bakase and Pekane 

(2021) integrated certain parts of the framework in their studies focused on the 

adoption of information systems, cloud computing and the era of big data. 
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Figure 1. 1: Framework for promoting protection of PII and adoption of 

information system (Skolmen & Gerber 2015) 

The above framework was significant in investigating how healthcare centres can 

ensure the safety and protection of PII. It addressed the compliance by examining the 

Act and supplying an Information Technology (IT) aspect to streamline the POPIA 

compliance process approach (Skolmen & Gerber 2015: 10). The framework was 

aligned with the problem of the study as it addressed key issues (trust, POPIA 

compliance, health management system, and assurance to name a few) outlined in 

the research problem, objectives and questions raised. The framework further 

provided integral support for data collection and informed the analysis strategies 

through themes which refer to the framework to demonstrate the alignment. The 

study's results demonstrated how the framework supports the proposed solution to the 

research problem.  

Below is a brief outline of the components of the framework. The discussion of the 

components was contextualised for this study. Originally, Skolmen and Gerber (2015) 

referred to “cloud user and cloud provider”; however, for this study, the researcher 

referred to “patient and healthcare provider”. The patient is associated with the cloud 
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user and the cloud provider to the healthcare provider. Contextualisation does not 

change the meaning of the framework. 

POPIA Compliance: The first element of the framework is a high-profile approach, 

that is an approach characterised by a deliberate seeking of prominence that complies 

with the POPIA. Healthcare facilities need to coordinate their services and practices 

with the eight POPIA conditions. The conditions form part of the eight pillars of the 

framework above. POPIA (2013) defines the conditions as follows:  

• Accountability – The accountable party must affirm compliance provided the 

conditions and measures highlighted in the Act.  

• Processing Limitation – Based on the data subject’s consent, the identifiable 

information may be processed fairly and lawfully.  

• Purpose Specification – The reasons for collecting personal information must 

be specifically defined and a rightful purpose concerning the liable party's 

function. 

• Further Processing Limitation – in accordance with the initial purpose. 

• Information Quality – The responsible party must maintain the accuracy (up-

to-date and dependable) of collected personal information. 

• Openness – The data subject must be acquainted with their data collection and 

the liable party's identifiable data such as name and address. 

• Security Safeguards – Personal data is guarded against the potential risk of 

loss, unauthorised access, and divulgence. 

• Data Subject Participation – Establish communication processes with data 

subjects as they demand that their data be deleted or corrected. 

Maintaining POPIA compliance varies between health organisations; the evaluation 

period, and the required number of alterations should be exceptional. Similarly, as one 

cannot accomplish 100% security, the equivalent goes for 100% compliance with 

POPIA. Nonetheless, health organisations should have the option to demonstrate 

practicable measures to manifest due care (POPIA 2013). The POPIA compliance part 
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of the structure helps the health organisations using four significant steps to move 

towards compliance with POPIA using Assessment, Guidelines, Identification and 

Awareness. 

Maintenance: To guarantee continued compliance with the POPIA and alliance to 

excellent practice, the organisations should ensure a frequent cycle to review, monitor, 

control, and update the controls executed. Periodic reviews as audits to evaluate the 

quality of compliance should be implemented. Audit results must be updated to ensure 

compliance is met (Skolmen & Gerber 2015: 9). The achievement of compliance and 

maintenance will lead to assurance by healthcare providers. 

Assurance: Assurance includes accountability and transparency, and it is used to 

assemble trust in relationships among the healthcare facility and the patient. Huang 

and Nicol (2013: 3) highlight that “accountability and assurance are perceived as 

reasons for acquiring trust”. In this study, transparency implies a degree of openness 

about how healthcare providers secure and manages PII. POPIA requires total 

transparency. Healthcare providers should be transparent with their patients and 

educate them on the management and security of their data. Audit reports ought to be 

shared to affirm execution of assurance (Vael 2010: 8). Accountability for patient data 

security comes upon the liable party in question (Healthcare providers). The 

relationship created through transparency and accountability will assemble trust 

amongst the healthcare providers and the patients. 

Trust: a trust relationship should be formed between the patient and the healthcare 

provider through the method involved with accomplishing compliance and assurance. 

McKnight, Choundury and Kacmar (2002: 334) discovers that trust plays a main part 

in overcoming views of hazard and instability. The trust relationship may also help with 

tending to patient data security-related issues (leading to mistrust). 

1.2. RESEARCH PROBLEM 

The problem that emerged in this study was that healthcare providers find it difficult to 

protect the confidentiality of patients’ PII. This was due to poor information 

management systems that led to healthcare data breaches. According to Querubin 

(2020), the healthcare sector is the most susceptible to data security breaches and 
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human errors, which gives rise to the undesirable and embarrassing disclosure of 

confidential and sensitive patient data. Foth (2016: 92) views that representatives of 

medical care institutions cause the prolific predominance of protection contravention. 

As a result, leading to a regular rise in PII security breaches in-office and remotely. 

The owners of health data are beginning to hold back because of these concerns. For 

instance, effective treatment is available and provided for free at public healthcare 

centres, but some patients are still not given proper treatment because doctors are 

given wrong health information. Peel (2021) adds that millions of individuals 

circumvent healthcare treatment after acknowledging that their health data is not kept 

confidential. The underlying driver is the absence of trust, security, and confidentiality 

of PII in the medical care system. This may lead to PII and PHI ending up in some 

unacceptable ears inside the patients' local area and eventually begin to segregate or 

side-line and make fun of the patients (Marutha & Mosweu 2020: 6). In that regard 

maintaining patient trust should be the keystone to an effective healthcare information 

management system (Kam 2012). This is because an absence of trust might influence 

patients' readiness to reveal essential health information and could have life-

threatening results. 

Legal and ethical confidentiality obligations should be the same on paper or computer-

based records. The existing policies, procedures, and ethical responsibilities of PII in 

the Tshwane healthcare centres have significant weaknesses. Firstly, standardisation 

of confidentiality often varies widely within a country and from province to province. 

Secondly, current policies and laws offer patients little protection against exposure of 

their confidential health information to unauthorised recipients for several unregulated 

reasons. National Academy of Sciences (1994) indicate that due to little protection of 

health information, once patients have agreed to an underlying revelation of 

information, they have lost management of further disclosure. Information uncovered 

for one reason might be utilised for unrelated causes without the subjects' awareness. 

For instance, information about an analysis taken from a patient’s medical record may 

be forwarded and later used by an insurance company. In that case, the exposure 

practices represent a wide gap in the confidentiality protection of PII. 
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Based on the researchers’ experiences, most healthcare centres in Tshwane did not 

have a proper information management system that ensures confidentiality for 

protecting patients’ PII and effective records management. This affects the quality and 

integrity of patients’ care, resulting in particular activities not being executable using 

the system. For this reason, the required patient records during healthcare services 

are not traceable. As a result, the records management staff provide low quality 

services, and confidentiality of PII may also be breached. Furthermore, medical 

practitioners lack a detailed medical history of patients to perform their duties. 

Healthcare providers in the healthcare setting should be supervised to avoid breaching 

confidentiality and invading the security of patients’ information. Health Information 

Systems (HIS) or Electronic Medical Records systems (EMR) could play a significant 

role in managing health information and allowing organisations to abide by the POPIA 

despite the security threats. However, Bowman (2013: 1) confirms that healthcare 

systems are compromised by both conscious activities and incidental occasions that 

can affect their reliability. Health institutions should not be discouraged from adopting 

information system to ensure the effective production, analysis, dissemination, and 

use of reliable and timely information on health determinants, health system 

performance and health status (World Health Organisation 2011). Hence this study 

aimed to investigate identifiable information management systems to protect patients’ 

confidentiality in Tshwane Healthcare Centres, South Africa. 

1.2.1. PURPOSE OF THE STUDY 

The purpose of the study was to investigate the identifiable information management 

system to protect patients’ confidentiality in Tshwane Healthcare Centres, South 

Africa. 

1.2.2. OBJECTIVES OF THE STUDY 

The objectives of the study were as follows: 

1. To establish the nature of information systems used to protect confidentiality of 

patients’ identifiable information in Tshwane Healthcare Centres, South Africa.  

2. To determine assurance regarding confidentiality of patient information in 

Tshwane Healthcare Centres, South Africa.  
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3. To find out trust established with patients about confidentiality of personal 

information in Tshwane Healthcare Centres, South Africa. 

4. To identify policies and procedure guidelines for management of confidential 

personal identifiable information in Tshwane Healthcare Centres, South Africa. 

5. To identify challenges for protection of confidential personal identifiable 

information in Tshwane Healthcare Centres, South Africa. 

6. To find out strategies for maintenance of compliance to POPIA in Tshwane 

Healthcare Centres, South Africa. 

7. To recommend solutions to protection of confidential personal identifiable 

information in Tshwane Healthcare Centres, South Africa. 

1.2.3. RESEARCH QUESTIONS 

The following questions ‘unpacked’ the problem statement and were, systematically 

structured to achievement of the research objectives adequately: 

1. What is the nature of information systems used to protect confidentiality of 

patients’ identifiable information in Tshwane Healthcare Centres, South Africa?  

2. What assurance regarding confidentiality of patient information is ensured in 

Tshwane Healthcare Centres, South Africa? 

3. How is the trust established with patients about confidentiality of personal 

information in Tshwane Healthcare Centres, South Africa? 

4. How are the policies and procedure guidelines for management of confidential 

personal identifiable information in Tshwane Healthcare Centres, South Africa? 

5. What are the challenges encountered for protection of confidential personal 

identifiable information in Tshwane Healthcare Centres, South Africa? 

6. Which strategies are used for maintenance of compliance to POPIA in Tshwane 

Healthcare Centres, South Africa? 

7. Which solutions can be recommended for protection of confidential personal 

identifiable information in Tshwane Healthcare Centres, South Africa? 
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1.3. LITERATURE REVIEW 

O’Leary (2021:83) defines a literature review as a tool that allows the researcher to 

locate gaps in the topic of interest and help develop a framework. According to Kumar 

(2019: 58), one of the fundamental responsibilities when attempting a study is to 

undergo the prevailing literature to become familiar with the knowledge accessible in 

the area of interest. This study conducted a literature review on topics aligned with 

protecting personally identifiable information in the healthcare sector. The review was 

structured together with the stated research objectives and questions of the study. The 

themes included the nature of information systems used to protect the confidentiality 

of patients’ identifiable information; trust established with patients about the 

confidentiality of personal information; assurance regarding confidentiality of patient 

information; strategies for maintenance of compliance to POPIA; policies and 

procedure guidelines for the management of confidential PII; challenges for the 

protection of confidential personally identifiable information and solutions to the 

protection of confidential personally identifiable information. Chapter Two provides a 

detailed discussion of the literature review. 

1.4. DEFINITIONS OF KEY TERMS 

This section presents the definitions of the key concepts used in the study. 

1.4.1. Privacy 

Privacy refers to the individuals’ right to information, in this context personal 

identifiable information (Babaola 2020). According to Emotiv (2019) privacy describes 

the practices which ensures that data shared by individuals is used for its intended 

purpose. Techopedia Inc (2021) attest that the necessity to sustain privacy is 

compatible to aggregated personal information, such as health records, financial data, 

or other affiliated subject data. Privacy speaks to the persons’ rights to have full control 

over any sharing and use of their information by secondary parties. In addition, Nicole 

(2018) emphasises that it is the interest in which individuals have in being informed 

and in control of the handling of their personal information regarding storage, 

collection, use and dissemination. 
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1.4.2. Personal Identifiable Information  

Personal Identifiable Information (PII) is any data that can be utilised to point out 

individuals (Grimes 2019). This information includes but is not limited to identity 

numbers, addresses, and phone numbers. Frankenfield (2021) adds that PII 

encompasses data that can recognise persons when used alone or combined with any 

relevant data. This information may contain identifiers that point out a person uniquely, 

and that can be combined with other identifiers to recognise an individual successfully.  

1.4.3. Data and Information Security 

Wilson and Hash (n.d.) define data security as safeguarding data through computers 

and distributing it to contractors or third parties. This concerns primarily the technical 

elements linked to the gathering, security, and transmitting such data. According to 

Babaola (2020), information security deals with the ability of an organisation or 

individual to protect information by determining what data can be shared with third 

parties. 

1.4.4. Health Information Systems  

Health Information Systems (HIS) have been derived from Information Systems. They 

are similarly concerned with enabling data collection, storing, processing, and 

updating health information. Health systems’ primary purpose is to restore, promote, 

and maintain health information (Musgrove, Creese, Preker, Baeza, Anell, & Prentice, 

2000). BetterCare (2016) indicate that HIS incorporate and transmits data about the 

patients and their historical activities within the healthcare system.  

1.4.5. Protection of Personal Information Act 

Protection of Personal Information Act (POPIA) sets out the minimum standards 

regarding accessing and ‘processing’ of any personal information belonging to 

another. The Act defines ‘processing’ as collecting, receiving, recording, organizing, 

retrieving, or the use, distribution or sharing of any such information (POPIA 2013). 

1.5. SIGNIFICANCE OF THE STUDY 

Determining the state in which healthcare centres oversee and protect PII was 

valuable in figuring out the next steps regarding policy implementation and educating 
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the employees on patient confidentiality and data security. The beneficiaries of this 

study included information and records management departments in institutions 

(healthcare sector), Library and Information Services faculties and researchers. The 

study results were shared to allow access by the beneficiaries and those with interests. 

This allowed the entities that participated to find gaps within their systems in respect 

to patient confidentiality and indicating the significance of comprehending to the 

obligation of protecting patients. 

The study served as a blueprint for all information and health practitioners as it 

constituted a decided contribution to the knowledge of and insight into the subject. It 

is of vital importance, not only for the South African health care landscape, but for any 

health care institutions in Africa or in the world facing the challenge of dealing with 

information security and handling patients’ records.  

The study outlined issues of privacy and confidentiality especially the security of 

records and information relating to personal identifiable information as it is a major 

concern in the protection of citizens’ rights and entitlements. Inability to secure 

personal information may lead to dire consequences to the institutions holding the 

information as breaches to personal information may lead to defamation and lawsuits.   

Previous studies on this topic have tended to focus on the management on patient 

care records without linking the issues to the various laws that govern the protection 

of personal information. The findings revealed the gaps pertaining to policy formulation 

on PII in South Africa. Through the ascertained gaps the study recommended 

suggestions and approach to addressing these challenges. 

1.6. SCOPE AND DELIMITATIONS TO THE STUDY 

This study intended to investigate identifiable information management systems to 

protect patients’ confidentiality in Tshwane Healthcare Centres, South Africa. The 

study only covered the healthcare centres (Public and Private) in the Tshwane region, 

South Africa. De Vos, Strydom, Fouche and Delport (2012:224) note that time and 

cost are mostly factors in the study; it is impossible to conduct a study on the entire 

target population, particularly if it is large. Consequently, several healthcare centres 

were selected purposefully for the study. The selected facilities included three private 
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healthcare facilities (Unjani Clinic, Lotus Garden Medical Centre, and Oasis Medical 

Centre) and three public health facilities (Lotus Gardens clinic, Tshwane district 

hospital and Kalafong Hospital). The healthcare facilities were purposefully selected 

as they are in close proximity and the researcher believed they would provide best 

data to address the objectives of the study. 

The section(s) targeted within the healthcare facilities were the records and 

information management section(s). Digital Learning (2020) states that records 

management is the system used to manage an organisation’s records from creation 

until the record gets discarded, archived, or obliterated. Therefore, all the employees 

within the records management with access to personal information were the 

population of the study since they are responsible for its protection. As was noted 

earlier, time and cost may affect the study, especially if the healthcare organisations 

take time to respond to the request for participation. However, the researcher ensured 

that the study was conducted within the time frames.  

1.7. RESEARCH METHODOLOGY 

The term “research” is described as a prudent consideration of study pertaining to a 

specific problem or issue using analytical procedures. Research methodology 

indicates the distinct process used to establish, carefully select, process, and evaluate 

data gathered on a topic of concern (McCusker & Gunaydin 2015: 538). The 

methodology enables the reader to examine the study to determine its validity and 

reliability precisely. In this study, the methodology consolidated the research 

paradigm, approach, design, population and sampling procedures, data collection 

methods, analysis, validity and reliability and ethical considerations of the study. The 

study followed the positivist worldview. The paradigm is based on the world’s 

acceptance of the world’s realities. A quantitative multi-method research approach 

was adopted and supplemented by qualitative data. Furthermore, the study used a 

cross-sectional survey design. A non-probability sampling was chosen in the sampling 

stage, where participants were selected purposively for all the data collection 

techniques. Purposive sampling was pertinent as it allowed the researcher to select 

parties with better knowledge and understanding of the topic. Due to the small 
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population, purposive sampling permitted the researcher to purposefully use the total 

population as the sample. Glen (2018) supports this by referring to “total population 

sampling”. The sample comprised ninety-five (95) participants from the records and 

information management section(s) in three private and three public healthcare 

institutions. Data was gathered using questionnaires, interviews, observations, and 

content analysis. The researcher followed the Covid-19 regulations, such as social 

distancing and wearing masks during the data collection process where applicable. 

The data collected was analysed thematically and presented in line with the study’s 

objectives. Chapter 3 presents an exhaustive discussion of the research methodology 

for this study. 

1.8. OUTLINE OF RESEARCH CHAPTERS 

An outline of chapters shows the structure of the dissertation with just a quick glance 

(Statistical Solution 2021). This section presents the outline of six chapters of the study 

dissertation.  

Chapter 1: Introduction and background 

This chapter discussed the background, problem statement, purpose and objectives, 

research questions, theoretical framework, and significance of the study. It further 

outlined the scope and delimitations, definition of terms, research methodology and 

ethical considerations for the study.  

Chapter 2: Literature review 

This chapter outlined the reviewed literature relevant on the topic (identifiable 

information management system to protect patients’ confidentiality) of the study. The 

themes covered address the objectives of the study and respond to the stated 

research questions. 

Chapter 3: Research Methodology 

This chapter presented the road map on how the study will be conducted by outlining 

the research paradigm, approach, design, population, sampling, ethical 

considerations, data collection and analysis. 

Chapter 4: Analysis and presentation of the finding 
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This chapter presented the findings of the study. 

Chapter 5: Interpretation and discussion of the findings 

This chapter provided an overview of the findings and discussed them thematically 

according to the objectives of the study. 

Chapter 6: Summary, conclusion, and recommendations of the study 

This chapter focused on the summary, conclusion, and recommendations of the study. 

1.9. SUMMARY 

This chapter provided an introduction and background to the study. It provided the 

contextual setting, theoretical framework, research problem, objectives, and research 

questions. The chapter also indicated the aim of the study; defined key terms; an 

overview of the research methodology which covered the paradigm, the research 

design, population, sampling; and data collection tools and data analysis and ethical 

considerations. It further brought forth the chapter outline of a dissertation. The next 

chapter presents a literature review based on the themes devised from the objectives 

of the study. The themes includes the nature of information systems used to protect 

confidentiality of patients’ identifiable information; trust established with patients about 

confidentiality of personal information; assurance regarding confidentiality of patient 

information; strategies for maintenance of compliance to POPIA; policies and 

procedure guidelines for management of confidential PII; challenges for protection of 

confidential personal identifiable information and solutions to protection of confidential 

personal identifiable information.  
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CHAPTER TWO 

IDENTIFIABLE INFORMATION MANAGEMENT SYSTEM TO PROTECT 

PATIENTS’ CONFIDENTIALITY 

 

2.1. INTRODUCTION 

The previous chapter described the introduction and background, problem, purpose, 

research objectives, and significance of the study. The researcher referred to the 

literature regarding identifiable information management system to protect patients’ 

confidentiality as part of the discussion of the background to the problem. Literature 

was used to contextualise and formulate objectives of the study. In this chapter, the 

researcher review literature on identifiable information management system to protect 

patients’ confidentiality to provide an overview on the topic. Aveyard (2010) defines 

literature review as a “comprehensive study and interpretation of literature that 

addresses a specific topic”. Creswell and Creswell (2017: 27) denote that literature 

review allows the researcher to share the findings of myriad studies linked to the one 

taken over. It provides a benchmark for comparing the results of related studies and 

show why the research needs to be conducted. This also add to the justification of the 

study. 

A literature review map is a figure that represent the graphic outline of the research 

done by others (Creswell & Creswell 2017: 37). The main idea was for the researcher 

to paint a picture of the prevailing research on a topic. Figure 2.1 direct the contents 

of the literature review emanating from objectives of the study. As such, the objectives 

were the broad topics which lead to subtopics in the discussion.  
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Figure 2. 1: Literature review map 

2.2. NATURE OF INFORMATION SYSTEMS TO PROTECT CONFIDENTIALITY 

OF PERSONALLY IDENTIFIABLE INFORMATION  

In recent times, the common use of Information Communication Technologies (ICTs) 

has saturated most stages of human and organisational life, including the health 

sector. The saturation is, influenced by the increase of medical information required 

for decision making and continuity of healthcare services to patients (Ojo & Popoola 

2015: 3). This led to the development of digital or electronic health care systems. 
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These systems are complex and progressive in nature, driven by processes that shape 

their outcomes (Ponnala, Valdez, McGuire & Valdez 2021). The complexity can be 

ascribed to interactions among system elements that influence healthcare delivery. 

The healthcare sector of a country comprises of wide variety of institutions, managed 

by the bodies, and coordinated into geographic areas and programmes. Accordingly, 

these systems consist of various independent health programmes and services that 

maintain their upright and uncoordinated functionality (Braa, Hanseth, Heywood & 

Shaw 2007:8). Littlejohns, Jeremy, Wyatt and Garvican (2003: 861) indicate that the 

following are basic functions of any information systems within healthcare: report 

results and order entry, systems for, radiology, laboratory, operating theatre and 

master patient index, admissions, discharges and transfers, appointments, and patient 

tracking record. The function list of information systems is very wide. Overall, the 

systems have been developed to provide routine data for health administrators and 

most of this data is statistical nature (Krickerberg 2007: 13). ICTs gave rise to health 

systems that facilitate information within healthcare centres. For this reason, it is 

important to understand what Health Information Systems (HIS) are, their types, 

security threats, future trends and challenges brought upon by these developments. 

The nature of the information systems should be assessed and how confidential 

information is processed, stored and secured in the healthcare sector should be 

understood. 

2.2.1. Health Information Systems  

The conceptual framework for this study does not solely focus on confidentiality, it also 

endorses the use of Health Information Systems (HIS). The information systems are 

intended to support healthcare operations and management. The support enables the 

health institutions to provide essential information to enable better healthcare delivery 

services. The HIS can ensure security of information and collect healthcare data more 

accurately and briefly (Chen & Wan 2021: 1). Notably, it is critical to understand the 

concept of HIS. 
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According to World Health Organisation (WHO) (2012: 16) HIS refers to systems that 

incorporate data collected, processed, reported, and used for information imperative 

for improving the effectiveness and efficiency of health services. HIS links health 

providers to patients, and governments (Umar 2015: 174). The objective of HIS is to 

achieve reliability, security, quality & timeliness in the processing and storage of data 

(Jardim 2013: 943). The WHO (2012: 17) cautions that “the goal of health information 

system is often narrowly defined as the production of good quality data.” However, the 

goal is more than this; it is to produce pertinent information that healthcare providers 

can use to make transparent and evidence-based decisions. Access to health 

information is a continuous challenge faced by patients in the healthcare sector (Chen 

& Wan 2021: 1). Ideally, HIS will allow patients to have updated version of their health 

information accessible to any provider through shared networks.  

The data generated within the healthcare facility refers to clinical or patient generated 

data (National Academy of Sciences 2010). It is created and recorded using patients’ 

data to help address their health needs. It is then collected from various HIS, including 

electronic medical record (EMR) or electronic health record (EHR) and personal health 

record (PHR) systems. It is significant to understand what each of these systems 

entails. Below is a brief overview of HIS. 

2.2.1.1.  Electronic health records 

EHRs refer to the collection of patient and population health information systematised 

electronically and stored digitally (Gunter & Terry 2005). Alternatively, EHRs are 

electronic versions of patients’ healthcare records. Torrey (2011) stipulates that 

“EHRs” are widely known as “EMRs” and both terms are used interchangeably. “EMR” 

is an older term widely used for EHR (Health Sector Cybersecurity Coordination 

Centre (HSC3) 2020). EMR refers to actual clinical functions of the software such as 

encounter documentation, allergy checking and drug checking; whereas EHR is the 

patients’ medical history kept by the health provider and may include key 

administrative clinical data. Edmund, Ramaiah and Gulla (2009: 3) agree that EHR 

has substituted paper health records as the primary basis of information within the 

health services. Initially, only handwritten charts were used to record patient 
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information. This was time consuming, tedious and raised serious concerns such as 

privacy issues, errors in treatment, diagnosis, and billing. This system made it difficult 

to protect and maintain confidentiality of patients. With an EHR system, the chances 

of errors are lower. HSC3 (2020) outlines the two common types of EHR system 

implementation in Figure   2.2. 

 

Figure 2. 2: Two common types of EHR systems (HSC3 2020: 6) 

The local/In-house EHR system is a software maintained by the healthcare information 

technology department on a local server in the data centre. This means that healthcare 

providers are responsible for ensuring data security and sustainability. The cloud 

based EHR maintains patients’ information in the cloud rather than on local servers 

(Ahmadi & Aslani 2018). The difference lies among in the two locations of data. In the 

cloud, the data is based on the internet and on demand network. On local EHRs, data 

is hosted locally, and this further demands significant hardware investment. Cloud 

based EHRs, reduce costs, enhance data security and interoperability. Another 

difference lies in the data controls. MacDonald (2017) indicate that it is the cloud base 

EHR vendor who has the control of the data. They host it on their Application Service 

Provider (ASP) systems, which have encrypted fields or licensing contracts that 

prevent queries from being run by tools other than the cloud base EHR itself and they 

charge large fees to provide the clinic with a ‘copy’ of their ‘own’ data.  In the local 
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base EHRs, data is usually owned and controlled by the healthcare entities (Kaelber 

& Pan 2008: 345). Regardless of these reasons, healthcare facilities are 

recommended to adopt cloud based EHRs. 

EHRs promote a human-friendly environment that improves information transmission 

in medical-related activities (Sarfraz, Al-Hussainan, Mohammad & Al-Azmi 2020: 100). 

Although they provide immediate access to patient information, privacy and 

confidentiality should also be one of the factors taken into consideration. Randolph, 

Barrows and Paul (1996: 139) add that confidentiality during healthcare processes is 

crucial due to significant psychologic, social, and economic harm that may affect 

patients when PII is exposed. EHR developers can gain public trust in information 

systems by striving to maintain the confidentiality of PII. It is evident that the use of 

EHRs is strategic for reducing the costs and improving the quality of healthcare 

providers, yet it gives rise to concern of risk for loss of confidentiality among patients. 

“Users of any system are highly concerned about their personal information to be 

confidential and secured” (Sarfraz et al. 2020: 75). 

EHR systems have key challenges inclusive of patient confidentiality, system security 

and unknown future government regulations (Francis & Terry 2007: 1; Seymour 2014: 

201). For example, in the Letter to Congress of America (2006) physicians and 

surgeons’ views on EHR indicates that: 

Patients will not be the beneficials of the EHR due to lack of access control to 

their PII. By placing patient record on these systems, the national HIS would 

effectively disregard all patient consensus upon release of their records. In 

that case, patients would lose control over who can view their confidential and 

sensitive medical records. 

Kluge (2003) views patient confidentiality as core ethical principle. In addition, Zurita 

and Nohr (2004) indicate that patients cite confidentiality, privacy, and security as their 

prime concern about EHRs. This has led to slow adoption of EHR systems especially 

in developing countries. Smit and De la Harpe (2008: 126) show that medical industry 

has a slow adoption of technology compared to finance and engineering industry. This 



27 
 

further delay an increased in the interoperability where health data will be shared 

across the health continuum (Seymour 2014: 208). 

2.2.1.2.  Patients’ health records 

Patients’ health records (PHRs) refer to health records managed or controlled by the 

patient (Tang, Ash, Bates, Overhage & Sands 2006: 123; Roman 2009: 40). PHR is 

the archive of health data about each patient, but unlike the EHR, patients manage it 

(Baird, North & Raghu 2011: 285). Although EHRs evolved from a variety of electronic 

techniques of storing and managing patients’ data, they have limitations due to their 

records being formed from data reported by the healthcare providers (Roehrs, Da 

Costa, Da Rosa Righi & Farias 2017: 2). This led to the emergence of PHR. The main 

advantage of PHR is that patients can decide on which data to share with the 

healthcare provider or keep private. Figure 2.3 shows how PHR and EHR differ in 

goals, although can be used together to exchange relevant information to the patients. 

 

Figure 2. 3: PHR and EHR systems (Roehrs et al. 2017: 6) 

The above figure shows that PHR can accommodate data from a variety of sources 

ranging from devices such as sensors, wearable, and mobile devices, connecting 

patients to EHR health data stored in the systems of healthcare providers. These 
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systems allow patients to provide information and decide who to share it with among 

health providers and third parties. On the contrary, multiple EHRs for the same patient 

can coexist, but there can be only one PHR (Tang et al. 2006: 124). These systems 

allow users to access their health data using personal computers, portable devices, 

and internet based and other mobile devices. The main advantage of PHRs is the 

ability to improve doctor-patient relationship (Mxoli, Mostert-Phipps & Gerber 2015: 

300), and they allow patients to gain varying skills on managing and maintaining their 

records. However, despite well-documented benefits associated with the adoption and 

use of PHRs, rates of adoption are low particularly in developing countries (Dohan, 

Abouzahra & Tan 2014: 2578; Odekunle, Odekunle & Srinivasan 2017: 285). 

Regarding the factors that can affect the meaningful use and adoption of PHRs in 

South African context little is known (Mxoli, Mostert-Philips & Gerber 2015: 298). It is 

evident that PHRs may be a helpful source of health information for patient. However, 

Francis and Terry (2007: 36) indicate that health providers are less likely to view them 

as dependable. This is because personal records might not consistently be extensive 

for interoperability. Studeny and Coustasse (2014) believe that practical applications 

have moved toward furthering unified healthcare interoperability through PHRs. 

The more users oversee their health data, the more healthcare providers lose control 

over privacy and security. Liu, Huang, and Liu (2015: 79) state that access controlled 

by patients presents concerns, as it requires balance between system privacy, 

customisation, and security controls. Confidentiality will be challenging to protect. 

When patients share data with providers as normal procedure, copies of that data will 

be created for reference and liability purposes. As such, there will be duplicates 

passed from the patients’ control. More typical matters on confidentiality, privacy and 

security will rise once part of personal health data infiltrate the control of healthcare 

providers. In that case, confidentiality, and security of PII are in patients’ hands and 

subject to the patients’ choice. This means when health data is compromised in the 

PHR, it will be based on an individual patient, reducing risks of hacking large patient 

data banks at a single swipe. Nevertheless, PHR will not be substitutes for medical 

records held by healthcare providers or systems (Cronin 2006: 1; Endsley, Kibbe & 
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Colorafl 2006: 59), because of the peculiarities and patients’ capabilities to maintain 

their data. 

2.2.2.  Health information systems security threats 

With the development of health information systems and increasing accessibility to 

technological devices, organisations become susceptible to diverse threats. Samy, 

Ahmad and Ismail (2010: 201) note that using HIS raises concerns pertaining to 

confidentiality, health, privacy, and security. This puts pressure on the creation, 

maintenance, and use of HIS, which means HIS security is a large challenge that must 

be addressed. The challenge emanates from the richness of medical records in PII. 

As a result, EHRs and PHRs have become huge targets for security threats. A security 

threat is self-explanatory, in this context, it refers to a threat to the security of data. 

Rosencrance (2021) defines a security threat as malicious act that intent to steal, 

corrupt or disrupt HIS or healthcare organisations. Threats arise from various sources 

inclusive of activities of employees or attacks from hackers.  

HIS security threats have increased significantly. Samy, Ahmad and Ismail (2010: 201) 

depict that in the period 2006 to 2007, over 1.5 million names were disclosed during 

data breaches in hospitals. In 2015, more than a million health records were 

jeopardised during security breaches (IBM security 2016). Covid-19 further 

accelerated the digital transformation, which brought more security challenges. Nabe 

(2022) stipulates that between February and May 2020, more than half a million people 

were affected by breaches of PII. The stolen data sold on the dark web. Such breaches 

have an impact on the confidentiality of PII, the availability of HIS and reputation of 

healthcare providers. Therefore, it is significant to outline existing security threats to 

HIS. Vaast (2007: 205) classifies threats to HIS into two categories, namely Internal 

and external threats. Internal threats refer to diverse types of employees’ behaviour 

such as recklessness, curiosity and giving out passwords, hacking, and 

cyberterrorism. External threats include cybersecurity, environmental threats, and 

technological threats (Samy, Ahmad & Ismail 2010; KPMG 2017). However, in the 

context of this study, only security threats affecting the confidentiality of PII will be 

addressed. 
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2.2.2.1.  External Threats 

One of the external health information system security threats is cybersecurity threats. 

The phrase “cyber threat” refers to any circumstance with the potential effect to 

operations or assets of the organisation and individuals through unlawful access, 

obliteration, disclosure, alteration of information and denial of service to the system 

(Computer Security Resource Centre (CSRC) 2018). It is simply an activity with an 

intent to compromise the information system security by changing the integrity, 

availability, or confidentiality of a system (Canadian Centre for Cyber Security n.d.: 2). 

Healthcare organisations have information of high monetary and intelligence value to 

cyber criminals (Riggi 2022). As a result, cybersecurity incidents are a growing threat 

in the healthcare industry. Furthermore, IBM Security (2018) highlight that the cyber-

criminals mostly target PII because the data sell up to ten times or more compared to 

a stolen credit card number on the dark web. Unfortunately for the healthcare 

organisations, the cost to remedy the breach is triple compared to that of other 

industries. According to the Centre for Internet Security (2022) cyber threats in the 

healthcare include malwares, ransomware, phishing, and Distributed Denial of Service 

(DDoS). The discussion below is based on the unique types of cyber threats in the 

healthcare sector. 

“Malware” is an overall term for any kind of malicious software program designed to 

interrupt or damage devices, services, or networks (McAfee 2022). Cybercriminals use 

malware to obtain data and leverage victims for financial returns. The data can range 

from financial and health data to accessing passwords and direct electronic mails. 

Notably, the Cybersecurity Working Group (2019: 10) clarify that the types of malware 

include viruses, ransomware, scareware, worms, spyware, trojan, adware and fileless 

malware. Malware leads to loss of confidentiality, integrity, privacy, and availability 

Abouzakhar (2013: 73).  

Undoubtedly, malwares present the healthcare industry with the clear and costly risks 

of both data loss and operational impact (IBM security 2018). Healthcare organisations 

may not be prepared to oversee the threats especially within developing countries. 

Moreover, Kapambwe (2011) stress that developing countries are at a higher risk of 
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being targets of malwares due to the increasing use of mobile devices and the 

emerging information systems. Cybersecurity within the developing countries should 

be of particular concern. This has led to the development of policies for digital 

infrastructures (Cacacho 2021). 

Ransomware is a form of malware (McAfee 2022) that encrypts a victims’ file or 

network (Fruhlinger 2020). The attackers gain from demanding a ransom from the 

victim to restore data. Access to the server is reached through malicious computer 

programs to restrict users from accessing health data. The main purpose of the attacks 

is most often financial reasons. Thamer and Alubady (2021: 2) specify that healthcare 

institutions were not the primary targets for ransomware until 2016, where 14 

healthcare institutions were attacked with ransomware and a total of 173 data 

violations were officially registered. 

The healthcare industry has been at the forefront since the beginning of Covid-19. 

Therefore, it has become the prime target for ransomwares. In support, Bisson (2021) 

outlines a survey conducted in healthcare organisations, where the findings show that 

42% had faced two ransomware attacks. Additionally, of all critical sectors, the health 

sector encountered most ransomware attacks in 2021 (Federal Bureau of 

Investigations (FBI) 2021: 14). These findings show that hackers have no difficulty in 

attacking healthcare facilities off their basic need for healthcare data for provision of 

care for the patients. Nonetheless, there are various measures that organisations can 

implement to manage the risks. The National Security Agency (2021: 16) recommends 

that healthcare providers practice the following to mitigate the ransomware attacks: 

identification and authentication, security patch management, firewalls, encryption and 

standardised policies and procedures.  

 

Phishing is another security threat to HIS. It is a “method of attempting to gain 

usernames, passwords, or medical data, for malicious reasons” (Priestman, Anstis, 

Sebire, Sridharan & Sebire 2019: 1). This method uses communications such as 

electronic mail (email) to lure users onto websites containing a malicious program that 

download or install malware. An email is the most common type of phishing (Kost 
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2022). This is mainly because email can be convincing, and the attackers references 

commonly known individuals or organisations. The HSC3 (2020) saw attacks in Covid-

19 vaccine related to email phishing frauds in the late 2020. The emails typically 

promised prompt access to the vaccine if the recipient was willing to pay or supply 

compromising information. This shows how effective emails are as they can tempt 

recipient into taking a desired action such as clicking the malicious link or disclosing 

sensitive information. 

According to Health Insurance Portability and Accountability Act (HIPAA) Journal 

(2022) phishing has two aims: to obtain access to PII or to deliver ransomware. 

Despite the provision of online security to employees, the number of phishing attacks 

on healthcare industry continue to rise. For instance, most successful attacks are 

attributable to employees not translating their online security training to their mobile 

online activities (Priestman et al. 2019: 3). Ongoing education across the scope of 

cybersecurity is required. This is significant, as various channels used to 

communicated with employees via emails direct them to enter unsecured websites 

exist. The commendable manner to protect health data from phishing is to restrict 

users from visiting the unsafe websites. In support of this, HIPAA Journal (2022) 

suggests the use of a web filter. A web filter is a software that allows users to control 

the web content (Banday & Shah 2008). It can further allow users to restrict access to 

forged sites and websites harbouring malware.  The web filter can be installed easily 

with less administration and can contribute towards regulatory compliance (HIPAA 

Journal 2022). 

DDoS is another security threat to HIS. This is a cyber-attack on a networking system 

that restricts a server from serving directed users (Elleithy, Cheng & Sideleau 2005: 

71). DDoS attack overflows a network with data, causing data traffic. This makes 

healthcare systems to be inoperative (Health IT Security 2021). The attacks serve as 

a distraction allowing cyber criminals to install malware on the network. In the 

healthcare industry, vital services such as data sharing services are the main targets 

of DDoS. During the attack healthcare providers are prevented from accessing and 

communicating patient information (Chauhan & Prasad 2015: 215). In the third quarter 
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of 2021, cybercriminals undertaken 4.4 million attacks, resulting in 9.75 million total 

DDoS attacks by the end of 2021 (NETSCOUT 2021). 

DDoS attack have become one of the prime threats for healthcare providers as more 

hospitals keep being the targets. To defend themselves providers keep implementing 

digital strategies and transform the patient care service. However, DDoS is still a major 

issue. Smith (2021) argue that security measures implemented previously may be 

ineffective for DDoS attacks. Therefore, placing an outdated security system against 

DDoS at the network perimeter may not be sufficient. Web application firewalls need 

to be employed to protect published web applications.  

There are diverse growing threats to health data that may compromise the 

confidentiality of PII and the integrity of healthcare providers. In this section, 

researcher also want to discuss miscellaneous threats including social engineering, 

eavesdropping, technological and environmental threats.  

Social Engineering refers to the “use of deception, through manipulation of human 

behaviour” (FBI 2021), in order to manipulate individuals into disclosing confidential 

data. The information is then, used for fraudulent purposes. In the context of 

information security, it may mean manipulating individuals psychologically to 

unintentionally give attackers access to protected information. Such access may lead 

to HIS access, where the attacker may change or use information for financial gain. 

Social engineering attacks lure victims into feeling comfortable enough to give up 

information. For instance, an attacker may seem respectable, claiming to be a 

maintenance person, new employee or researcher with credentials supporting their 

identity. According to CSRC (2018), if attackers are unable to compile sufficient 

information from one source, they will target another source within the same 

organisation to add to findings from the earlier source.  

Eavesdropping can be, defined as the unlawful real-time interception of confidential 

communication from a phone call, videoconference, or instant messaging (Audin 2009: 

2). Eavesdropping attacks occur when connections between two endpoints (client and 

server) is not secure. This allows data traveling across the network to be, intercepted 

(Stone 2021). That data could be a website, email, or a phone call. Medical devices 
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communicate with other types of monitoring devices within healthcare facilities. This 

allows third parties to find a way in and eavesdrop on this communication, which can 

lead to loss of privacy and confidentiality for patients. Eavesdropping attacks are not 

difficult to detect (Salajegheh & Inoue 2008: 8); healthcare providers should therefore 

find an initiative-taking approach to prevent these attacks. The commonly used form 

of protection against eavesdropping is Virtual Private Network (VPN) (Stone 2021). 

The VPN encrypts data between two points. Overall, healthcare providers should be, 

recommended to apply the highest form of encryption possible for their networks. 

Technological and Environmental threats refer to the hazards that the healthcare 

providers cannot control. Environmental threats include natural disasters not limited to 

hurricane, floods, tornado, and earthquake. Technological threats form part of the 

environmental threats (Cucoranu, Parwani, West, Romero-Lauro, Nauman, Carter & 

Balis 2013: 125), as they incorporate technological environment hazards not limited to 

power failure, systems crush, system malfunction and air-condition failure. These 

kinds of threats mostly affect electronic or physical data losses not necessarily the 

confidentiality or privacy. This is because the attackers do not necessarily plan these 

threats, but they occur in a natural manner. However, attackers may plan or take 

advantage of such incidents to infiltrate valuable information (Madnick 2020). 

2.2.2.2.  Internal threats 

One of the key internal threats to HIS security is insider threats. Insider threats are 

employees of organisation who are a high-risk due to their access to the inhouse 

networks protected by the safety parameters (Canadian Centre for Cyber Security 

n.d.:  2). For malicious threats, access is a key part and the privileged access eradicate 

the need to employ other remote means. Redscan Cyber Security (2022) is of the view 

that the nature of insider threats means that traditional preventive security measures 

are often ineffective. This is because insider threats are the most difficult to guard 

against (Millar 2011: 5). The latest Verizon Data Breach Investigations Report (DBIR) 

(2020) shows that 70% of cyber-attacks were, caused by outsiders. However, this 

entails that over a quarter of cyber-attacks occupied insiders. Insider threats may be 

associated with any of the cyber threat actors not limited to second streamers, 
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disgruntled employees, inadvertent insiders, and persistent non-responders (Judge 

2020). The common characteristic of these actor is that they have access to 

confidential information and information system of the organisation. It is important to 

understand how they differ and how they become threats from within the organisation. 

According to Smith (2014: 110), second streamers are employees in the organisation 

who misuse confidentiality of information to make an added income through fraud or 

selling of information. Chuvakin (2016) discovered that 62% of insider threat cases fall 

into this category. This information shows beyond doubt that businesses need to take 

immediate action to prevent these types of threats. There are also disgruntled current 

or former employees, who deliberately steal information or sabotage confidentiality 

within an organisation for financial gain. Disgruntled employees have access to 

confidential information along with the motive to exploit or expose. They can prove to 

be the biggest threat for cybersecurity of an organisation. There should be a 

systematic approach to manage them (Smith 2014: 115) 

Inadvertent insiders or negligent employees are employees who typically cause a 

breach of confidentiality unintentionally without any financial gain. According to (Millar 

2011: 5), these employees pose an unintentional, non-target threat and violate 

confidential data storage policies despite their intentions. The last category is the 

persistent non-responders, which refers to employees unresponsive to security 

training. They consistently show behaviours that could leave them vulnerable to 

compromises. Such individuals are most likely to be targets of cybersecurity (Smith 

2014: 115) 

 

The health sector is utmost vulnerable to insider threats. It may be the only sector 

where the internal threats are greater than the external threats. According to Lee 

(2018), 48% of data breaches in the sector are caused by insider threats. Human error 

being an outstanding reason, but in certain cases exploitation of access privilege play 

a part. Equally, insider threats represent between 25% and 50% of cyber-attacks. 

Therefore, it is significant to understand the nature of these types of threats. 
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2.2.3.  Challenges in Health Information System  

With all the benefits that information technologies bring to the healthcare, there are 

still concerns that must be addressed. Although digital technology can improve 

healthcare services in developing countries, it presents concerns on privacy and 

confidentiality (Mitchell & Kan 2019: 6). Some of the concerns pertains to the 

cybersecurity, control of technology and data. The cybersecurity breaches mentioned 

in the previous section show that these concerns are real and data breaches are the 

main challenge in the digital age. The more digital the industries become, the more 

confidentiality and privacy will be less possible. This may leave organizations with no 

other choice but to decide what to protect.  In the health care, it is undoubtedly medical 

data that needs protection of confidentiality. Evidently, the discussion on information 

technologies within the health sector will often lead to a discussion of privacy and 

confidentiality. Most studies have investigated the efficiency and effectiveness of 

adopting HIS. However, these studies do not necessarily indicate the impact of the 

adoption on the healthcare professionals (Huang 2021: 107). Healthcare professionals 

are affected by the implementation and utilisation of the recent technologies. Along 

with the positive effects come negative and contradictory impacts. 

Health professionals perceived that time spent on the computer has increased 

(Ammenwerth, Eichstadter, Haux, Pohl & Ziegler 2001: 63), which may influence direct 

patient care time (Campbell, Li, Mori, Oster & Guise 2008). This entails that for 

instance, nurses spend more time away from patients to complete documentation on 

the HIS because computers are in the nursing station and not at the bedside of the 

patient. Furthermore, performance of certain healthcare staff causes delays due to 

difficulty to use the system functions (Timmons 2003: 260; Kossman 2006: 339; 

Zadvinskis, Smith & Yen 2018). According to Huang (2021), this refers to the concept 

of “hidden work” where healthcare staff perform duties having work characteristics, but 

they are not called “work”. Despite this, healthcare providers need to find standard 

ways of training their employees for effective utilisation of information technology 

system implemented within the organisation. This will enable them to address 

concerns faced by staff and patients. The health industry is on the verge of the biggest 

changes (Seymour 2014: 208). As a result, the sector’s future will continue to be 
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difficult nonetheless, the improvements in care and quality are exciting. The ability of 

the individuals in developing countries to be able to afford healthcare is dependent on 

the healthcare industry making health technologies a successful venture. 

2.2.4.  Future Trends in Health Information System 

Information technologies are useful tools that can improve the provision of health 

services to patients. The advancement of modern technologies within the health sector 

has led to several digital health services and systems. Digital health shifts the focus of 

health systems towards client centred healthcare and enables new modes of care 

(Mitchell & Kan 2019: 1). There are continuous changes and developments in the 

sector on the development of technology. Regrettably, it is inevitable for the healthcare 

providers to adapt to these changes. HIS are one of the applications/tools of 

information technology commonly used in the health sector. The systems include a 

range of technologies and services such as mobile device technologies, cloud-based 

services, sensor and telemonitoring tools (Hemmat, Ayatollahi, Maleki & Saghafi 2017: 

2). 

According to Poon, Zhan, and Bao (2006), wireless communication technologies 

prevail in organisation and geographical limitations. Healthcare specialists no longer 

have to perform duties that can be assessed remotely. Mitchell and Kan (2019: 2) 

emphasise that access no longer means physical access; it can mean virtual access 

through telecommunications. Mobile applications make it easier, as they help health 

practitioners to monitor patients remotely. Such mobile applications include 

Telemedicine or Telehealth, which allows patients to access and manage their health 

data on their mobile devices. The recent “future of healthcare report” by Healthcare 

Information and Management Systems Society (HIMSS) (2021) indicate that over half 

of examined patients are eager use Telehealth services. Among others, they value 

their features and cost-effectiveness. The Internet of Things (IoT) is another 

technological development. Shaddock (2014) states that the IoT has the potential to 

diversify the health industry. The real value of IoT is the ability to merge and analyse 

data from multiple sources, then use it to develop new applications. For this reason, 

interoperability enabled by HIS will over time add to the value of IoT.  
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The Covid-19 pandemic accelerated the transformation of the healthcare sector, 

leading to changes, and adjustments to new conditions. As a result, there is a growing 

demand for accessibility, remote monitoring, secured care, and interoperability 

between healthcare institutions (Deloitte 2022). The pandemic further accelerated the 

onset of evolution of Fifth Industrial Revolution (5IR) (Fanoro, Bozanic & Sinha 2021). 

Healthcare sector suffered major challenges during the restrictions on movement and 

disrupted working practices. Organisation were forced to innovate and adjust their 

business models. As a result, digitisation, accelerated the rise of robotics, and the 

onset 5IR, Industry 4.0 focusing on Artificial Intelligence, Big Data and the IoT. Fanoro, 

Bozanic and Sinha (2021) indicate, 5IR characterises these systems and integrate 

greater human intelligence. The health sector needs to develop and implement digital 

transformation especially in developing countries. In Addition, Chavis (2011: 6) note 

that speech recognition technology will be a major tool for health professionals. 

Reason being, it enables them to document clinical encounters when refined and more 

accurate. This technology will gain more efficiencies in the healthcare setting.  

2.3. ASSURANCE OF CONFIDENTIALITY FOR PATIENT IDENTIFIABLE 

INFORMATION   

The conceptual framework developed for this study present a systematised approach 

of comprehending how assurance contribute to confidentiality, availability, and 

integrity of information. As Young (2015) attests, assurance refers to a measure of 

certainty featured in the security, procedures, and construction of a system that 

precisely facilitate and compel the security policy. Lainhart (2002) defines information 

assurance as “operations that protect and defend information and systems by ensuring 

confidentiality, integrity, availability, and accountability. This involves catering for 

restoration of information systems through protection, detection, and reaction 

capabilities. Thus, information assurance refers to the activities and affairs that lead 

to the management of information with security and privacy concerns (Paul & Althal 

2019: 60). The aspects of information assurance constitute confidentiality, integrity, 

availability, authentication, and non-repudiation (Young 2015). Committee on National 

Security Systems (CNSS) (2010) provides brief description on these aspects: 
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• Availability – timely and provision of data and information services to legitimate 

users. 

• Integrity – guard against unlawful alteration or damage of information. 

• Confidentiality – affirmation that information held is not divulged to unlawful 

users. 

• Authentication – security measures to ascertain the effectiveness of 

dissemination and meaning. 

• Non-repudiation – guarantee that data subjects are provided with proof of data 

delivery and health provider with proof of the data subject’s identity. This is to 

ensure accountability and responsibility in any case. 

The success of these aspects entails information assurance (Young 2015). However, 

according to CNSS (2010) some of these aspects are mixed with the security 

mechanisms in definition of security goals. Cherdantseva and Hilton (2015: 21) 

stipulate that this is confusing and adding to the confusion is the focus on certain 

security mechanism (such as authentication) and ignorance of other important security 

mechanisms (such as authorisation and cryptography). This has raised disputes on 

the view that Information assurance has a very narrow scope. For instance, Stewart 

(2016: 5) affirms that information assurance is only concerned with the security of 

information system. Liu, Yu, and Jing (n.d. :2) and Norwich University (2018) argue 

that information assurance is broader than information security. Given that it combines 

information security with the aspects of information management, and it involves 

implementing standards that minimise cyber threats. Comparatively the aim of 

information security technologies is to prevent cyber-attacks, while information 

assurance ensures that although attacks may be successful. In return, certain levels 

of confidentiality, availability and integrity can still be assured (Smirnov & Chiueh 

2004). 

Furthermore, assurance of confidentiality for patient identifiable information goes with 

accountability and transparency. Assurance includes accountability and transparency. 

Accountability refers to the condition of being held accountable while transparency is 
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the state of being clear or transparent (Merriam-Webster 2022). To effectively affirm 

transparency, information should be available and accessible. Thereafter, the users 

should be held accountable for the use of that information (United Nations Committee 

on Economic, Social & Cultural Rights 2008). For this reason, accountability and 

transparency conform. Cofta (2007); Ramgovind, Eloff and Smith (2010: 5); Skolmen 

and Gerber (2015) depict two scenarios relaying to how POPI determines 

accountability in Figure 2.4. 

 

Figure 2. 4: POPIA accountability in the health environment (Skolmen & Gerber 2015: 

9) 

In the above, the conditions in Scenario two are distinctive to healthcare systems. In 

this case the responsible party will be the ‘healthcare provider’ seeing that they will 

store PII of patients (data subjects) within the information system. Furthermore, 

allowing the information system owner the title of ‘operator.’ An operator processes PII 

for a responsible party based on contractual obligations, without being under the direct 

authority of that party (POPIA 2013: 12). Regarding preserving the confidentiality and 

accountability of information stored in the health system this develops certain issues. 

As the responsible party is liable for keeping personal information from data subjects 

stored on the system updated, failure to do so may lead to lack of data integrity. If any 

data breaches occur, POPIA contends that the responsible party will be held liable. 



41 
 

Based on POPIA, the operator is only responsible adhering to Condition 7 of the Act 

(Security Safeguards). Consequently, the alliance amongst the operator and the 

responsible party needs to be precisely governed by a comprehensive level of 

agreement guarantee that the operator obtain some form of accountability upon data 

breach (Willet 2013: 170). 

In Scenario two, PII is stored by the data subjects on the health system using mobile 

devices. In that case, the health information system owner is the responsible party and 

is thus liable for any cyber breaches of health information. The health provider will not 

be held liable considering that they have no control of data subjects’ security measures 

and the system management (Payne 2013). On this account, both scenarios put the 

accountability on the responsible party. Nonetheless, accountability is required from 

both the healthcare provider and information system owner to enable them to fully 

benefit from this partnership (Skolmen & Gerber 2015: 9). It is crucial to note that 

health information system owners may have a large number of users which may be 

responsible parties or data subjects (Esmalipour, Salary & Shojaei 2021:21). 

Therefore, the system owner will be expected to comply to all eight conditions of 

POPIA.  

Both scenarios are relatable to EHRs and PHRs, scenario one can be linked to EHRs 

as in this case the health provider must ensure that data received directly from patients 

is secured. Whereas in scenario two only the system owner inherits this responsibility 

because patients personally add data to the owners’ system without any involvement 

from the healthcare provider (Skolmen & Gerber 2015: 9). 

Moreover, Liu, Yu, and Jing (n.d. :3) reveal that information assurance has three 

generations of technologies which are related to intrusion prevention and detection 

Information Assurance (IA) technologies. According to Liu, Yu, and Jing (n.d. :3) these 

generations are set up as evidence of the evolution within information assurance. 

• First generation: prevention intrusions. The goal is to prevent cyber-attacks 

from succeeding. 

• Second generation: detect intrusions. The goa is to detect intrusions, especially 

since not all attacks can be prevented. 
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• Third generation: operates through attacks. The goal is to allow the information 

system to provide essential services continuously with assurance in the 

presence of sustained attacks. This generation can be aligned with all the 

aspect of IA mentioned above.  

It should be noted that each generation is crucial in obtaining the objectives of the IA; 

none can replace another (Yu, Liu & Zang 2004). Notably, without these generations, 

there can be too many successful attacks for the information system to survive 

(Smirnov & Chiueh 2004). According to Liu, Yu, and Jing (n.d. :3) the first generation 

build the foundation of information assurance. The third generation share the primary 

goal which is to ensure information privacy, confidentiality, availability, authenticity, 

and non-repudiation after the attacks. Thus, a trusted and assured system will prevent 

as many attacks as possible from breaking into the system and detect preventable 

attacks (Smirnov & Chiueh 2004). 

2.4. TRUST WITH PATIENTS ABOUT CONFIDENTIALITY OF PERSONAL 

INFORMATION  

Trust plays a vital role between health professionals and patients, especially in 

situations where information systems are involved. As mentioned in chapter one 

transparency and accountability relationship can assemble a trust relationship 

between patients and healthcare professionals. Young (2015) defines trust as a 

mechanism that offer a basis for self-confidence in reliability/security of the system. If 

the mechanism fails, it may destroy the basis for trust. This implies that patient-doctor 

relationship is built on trust (Hall, Dugan, Zheng & Mishra 2001: 620; Esmalipour, 

Salary & Shojaei 2021:21). If the patients are incapable of trusting the health 

practitioners, health services can be negatively affected (Safran, Taira, Rogers, 

Kosinski, Ware, & Tarlov 1998: 214). 

The trust relationship allows effective sharing of information to healthcare providers 

and in return, improves care coordination and enhances patient safety. Trust is a key 

element of interpersonal relations (Rotter 1971:445). In retrospect, it is also an 

essential principle of patient and health professional relationship. In the health sector 

trust refers to trust in health providers, practitioners, or trust in the HIS. It is, therefore, 
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undoubtedly important in the healthcare sector. Pearson and Raeke (2000: 510) show 

that trust has accepted and utilised dimensions. The dimensions consist of 

compassion, communication, privacy, competence, and reliability. Trust has been 

pointed out as a crucial aspect of successful use of HIS and other electrically stored 

information (Belfrage, Helgesson & Lynoe 2022: 2). In addition, the trust-building 

factors have been outlined by Esmalipour, Salary and Shojaei (2021:21). The factors 

are not limited to honesty, respect, listening patiently to patient and empathising. 

These factors origins back to ethical principles and professionalism principles. 

The level of trust is also significant within the health environment. Hall et al. (2001: 

622) state that considering the vulnerability of patients’ feelings upon entering the 

medical system, an optimistic (trusting) towards a health professional can be part of 

overcoming such feels. According to Damschroder, Pritts, Neblo, Kalarickal, Creswell 

and Hayward (2007: 228) prominent levels of trust may foster into positive feedback 

in which trust is repeatedly reinforced. Correspondingly, lower levels may oppose, 

emerging into negative feedback. As a result, patients with elevated levels of trust in 

the healthcare seek healthcare when needed and adherence to treatment may be 

caused by such level. Prominent levels of trust have beneficial outcomes for patient 

safety. This further result in opposite outcomes for patients with low level of trust.  

 

The development of technologies within the health sector gives rise to patient-doctor 

trust concerns. This is mainly because patients are concerned about their 

confidentiality after disclosure to healthcare providers and information systems. These 

concerns impede their access to healthcare and hinder disclosure to providers 

(Campos-Castillo & Anthony 2014; Anthony & Campos-Castillo 2015: 840), creating 

incomplete medical records. To guarantee the accuracy and quality in the HIS, a 

complete disclosure of information by patients is required. Patient trust may potentially 

remedy these concerns. 

2.4.1.  Trust analysis model 

Previous research has done little to explore dimensions of trust related to patient 

information sharing concerns (Blumenthal 2010). In support, Shen, Bernier, Sequeira, 
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Strauss, Silver, and Carter-Langford (2019: 6) state that research on how patients’ 

trust in HIS is built, is still scarce. Lott, Campos-Castillo, and Anthony (2020:488-489) 

outlined in Figure 2.5 the analysis that may be followed to establish how patient trust 

is related to disclosure of information and information sharing attitudes within the 

health care. 

 

Figure 2. 5: Trust analysis (Lott, Campos-Castillo, & Anthony 2020:488-489) 

The analysis in the figure above focuses on the association between three dimensions 

of trust in health professionals and patients’ attitude towards health information 

disclosure and behaviour as represented by the red arrow. The blue directional arrows 

show the association between patient demographic characteristics, health status, and 

trust in health professionals, behaviours, and attitudes. Lastly the dashed line stands 

for the association between accuracy and quality of data in HIS, information attitudes 

and behaviours (Lott, Campos-Castillo & Anthony 2020:487). This analysis is 

significant for healthcare providers to understand how dimensions of patient trust 

matter for HIS use and endorsement, and how features of HIS influence patient privacy 

concerns. Furthermore, patient support for appropriate technology is lacking. This is 

due to continuous development of technology for keeping, creating, transferring 
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information and the fundamental distrust of the kinds of systems (Mancilla & 

Biedermann 2009: 72). 

Therefore, it is imperative to acknowledge the significance of gaining patients’ trust 

within the healthcare. Understanding patients’ concerns on accessibility and utilisation 

of their health data is also important (Sewell 2015: 8). Peek, Gorawara-Bhat, and 

Quinn (2013: 620) allude that among patients, trust is registered in the ability of the 

health provider to protect confidentiality and manage information. To build patient trust 

relationship, healthcare providers must commit to trust factors, accountability, 

transparency, and reliability of information (Lott, Campos-Castillo & Anthony 

2020:491). 

2.5. POLICIES AND PROCEDURE GUIDELINES FOR MANAGEMENT OF 

CONFIDENTIAL PERSONAL IDENTIFIABLE INFORMATION  

The conceptual framework for this study outlines the element of compliance. 

Complying refers to adhering to the policies and procedures put into place to abide 

with laws, rules, and regulations of an entity. The term policy refers to a law, regulation, 

procedure, administrative action of individuals within an institution (Centres for 

Disease Control & Prevention 2015). In this regard, the policy shows the procedures 

and rules developed to all the individuals within an organisation. Organisational 

policies and procedures are as important as technical mechanisms in protecting health 

information and patient confidentiality. Malherbe (2021: 2) professes that the 

healthcare is a highly regulated field of human activity, and the structure relies on 

information and complex processes. Specific policies, procedures, laws, and 

regulations are needed to assure the quality and safety of patient health information. 

This implies the policies and procedures that govern the utilisation of healthcare 

information.  

Health Information Management (HIM) professionals occupy the experience and 

expertise that support them in the development of policy guidelines, processes, and 

principles. Such developments enhance value to adequate implementation and 

planning of healthcare organisations. In the process of, ensuring compliance with the 

existing legislations, regulations, privacy, and security rules (American Health 
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Information Management Association (AHIMA 2015). A cooperative relationship 

between health information managers, clinical and administrative associates is 

needed for a successful implementation and sustainability. National Academies of 

Sciences (1997: 129) explains, within the health care’s policies and procedures there 

must be a balance between patients' privacy rights and health practitioners’ access to 

health data. Failure to do so may lead to trust and assurance concerns that may further 

lead to patients’ disclosure concerns. 

Health care providers have adopted formal policies and procedures to account their 

goals regarding security and privacy. These covers the policies that relate to 

authorised access, information sharing, and patient-centred policies designed to 

improve relationship between health providers and patients (Bani-Issa & Ibrahim 2020: 

3). This form part of maintaining the patient privacy. The policy content and approach 

used during the development of a policies plays a significant role in assuring that 

healthcare employees adheres to them. Policies become much effective when 

developed for easy access, introduced in the inductions of employment, and used as 

continuous reference resources in trainings and for internal communications (National 

Academies of Sciences 1997: 132). This is because the policies refer to the 

information security measures including confidentiality, integrity, availability of 

information within the organisations and HIS.  

2.5.1.  Legal and policy framework 

Similarly, to the financial sector, the healthcare sector encounters extensive and 

difficult regulatory authority (Acts online 2010). Healthcare providers are bound by 

acts, laws, and regulations applicable to, amongst others, treatment, and patient care. 

These legislations and regulations accommodate information shared on HIS and 

within the health centres. Healthcare legislation provides a structure of policies, rules, 

and regulations that keeps patient care delivery consistent across organisations. The 

legislations enable patients to be kept safe with their health data and health facilities 

focused on provision of efficient care. It is significant for healthcare professionals to 

be cognisant of the legislations and their changes as they occur within their country. 

As a result, they can supply optimum care for patient and be legally compliant. Health 
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legislation form the procedures, rules, regulations, directives, and other similar 

statutory implements. The legislation deals with aspects of health security and 

endorsement, prevention of disease, and health care delivery in a country (WHO 

2022). Since all the countries have their own legislation, South Africa will be the 

reference for this study. 

The South African government has enacted various legislation governing the security 

and protection of patient information. Legislations and regulations exist to protect 

patient information and control health organisations in South Africa. The focus here is 

on the legislation related to the confidentiality of PII within healthcare facilities and HIS. 

Key South African legislation within the health sector that supports information sharing, 

management, privacy and confidentiality include the National Health Act (NHA) (Act 

61 of 2003); the Promotion of Access to Information Act (PAIA) (Act 2 of 2000); the 

Protection of Personal Information (POPI) Act (Act 4 of 2013); the Electronic, 

Communication and Transaction (ECT) Act (Act 25 of 2002); the National Archives of 

South Africa (NASA) Act (Act 43 of 1996) and the Constitution of the Republic of South 

Africa, 1996. 

The NHA requires healthcare practitioners and institutions to manage patient data and 

ensure effective protected against inadequate exposure. The Act guide health 

providers on how they ought to be administered in both public and private sector. In 

terms of section 74(1) of the Act, the national department intent to enable and 

coordinate the organisations to implement and sustain the HIS. Chapters 14, 15 and 

16 of the Act apply to the confidentiality of health information. These chapters set out 

the confidentiality that should exist within the healthcare, patient access to their health 

data and the use of patient data by health workers for legitimate purposes. 

The PAIA grants effect to legitimate right of access to protected data and information 

kept by the government. The Act supplies a framework for requisitioning the protected 

information. If further object to adopt a tradition of liability and accountability in private 

and public bodies (South African Special Risk Insurance Association) (SASRIA) (n.d.). 

Furthermore, actively promotes a society in which individuals exercise and protect 

their rights through sufficient access to information. 
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The POPI Act state, health professionals must make a reasonable effort to inform the 

patient when they obtain personal information from another source. The patient must 

be informed and then access may be requested from the party distributing the 

information. The reason for requiring access to the information must be clearly stated. 

The Act accommodate all the information including electronically processed 

information within the health care. The purpose of the Act is to protect personal 

information, regulate how the processing procedure, to strike a balance between the 

right to privacy and the need for the free flow of and access to information (Combe 

2018). 

The ECT Act is part of the laws affecting electronic communications and transactions. 

The Act pertains to any format of communication. Kapdi and Sulaiman (2016) outline 

that fostering electronic communications, government services and transactions with 

public, private bodies and individuals is one of the act’s goals. Michalsons (2008) 

explainse that the Act is wide in scope, as it also addresses matters not linked to 

electronic communications and transactions such as cyber inspectors, liability of 

service providers and domain names. The Act additionally endeavours to supply 

legitimate certainty in parts of law. This applies where there was uncertainty before 

August 2002, for example, the drafting of contracts and the status of agreements. 

Section 50 and 51 of the Act is centred on personal data acquired over electronic 

transactions. The sections outline principles of data protection, describes how 

personal data may be gathered, utilised, and processed within the organisations. 

The NASA Act provides legislative and permissible guidelines on practices of records 

management within state bodies. It specifies that health organisations must ensure 

that during the service they create and maintain their own records for continuous 

service delivery. Section 13 of the Act gives specific provisions for efficient records 

management in government bodies. It supports the national archivist in deciding which 

record keeping system should be utilised and which electronic systems should be 

managed. Regarding the health sector, Ngoepe (2008: 2) state that South African 

government bodies are under legislative compulsions to implement a systematic and 

standard approach management and security of health data. 
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The Constitution of the Republic of South Africa sets out most important rules, values, 

and the rights of the citizens. It guards citizens’ rights within the country and clarifies 

their responsibilities. The Act further states the organisations of South Africa. Section 

195 of the Constitution requires that the public service must be liable, and it provides, 

amongst others, for the effective, economical, and efficient use of resources, provision 

of prompt, accessible, and accurate information (Department of Health South Africa 

2017: 3). The Constitution also emphasises issues of supplying accurate and 

accessible information to ensure accountability and transparency (Marutha 2018:4). 

Accordingly, the “White Paper for the Transformation of the health system (1997) and 

the Framework for Managing Programme Performance Information” are the key health 

policies that provide the broader context health management information system 

policy. The White Paper incorporates a variety of strategies associated with the 

management of national HIS. Additionally, it includes propositions for applying 

principles and standards, and an obligation to ensure that national systems include 

health data from various sectors. The sectors may stem from private and non-

governmental organisational sectors in addition to the public sector. The object of the 

White Paper is to provide South African citizens with a set of policy goals and 

fundamentals against which the Unified National Health System of South Africa 

(UNHSSA) will be based (South Africa 1997). A variety of these policy propositions 

from 1997 are still relevant today. However, progress in areas like the incorporation of 

private & public sector data has been lagging (DHMIS 2011: 14). 

The National Treasurys’ Framework for Managing Programme Performance 

Information (2007) is a framework for mapping performance indicators and emerging 

dimensions to use, manage and issue performance information. The performance of 

information plays a part in planning, budgeting, and reporting. The National Treasury 

is devoted to work with public and private institutions to ascertain and implement 

performance indicators to be utilised in making decision and providing resources. The 

Quarterly Reporting System (QRS) pointers have been established for this purpose 

within the health department. The department will continue to actively work with the 

National Treasury in observing these. 
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The above legislations, policies, acts, and regulations require full compliance by the 

healthcare institutions. Being fully compliant will allow the healthcare administrators to 

become effective leaders to provide efficient patient care (Ohio University 2021). 

These guidelines are not intended to discourage the healthcare professionals but 

rather to inform and guide them on the procedures to be followed upon the utilisation 

of patient information and provision of patient care. Accordingly, healthcare providers 

are required to train health practitioners to ensure they successfully understand the 

policies and guidelines together with the legislations and regulations. This is important, 

as non-compliance will not be tolerated (Kruger 2021). Moreover, it is crucial as non-

compliance result in poor management of health data and patient care services 

(Marutha 2018). 

2.6. CHALLENGES FOR PROTECTION OF CONFIDENTIAL PERSONAL 

INFORMATION 

The key issues that rise regarding information confidentiality all link to the sections of 

this chapter outlined above including health information systems, assurance, trust, 

policies, and procedure guidelines. If all of these are not followed and complied to 

efficiently, it may lead to a breach of confidentiality. Patients have the right to 

confidentiality and privacy. Without confidentiality, there will be no trusting relationship 

between patients and healthcare providers. Trust is a key factor in a relationship and 

confidentiality is central to this. The rationale behind ensuring confidentiality is to 

uphold mutual trust among health practitioners and patients (Mandl, Szolovits & 

Kohane 2001: 283). For purposeful communication between practitioners and 

patients, trust is imperative. Mahlaola and Van Dyk (2016: 271) denote that “humans”, 

as information managers, are a vulnerable link in the protection its confidentiality. As 

a result, patients become suspicious of health practitioners. They harbour the idea that 

health workers may exploit the advantages of having authorised access to PII (Adams 

2012). A study conducted by Bani-Issa and Ibrahim (2020: 10) found inconsistencies 

in how patient consent was sought. This was despite patient consent being the central 

document ensuring protection of patients from confidentiality and privacy breaches. 

The complete maintenance of privacy and confidentiality is not constantly possible 

(Maddick & Laurent 2012: 115).  
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The use of Information Technology (IT) presents new threats degrading data 

confidentiality to a level unattainable with paper records (Griffith 2015: 895). With the 

continuous adoption of HIS, pressing issues in privacy rights of patients keep arising. 

As such, it is important to identify what confidentiality issues or challenges exist in 

protecting PII. Over the years, data breach statistics highlighted how confidentiality 

threats increasingly persevere due to information technologies. Evidence show that 

employees are often the cause of security breaches when conducting their duties 

(Barlow 2015). This is especially true considering the human errors that may occur 

within the health facilities. Taylor-Mountford (2016) opines wireless (WI-FI) 

connections that can produce more efficiency in interconnectedness have become 

platforms for risky confidentiality and data breach incidents. Wireless connections are 

found on smartphones used by medical practitioners. Campbell (2015) confirms that 

healthcare data could be breached because many health providers use smartphones 

to share patients’ data including x-ray results and photographs of wounds to name a 

few. 

Kam (2012) outlines the undeniable issues regarding confidentiality include legislative 

gaps, lack of trust and patient control. According to Sheffer, Domas, Finn, Larson, 

Upendra, and Wirth (2019) one of the biggest challenges is asset management. This 

is because the repositories are not always the best source of centralised information. 

Another challenge is finding and recording what devices have PII because certain 

device manufacturers may support the storage of PII, but the health facility may decide 

not to store it. However, Cheng-Kun (2017) emphasises that security and privacy are 

the only two critical issues in the protection of PII. Furthermore, research conducted 

among 287 doctors and 564 nurses working at five hospitals show that 65% of the 

health practitioners use text like SMSs and WhatsApp messenger, messages, for 

sharing healthcare data (Imperial College Healthcare 2018). “Mobile applications 

increase the risk of breaches for the simple reason that they are mobile” (Weiner 

2018:8). Mobile devices get misplaced, lost or stolen easily than desktop devices and 

have the potential to expose substantial amounts of sensitive information. In the study 

focused on the issues of confidentiality in the healthcare setting, Noorozi, Zahedi, 

Bathael and Salari (2018) found issues about healthcare management, health 
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practitioners and issues on organisational ethics. Table 2.1 outline a summary of the 

issues. 

Table 2. 1: Challenges on healthcare information management 

CHALLENGES/ISSUES SUBTHEMES EXAMPLES 

Management issues Inadequate laws, 

regulation and policies 

Lack of nationwide 

confidentiality procedures 

and disciplinary 

regulations, no 

clarification about health 

professional 

responsibilities, 

insufficient transparency 

of policy, deficiency of 

executing mechanisms 

and monitoring 

Organisational ethics Insufficient organisational 

regulations 

Deficiency of clear 

regulations for data 

management; non-

efficient hospital ethics 

committees, non-

cognisance of data safety 

in cyberspace 

Healthcare practitioners Service providers, 

meanings and 

measurements, 

healthcare recipient 

Knowledge gap, disregard 

for procedures and 

guidelines; no meaning in 

patients’ threats and 

awareness, and 

understanding of urgent 

vs. non-urgent situations 
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Table 2.1 highlights that confidentiality issues still exist within healthcare even prior to 

the involvement of patients. If healthcare managers and practitioners are not clear on 

their responsibilities, ethics, data safety and patient risk, they will be unable to see the 

importance of maintaining confidentiality and providing confidential services. This 

affect patients because, in most instances, they are not aware of their rights (Elger 

2009: 348). The roles of health professionals continue to evolve and change. Ensuring 

that healthcare professional understand the regulations, policies, and organisational 

ethics as the basis for utilising patient information may be more challenging (Holmes 

2016). However, Weiner (2018: 10) opines that medical professional should always 

remember that they have an ethical and legal obligation to keep the patients’ 

confidentiality and privacy. This is because they are trusted with information by the 

patient. As such, patient-doctor relationship should not be broken (McQuoid-Mason 

2020:461). Patients must comprehend that the PII disclosed will be kept confidential 

(Shopo, Krugher & Bester 2020: 16). Olurunju (2019: 370) emphasises that patients 

may withhold vital information if they suspect it will not be held confidential. According 

to McQuoid-Mason (2020:462), this can cause misdiagnosis. If there is a breach of 

confidentiality, civil and even criminal charges can be brought against those individual 

(McQuoid-Mason 2020:462). Wolf and Mendelson (2019: 622) emphasise that health 

professionals’ repeated failure to meet the confidentiality standards may be ground for 

disciplinary actions against them. 

2.7.  STRATEGIES FOR MAINTENANCE OF COMPLIANCE TO POPIA 

To outline the difference between section 2.7 and 2.8, Strategies refer to high-level 

actions to be developed to achieve defined objectives, while solutions are related to 

how these actions will be implemented (Leal 2021). This justifies the separation of 

these two sections. Therefore, it is not recommendable to combine the two. The 

POPIA offers organisations an opportunity to identify ways to manage information 

efficiently and in doing so, improve the provision of services. Non-compliance with the 

Acts’ requirements result in dire consequences. Organisations are not supposed to 

implement the POPIA just to meet the compliance requirements. The act has 

compliance plan and implementation guide roadmap that organisation may follow 

(POPIA Org 2020). According to POPIA Org (2020) many organisations and 
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individuals speculate that they are exempt from POPI Act compliance. Reason being, 

the size and nature of their business, data collection and storage. However, no 

organisation or individual is exempt as this Act is mandatory. In that case, the 

organisations and the individuals are liable to understand and be involved in the Acts’ 

plan for it to be successful.  

2.7.1.  Process of maintaining compliance 

The conceptual framework show that healthcare providers are required to continuously 

monitor, review, and update the implemented controls to ensure alignment to good 

practices and continued compliance with the Act. This continuous process is based on 

the International Organization for Standardization (ISO) 27001 (2013: 7-9). The 

rationale behind this process is to ensure that all the conditions set out in Section 4 of 

POPIA are followed. The conditions form the basis for protection of PII and are 

established in accord with international standards. These conditions lie at the centre 

of the study’s’ conceptual framework and POPIA. According to POPIA (2013), the 

conditions are set out at the beginning of the legislation and inform all steps that follow. 

The conditions embody the spirit of general data protection and there are extremely 

limited exceptions (POPIA Compliance 2021). The infringement with protection of PII 

consist of a breach of the conditions for lawful processing of information (Nova Scotia 

College of Nursing 2020). Therefore, these conditions are essential building blocks for 

data protection practice. As such it is key to compliance with the provision of POPIA. 

In that case, Kiroro, Twahir, Kiura, Kamuyu and Wanyoike (2021) assert that it is 

further important to categorise the process of monitoring, reviewing, and updating as 

key for assessing the status of compliance within the healthcare.  

2.7.1.1.  Monitoring 

Monitoring refers to the observation and recording of activities that occur in the 

programme (Bartle 2007). The process enables organisations to gather information on 

all operational aspects. The purpose of monitoring the activities is significant in 

planning and implementation of policies and procedures (Biwott, Egesah & Ngeywo 

2017: 42). In the health sector, monitoring should be used together with technical, 

administrative, and physical framework outlined in the legislations to ensure secure 
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and safe use (World Health Organisation (WHO) 2021). The organisation further 

elaborates that all the processes on the use of PII should be checked efficiently 

particularly the administrative activities. The process will provide the organisations with 

the information they will use in the analysis to find challenges, identify problems, and 

identify activities conducted accordingly by the health workers (WHO 2017). 

Monitoring plays a role of “law officers”, it keeps checks on the activities of health 

professionals, to perceive if they comply to the existing legislations. In doing so, even 

the health workers, will then realise how significant their compliance is to the Acts and 

policies, thus allowing improvement, secure and efficient care to patients (Akpeli 

2019). 

2.7.1.2.  Review 

The next step is to help the organisation determine how effective their implemented 

policies are and establish whether they meet organisational objectives. This will be 

achieved through a review process. The term “review” refers to a formal assessment 

with the intent of making a change if necessary (Merriam-Webster 2022). Gardiner 

(2021) indicate that although reviewing is one of the last parts of the business plan it 

is important as, it clarifies the accountability aspect and ensure compliance. For Lau, 

Kuziemsky, Price and Gardner (2010: 640) a thorough review in the healthcare will 

outline the fundamental issues faced during the provision of services. The authors 

further indicate that the issues and challenges determined will prepare the 

organisations to draft plans and strategies on how to overcome them. 

2.7.1.3.  Update 

According to Vernooij, Sanabria, Solà, Alonso-Coello & García (2014) the 

organisations can now update or revise the procedures, guidelines or any other matter 

raised in the monitoring and the reviewing processes. The authors further stipulate 

that this last part is significant because if avoided, the organisation will be at risk 

regarding compliance. It enables organisation to improve risk compliance. Having 

updated procedures and guidelines that accommodate the challenges identified helps 

organisations in decision making and enables them to provide efficient care to patients 

(Vernooij et al. 2014). 
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These processes are important as they provide the accountability mechanism and 

measurement system to plan, manage and account for targets and objectives set out 

in the health strategy (WHO 2016: 27). With the ever-increasing sophistication of 

security breaches and employee non-compliance, healthcare institutions need to 

always be on guard (Kiroro et al. 2021). As such, by continuously monitoring, 

reviewing, and updating the compliance programmes they can ensure security 

(Skolmen & Gerber 2015). This further highlights the significance of guideline 

procedures. They guide activities through the promotion of consistency in practice, 

minimises errors and keep patients and health employees safe (Graham & Harrison 

2005). 

2.7.2.  POPIA implementation  

The organisations that facilitate information within their operations are then obliged to 

comply with the Act. They are required to develop POPI Act policy and procedure 

manual and ensure that everyone working with personal information is aware of the 

legal implications of this Act. Visser (2021) outlines that the objectives of the data 

protection and privacy compliance should be aligned with:  

• Organisations’ wide gap analysis to identify areas of risk in compliance with 

regulations. 

• Deploy internal training and awareness for a proper foundation for the 

implementation of standardised compliance framework. 

• Implement practical legal measures and documentations. 

In addition, Williams and Hutchesson (2021) explains that the procedural requirements 

for POPIA compliance involves: 

• Privacy by design: organisations must implement data protection principles and 

incorporate safeguards that meet requirement of POPIA and protect data 

subjects. 

• Appoint a processor: organisations must use operators to ensure that 

processing of information meet POPIA requirements governed by the existing 

contract. 
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• Security breach reporting: If security gets breached, the organisation must 

supply a notice, in the case of responsible parties to the regulator and affected 

data subjects. 

• Data protection impact assessment: the assessment must be conducted when 

the type of processing is likely to cause substantial risk to the rights and 

confidentiality of the data subject.  

There is a wide range of strategies that the organisation may use to plan and 

implement POPIA. The POPIA Compliance (2021) highlight that the main key for 

POPIA strategy is for organisations to ascertain what personal information they 

process and why. This allows them to justify why they hold personal information 

based on the several justifications outlined in POPIA (POPIA Compliance 2021). 

Accordingly, efficient management of personal information will be kept in place for 

protection of information (Nova Scotia College of Nursing 2020: 4). This further 

allows organisations to structure reasonable technical measures to prevent 

security, privacy, and confidentiality breaches (University of Western Cape 2021) 

Therefore, the strategy chosen will depend on the organisation and the type of 

information it shares (Tembedza 2021). 

2.8. SOLUTIONS FOR PROTECTION OF CONFIDENTIAL PERSONAL 

IDENTIFIABLE INFORMATION 

The main purpose of the conceptual framework for this study guided by the POPIA is 

to support the confidentiality of PII or PHI through compliance with the existing policies, 

procedures, regulations, and legislations. The maintenance of confidentiality applies 

to both paper based and electronic health data (Wallace 2015: 58). Els and Cilliers 

(2017) add that the rationale is that patient confidentiality and privacy are the 

fundamental components of the healthcare system. In a world that is constantly 

becoming digital, protection of patient information continues to be questionable. This 

will remain an escalating issue due to the increase of patient data within the healthcare 

sector (Kiroro et al. 2021). Healthcare professionals continue to bear the responsibility 

for safeguarding the confidentiality patient health data (WHO 2017). 
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Health information systems have been developed to aid in protecting confidentiality of 

PII. Wolf and Mendelson (2019: 647) outline that it is vital for the HIS developers to 

discover robust means of protecting patient information while allowing health 

personnel to provide efficient care. Medical specialists, lawyers and privacy software 

engineers and designers may have to collaborate in the development of health 

systems that prioritises health data security and confidentiality (Griffiths 2018: 9). 

Several strategies that may reduce risks associated with information systems includes 

specific system architecture, requirements for patient choice and legal requirements. 

These can be collated to safeguard PII and invoke the trust needed for successful 

interoperable system (Francis & Terry 2007: 33). The system architecture that is 

employed will determine the strategies to be chosen to maintain balance. Mattison, 

Dolin and Laberge (2004) are of the view that the significance of developing affluent 

strategies for protecting confidentiality and privacy cannot be strengthened too 

strongly. Reason being, there will not be any balance within the strategies. 

The policy and procedure guidelines within the health facilities should be 

communicated and be readily accessible to all the healthcare personnel. Health 

organisations should prioritise having a written security policy in managing information 

and minimising risks (Price Waterhouse Cooper (PwC) (2014). In the organisation, the 

policy administers the intent and formal direction of the management for information 

protection. It further set out the framework for developing goals and controls conducted 

to mitigate risks (ISO 27001 2013). The policy needs to detail out training for health 

workers prior to providing access authorisation of any system (Australian Digital Health 

Agency 2016). The training should be based on policies and procedures that relate to 

utilising the health systems. This allows healthcare practitioners to acknowledge their 

responsibilities, legal obligations, and the result of breaching those obligations. 

According to Bani-Issa and Ibrahim (2020: 10) the organisational policy should 

incorporate information security measures that will be set and adhered to by workers 

with access to the health data and system. The same policy should further outline the 

strategies to mitigate the cyberthreats and to assure that risks can be identified and 

acted upon (Sebastian 2011: 26). 
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2.8.1.  Confidentiality Model 

The conceptual framework for this study is based on the confidentiality of patients’ 

information. NHS Code of Practice (2003: 9) developed the confidentiality model that 

complement the framework in Figure 2.6. The model provides a comprehensive detail 

on the confidentiality component. The model is highly recommended for healthcare 

providers to improve the level of confidentiality and minimise the confidentiality threats 

especially from health practitioners’ perspective (Encyclopaedia of cryptography and 

security 2011). The confidentiality model cannot be used as a standalone as it only 

describes the process of maintaining confidentiality. It does not accommodate threats, 

factors and security measures that should be accounted for. 

 

Figure 2. 6: Confidentiality Model (NHS 2003) 

The confidentiality model set out the requirements that needs to be met to provide 

patient confidentiality services. NHS Code of Practice (2003: 10) outlines that it directs 

records managers to inform patients on the intentions for using their health 

information, provide them with a choice along with assurance for protection of their 
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data from unwarranted disclosures. To aid the improvement of confidential services, 

these processes are inter-linked (Chai 2022). The main requirements are to protect, 

inform, provide choice, and improve patient confidentiality. Patient’s health data must 

be protected through measures (policies, procedure guidelines and health systems) in 

place. Patients need to be informed effectively that information provided will be 

recorded and it may be shared for efficient care or be used for audits purposes (NHS 

Code of Practice 2003: 13). Thereafter, patients must be provided with a choice to 

decide whether to accept or decline a form of care and the information disclosure 

needed to provide that care (General Medical Council 2022). NHS Code of Practice 

(2003: 25) further add that improving refers to the review of the policies and regulations 

that the confidentiality of the organisation is based on. As a result, fill the gaps that 

exist within the policies and regulations thus improving the levels of confidentiality 

(Chai 2022). 

There is still more that can be done to improve the level of confidentiality within the 

healthcare centres. To support this idea Alotaibi and Federico (2017: 1174) concur 

that there is still little doubt that well developed and secured health information 

systems can improve the quality of health services and minimise confidentiality issues. 

However, according to Collier (2019) literature on ensuring and maintaining 

confidentiality indicate that through policies, training and secured systems, patients 

can be assured that their data is secured for efficient care. Knowledge and awareness 

in the healthcare will allow healthcare practitioners to provide constructive advice to 

patients on practices to maintain data integrity and develop a safer system for better 

care (Trevethan 2017: 194). 

2.9.  SUMMARY 

This chapter comprehensively reviewed the literature pertinent to identifiable 

information management systems to protect patients’ confidentiality in the healthcare 

sector. The chapter was categorised into headings and subheadings to present the 

key concepts and supporting ideas. The main headings reflect the thematic areas 

derived from the study objectives. The scope of the studies used in this chapter was 

limited to the protection of patient information within healthcare centres. The literature 
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assessed the nature of information systems protecting patient confidentiality within the 

healthcare sector. This led to a detail explanation of what health information systems 

entail by outlining the information system types, security threats, future trends and 

arising challenges. Guided by the objectives, assurance regarding patient 

confidentiality was discussed in the review of the literature. Supplementarily, trust 

established with patients about confidentiality was assessed. The review showed the 

key security policies and legislations that accommodate the protection of patient 

information. The literature further outlined various issues associated with patient 

confidentiality from healthcare professionals and organisation perspective. Lastly, the 

chapter assessed the strategies for maintenance of POPIA compliance and finalised 

with solutions for protection of PII in the healthcare services. Overall, the literature 

review assessed all the key components of the conceptual framework and the POPIA 

act raising more questions that need answers. Moreover, the next chapter will address 

the research methodology to be applied in conducting this study. The chapter will 

discuss research approach, design, population of the study, sampling method, data 

collection instruments, validity and reliability and ethical considerations.   
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CHAPTER 3 

RESEARCH METHODOLOGY 

 

3.1. INTRODUCTION 

The preceding chapter discussed the literature review regarding the information 

management systems that protect patients’ confidentiality in healthcare facilities. It 

covered studies related to the nature of information systems used to protect patient 

data, assurance of confidentiality, patients' trust relationship on confidentiality, 

policies, and procedure guidelines for managing patient information in South Africa, 

issues surrounding the protection of information, strategies, and solution for 

maintaining POPIA compliance. This chapter provides insight into the research 

methodology employed in the study. Rajasekar, Philominathan and Chinnatha (2006: 

1) define research as a logical search for useful information addressing a topic of 

concern. The methodology is the “systematic” (Igwenagu 2016:4), theoretical analysis 

of techniques adopted in the study. This means that ‘research methodology entails a 

logical and systematic strategy with an objective to provide a solution to a research 

problem. It is “central to the research process” (Ngulube 2015:127) and outlines how 

the researcher intends to carry out the research. This chapter brings about the 

research paradigms, approaches, designs, population, sampling techniques, data 

gathering techniques, data analysis and ethical considerations. Figure 3.1 illustrate 

the research methodology road map followed by the researcher throughout the 

chapter.  
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Figure 3. 1: Research methodology map 
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3.2. RESEARCH PARADIGM 

A paradigm is an array of shared principles, views, beliefs, opinions, and notions that 

govern specific actions (Thomas 2010:560; Creswell 2014:35; Kiyimba & O'Reilly 

2015:3-4; Bryman 2016:637). Some authors refer to these beliefs as “worldviews” 

(Guba & Lincoln 1994:105; Creswell 2009). A paradigm allows the researcher to 

decide on what should be investigated, who should be the data subjects and how to 

interpret the data (Bryman 2012; Taylor, Bogdan & DeVault 2016). According to 

Chilisa and Kawulich (2012:53); Creswell and Plano-Clark (2018) paradigm imply the 

design, structure, thoughts, ethical considerations, and expectations of the study. 

Research paradigms are significant as they form the philosophical basis of a study. 

Khatri (2020: 1435) adds that paradigms provide a direction that the researcher should 

take when undertaking a study. This includes the process of determining the research 

problem, questions, determining of reality, methodology and significance of the study.   

Lincoln and Guba (1989: 79) indicate that a paradigm embodies four constituents, 

namely, epistemology, ontology, methodology and axiology. However, controversies 

and contradictions by various researchers and theorists regarding paradigms still exist. 

The argument is based on whether paradigm, ontology and epistemology are 

synonymous or just related (Creswell 2014:23). Ngulube (2015:127) defines ontology 

as “the nature and existence of social reality” and epistemology as “what constitutes 

knowledge and the ways of knowing”. In other words, epistemology is the aspect of 

doctrine that examines knowledge or the process of knowing. Ngulube (2015: 127) 

further indicate that epistemology is the cognisance to assess reality, whereas 

ontology is the aspect of doctrine that examines human beings, their nature and 

existence in the society and universe. For instance, ontology questions “what is reality” 

and epistemology questions “how can we know reality”. Based on these definitions it 

appears that ontologies and epistemologies are subsets of paradigms or beliefs or 

worldviews. To support this idea, Ngulube (2015: 128) highlight that research 

paradigms embody ontology and epistemology. 

The paradigm affects the methodology based on the approach (Binji 2020). The 

researchers’ approach, for instance, will be objective if the researcher perceives 
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knowledge guided by the beliefs or worldviews or subjective if the researcher 

perceives knowledge as what is interpreted by human beings. Khatri (2020: 1437) 

concurs that a paradigm is a significant element of methodology that addresses the 

‘how’ component of the study. This is because the methodology explains the logic and 

flow of the systematic process followed when conducting the study with the objective 

to gain knowledge on the research problem. Moreno (1947: 290) believes it 

incorporates assumptions, and limitations encountered and focuses on knowledge 

that is gained. Researchers need to clearly understand the methodological principles 

to be applied within their research study.  

Based on the above definitions, Johannesson and Perjons (2014: 167) clarifies that a 

paradigm is a set of shared worldviews and assumptions within a research community 

about ontological, epistemological, and methodological concerns. Creswell (2014) and 

Pickard (2013) outline the research paradigms within social science: positivism, post-

positivism, interpretivism and pragmatism. This study followed a deductive approach 

as indicated under the theoretical framework in chapter one. The researcher employed 

positivist worldviews as the key paradigm of the study (Research methodology n.d.: 6; 

Neuman 1997:63 & Bhattacherjee 2012: 101). This stemmed from the fact that the 

positivist paradigm is based on the acceptance that the world around us is real and 

more can be established about these realities (William 2011: 21). Furthermore, 

positivists believe that there is a sole realism, that can be evaluated and acknowledged 

(Crotty 1998: 256). They are of the opinion that the source of knowledge is the 

experience (Nekrašas 2001: 41). The positivism epistemological worldview and 

realism ontological worldviews are discussed in the next section as the fundamental 

paradigm applied in the study. 

3.2.1. Positivist worldview 

The research paradigm is categorised into epistemological and ontological 

worldviews. This study was conducted from a Positivist epistemological and realism 

ontological worldviews perspective. The Positivist paradigm refers to an approach that 

“views the world as ‘out there waiting to be observed and analysed by the researcher” 

(McGlinchey 2022). Borrego, Douglas and Amelink (2009: 56) imply that positivism 
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involves coordinated strategies for joining deductive rationale, with exact experimental 

perceptions of individual behaviour. Creswell (2014:7) is of the view that several 

theorists perceive positivism as interchangeable with post-positivism. Reason being 

that theorists or researchers keep all the generated concepts instead of replacing the 

old ones with recent concepts (Marutha 2016: 110). The researcher in this study 

indicated that another reason for this may be that new researchers turn to base their 

studies on old publications instead of updated ones. This further feeds on the 

maintenance of old concepts in recent studies. Moreover, the researcher further 

argues that old concepts should not be replaced if the meaning of new concepts rejects 

that of old ones. For instance, some philosophers such as Popper (1963) who is a 

postpositivist and define postpositivist as “a philosophy that rejects positivist and 

presents new assumptions in order to unravel the truth”. This philosopher contradicts 

the meaning of positivist introduced by Comte (1855). This was not a mere revision of 

positivist, but a complete rejection of the core values of positivist.  In such a case, it is 

not preferable to conclude that postpositivist should replace positivist when these two 

completely mean two different things. 

This study applied the positivist paradigm as it highlighted the significance of 

objectivity and the necessity to study observable components through finding a cause-

effect or relationships to control human behaviour (Du-Plooy-Cilliers, Davis & 

Bezuidenhout 2014: 35). Bryman (2012: 27) affirms that positivism reflects both 

inductive and deductive reasoning. The researcher further acknowledged that most 

social research involves both reasoning processes. It is also practical to assemble the 

processes between the two into one continual cycle from theories to observations. 

Moreover, persistently in contrived experiments, researchers can distinguish data 

patterns that may possibly lead to the development of new theories (William 2022). 

However, the key reasoning for the study was deductive; mainly because the 

researchers were testing an existing theory. Deductive reasoning operates from 

general to specific. In this reasoning, the researchers find a theory in the area of 

concern, contract down to the purpose of the study, research question(s) and 

objective(s). In the data gathering, narrow further to address the research questions 

and objectives and ultimately confirm (or not) the chosen theory.  
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Saunders (2012: 40) indicate that positivism can be specified as a significant aspect 

of ontology. This is supported by Bryman (2012:28) referring to the study of social 

reality. Ontology is the study of being or existence (Aliyu, Singhry, Adamu & 

Mu’awuya: 2015: 7). Ontological realism philosophy was adopted by researchers as it 

is related to quantitative study. This is complementary to the positivist worldview for 

the study as it upholds the impulsion of the quantitative approach (Babbie & Mouton 

2001:49). Ontology is simply called the theory of reality. It is concerned with the 

assumptions made by humans in believing that a phenomenon is real (Scotland 

2012:10). It further encompasses realism (objectivity) and relativism (subjectivity) 

(Crotty 2003). Furthermore, ontology helps to envision the nature of reality and the 

beliefs of what can be known about that reality. Scott and Usher (2004) stipulate that 

ontology is essential to researchers as it enables them to understand what forms the 

world as it is known. It also aids the researchers to orientate their thoughts about 

epistemological beliefs related to the research problem (Khatri 2020: 1437).  

Ngulube (2019: 89) is of the view that underlying the positivist is quantitative 

epistemology. The positivist paradigm influenced the researchers in opting for a 

quantitative multi-method approach for the study. The paradigm has some level of 

influence due to its consideration of “reality” that is objective and external (Crotty 1998; 

Bryman 2012:36). Additionally, the influence also stems from positivist being deductive 

in reasoning and having its research strategy entailing quantitative method (Wilson 

2010; Dudovkiy 2018). Positivism further influences the researchers due to its 

flexibility; it enables the researchers to go for methods that they believe will address 

the research problem (Crotty 1998). To support this discussion, Creswell (2007:23) 

emphasises that researchers adopting positivist worldview will be able to apply 

multiple data collection techniques to address research questions. As a result, 

employing both quantitative and qualitative data gathering instruments (triangulation) 

in a study. Further allowed the researcher to combine the findings to be interpreted 

according to the objectives of the study. 

Epistemology is another component of paradigms that applies to how knowledge is 

acquired from various sources. Creswell and Plano-Clark (2018) define it as the logical 

basis for establishing possible knowledge and how it can be confirmed. Trochim (2000: 
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758) contends epistemology revolves around the ideology of how individuals come to 

know. To Saunders, Lewis, and Thornhill (2019), epistemology is the approach to 

creating meaning out of observations. The approach is based on the idea of 

independence of reality from human thoughts (Saunders 2012: 45). Meaning it 

depends on assumptions of the scientific approach to the development of knowledge. 

The epistemological approach was suitable for the study as it informs a wide variety 

of the study, which seeks to understand a phenomenon. Similarly, it gives the 

researchers an opportunity to extend, broaden and deepen their understanding of a 

phenomenon by putting faith in the data acquired. Flick (2015) and Ngulube (2015) 

view epistemological viewpoints as positivism (quantitative approach), interpretivism 

(qualitative approach) and pragmatism (mixed and multiple method approaches). 

3.3. RESEARCH APPROACH 

The research approach is a process and strategic plan that consist of broad principles 

and beliefs related to methods of collecting, analysing, and interpreting data (Edmonds 

& Kennedy 2013). On the same note, Creswell (2014) perceives research approach 

as procedures and plans in research including methods, assumptions, and data 

collection, analysis, and interpretation. It provides the direction that the study must 

take to provide the solution to the problem. The selection of the research approach is 

pertinent to the research questions, method and analysis applied and conclusion of 

the study (Bryman 2004: 36). There are three common research approaches identified 

by scholars include quantitative, qualitative, and mixed research methods (Fidel 2008: 

265; Johnson & Christensen 2008:280; Lapan, Quartaroli & Riemer 2012; Edmonds 

and Kennedy 2013; Leedy & Ormrod 2013; Ngulube 2013: 5-7; Creswell 2014:11-12; 

Eyisi 2016:92; Creswell & Creswell 2018:11). Furthermore, there are arising research 

approaches identified by other scholars, such as Participatory Action Research (PAR) 

approach (Babbie & Mouton 2001: 20-63) and Multimethod research approach 

(Esterberg, 2002: 37; Darbyshire, Macdougall & Schiller 2005; Creswell 2015; Marutha 

2020).  

It was important to briefly outline what each of the research approaches entails to 

better understand their influence on the researchers’ decision for the study. 



69 
 

Quantitative refers to the measurement of variables using statistical analysis, whereas, 

qualitative is primarily exploratory as it dwells on explaining a situation within a study 

(Creswell 2014: 11-12) through reasons, opinions, and motivations. Mixed methods 

integrate qualitative and quantitative approaches (Creswell & Plano-Clark 2018; 

Ngulube 2020; Creswell & Creswell 2018:12). In a mixed methods study, data is 

gathered, outcomes are combined, and the conclusion is made based on both 

quantitative and qualitative methods. The Participatory Action Research (PAR) 

approach according to Babbie and Mouton (2001:20) involves examining the problem, 

plotting steps to solve the problem, implementing, and analysing the outcomes. 

Another arising approach is the multi-method approach which uses multiple forms of 

qualitative or quantitative data (Creswell 2015: 3). It is significant to indicate that none 

of the approaches is better than the other. The decision of applying either one or two 

of them is influenced by the context, problem, purpose, and nature of the study 

(Creswell & Creswell 2018). 

In scientific research, whether one decides to incorporate qualitative and quantitative 

or combine various approaches from both in the study, the main objective is to 

emphasise the value of different approaches (Mik-Meyer 2020: 360). Both attempts 

for mixed-method and multi-method have been and still are welcomed and critiqued 

by scholars. Mik-Meyer (2020: 363) assert that this is proven by their continuous use 

which may eventually lead to common grounds. For this study, the researcher adopted 

a quantitative multi-method research approach. Quantitative multi-methods aim to 

perceive a communal phenomenon in its diverse aspects and to utilise more than one 

method that leads to multiple formats of data from the same phenomenon in the study. 

This study was quantitative multi-method in the sense that, a quantitative approach 

was used together with triangulation of qualitative methods in collecting, analysing, 

and interpreting data to augment or verify the quantitative findings (Ngulube 2013:6; 

Creswell 2014:201). The triangulation validates the researchers' use of different 

methods to approach the research problem. In the context of this study, this allowed 

the researcher to design data collection instruments with quantitative questions 

supported by qualitative ones (Bryman 2012:635; Ngulube 2013:6). The researcher 
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further combined the collected data and analysed it from both quantitative and 

qualitative perspectives (Fidel 2008:265-169). 

3.3.1. Quantitative multi-method approach 

As mentioned in the above discussion this study followed a quantitative multi-method 

research approach. Multi-method refers to the use of multiple methods typically 

quantitative and qualitative in conducting research (Creswell 2003; Tashakkori & 

Teddlie 2003:11). Each method is conducted rigorously and completes in itself in one 

study (Esteves & Pastor 2004: 70). The findings are triangulated to form a complete 

whole. The quantitative method was highlighted as it was the primary or dominating 

approach. Thus, quantitative multi-method. Creswell (2008) believes that a 

quantitative multi-method approach offers a better way of understanding the social 

world phenomena by viewing it through multiple lenses. The author further indicates 

that this is done by using broad methodologies responding to various issues than a 

single approach to the study. 

The quantitative multi-method was suitable for the study as it acknowledges that all 

employed methods have strengths and weaknesses (Esteves & Pastor 2004: 70). 

Thus, enabling the study to overcome each method’s weaknesses and limitations and 

uplift the strength resulting in reliable findings (McKendrick 1999: 43; Ngulube 2013: 

5-7). The quantitative multi-method approach come in handy when each of the two 

approaches (quantitative and qualitative) is insufficient to investigate a research 

question (Plano-Clark & Creswell 2008). The approach enhances the stability of 

findings through triangulation. This also minimises the bias (Ngulube (2013:7). Thus, 

improving the research quality and closing gaps created by methods (Marutha 2016). 

The researcher found it significant to briefly discuss “quantitative” as the dominant 

method within the multi-method approach. Creswell (2008) defines the quantitative 

approach as methods that entail the use of surveys and experiments to confirm or 

disconfirm the tested hypotheses. The characteristics of the quantitative multi-method 

approach involve data collection and analysis stemming from testing a hypothesis 

(Bryman 2012:35). This emphasises examining the existing relationships between 

variables to test objective theories (Creswell 2014). The purpose of the quantitative 
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multi-method in this study was to probe and measure circumstances based on 

statistical data (Marutha 2016). For instance, the total number of individuals 

advocating or opposing certain statements or the number of participants who 

responded with a yes or no to a question and finally the results being assimilated by 

the researcher (Creswell 1994:2; Marutha 2016). 

The collection of quantitative data enables the researchers to conduct a study from 

simple to extremely sophisticated statistical analyses that aggregate the data (Ahmad, 

Wasim, Irfan, Gogoi, Srivastava & Farheen 2019: 2828). The approach offers an 

appropriate way to learn about the population of the study, it depends on data gathered 

to examine the research questions about the sample population. This varies from the 

qualitative approach as it relies on verbal narrative such as written data, and the 

quantitative applies logic to conclude (Creswell 2014). For this study, qualitative was 

used to obtain an understanding of the way humans behave, their attitudes and their 

experience based on the observations and explanations (Ahmad et al. 2019: 2829). 

Therefore, qualitative methods were used as a subset in the data collection stage for 

augmentation to prove quantitative data. 

3.4. RESEARCH DESIGN 

The research design is the broader research format and plan that haunts researchers’ 

mind once they have selected an appropriate approach for the study. Research design 

refers to a systematic arrangement embraced by researchers to address research 

questions truly, unbiased, and precisely (William 2011: 25). It is the overall strategy 

chosen by the researcher to incorporate various constituent of the study coherently 

and logically (Thakur 2021: 175). This allows the researchers to address the research 

problem as it comprises the blueprint or plan (Babbie & Mouton 2001:74; Lo-Biondo 

Wood & Haber 2017:150) to facilitate the attainment of objectives for the study. The 

facilitation is highly possible as the design involves the procedure of ascertaining and 

indicating the issue(s) to be investigated and the best approach suitable to conduct 

the study on the issue(s). According to Wright, O'Brien, Nimmon, Law and Mylopoulos 

(2016: 97-98) the methods integrated within the research design depends on the 

beliefs in reality (ontology) and knowledge (epistemology) of the researcher. This is 
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frequently shaped by the subject area that the researcher of the study is linked to 

(Wright et al. 2016: 98). 

In either quantitative, qualitative, or mixed methods the researchers outline the 

strategy and steps of the plan suitable for the study (De Vos, Strydom, Flouche & 

Delport 2014: 312). The design serves as a significant research aspect as it aims to 

describe data collection tools to be utilised and their rationale (Bloomberg & Volpe 

2008:73). There are factors that determine the choice of the research design outlined 

by Hedges and Williams (2014:112). The factors include the research problem, aim or 

purpose, expertise, and desire of the researcher to generalise the findings. In addition, 

Creswell (2014) believes that the design of the study describes the type, correlational, 

semi-experimental, descriptive, experimental, meta-analytic and review and sub-type 

(e.g., descriptive-longitudinal case study), the problem of the study, data collection 

techniques and analysis plan. Based on the problem of this study, a cross-sectional 

survey design was adopted to obtain in-depth information on information management 

systems to protect patient confidentiality in healthcare centres. A cross-sectional 

design is popular in the field of social science research. Its popularity stems from the 

ability to examine data from a population or sample at one point in time. The 

researchers’ decision was based on the fact that the study was conducted at a single 

point in time. Furthermore, the topic of the study influenced the use of the design as it 

also addresses the information technology component. In that case, researchers 

acknowledged that the revolution of technology is unstoppable, therefore, the study 

should play a role in opening the way for longitudinal studies. For instance, based on 

the findings of the study, other researchers may perceive the need to conduct 

longitudinal studies regarding “information systems” within the healthcare sector. This 

may enable the healthcare centres to keep up with technology particularly the fourth 

and fifth industrial revolutions and the way information should be managed to maintain 

confidentiality going forth. In support of these ideas, Krathwohl (2009:692) highlights 

that cross-sectional “studies the changes, then compare current individuals at different 

stages on the variable of interest”. Based on Krathwohl’s definition, the researchers 

believed the study may open a pathway for more studies to track technological 

developments, implement information management systems, improve records 
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management strategies, and policies and continually maintain confidentiality within 

healthcare centres. 

3.4.1. Cross-sectional survey design 

A cross-sectional study is an observational study (Bryman 2012:58; Alexander, Lopes, 

Ricchetti-Masterson & Yeatts, 2015). This means the researchers gather information 

from individuals without any form of manipulation at one point in time. In this study, the 

exposure of the participants and results were measured consecutively by the 

researchers, making it a survey study. Furthermore, the study was survey because 

data were collected from the sample with the goal to rate the perspective, views, and 

orientations (Babbie & Mouton 2001:232). Bryman (2012:59) alludes that a survey 

study recommends data that is quantifiable. It mostly utilises a questionnaire in the 

data collection, according to Fink (2013:2), either self-administered by respondents or 

guided by the field researcher(s). The survey approach was suitable for the study as 

it seeks to obtain authentic data to understand the whole population by generalising 

the findings from the sample (Babbie 2007:244). 

The survey approach in the cross-sectional study is most appropriate as Creswell 

(2014:13) and Bernard (2013:245) underscore that survey study involves cross-

sectional and longitudinal studies. Hence “Cross-sectional survey design”. In a cross-

sectional survey, data collection is done at one time whereas, in a longitudinal, data is 

collected over time (Fink 2013:102; Creswell 2014:157), focusing on a group of 

individuals connected by a common trait. Although cross-sectional studies may be 

unable to supply precise data regarding cause-and-effect relationships due to their 

provision of a brief overview of a single moment in time, it has several advantages. 

One of the advantages is that it enables the researchers to differentiate several 

variables concurrently. The design is cost-effective and quick compared to other types 

of designs (Thomas 2020). For instance, a cross-sectional survey allowed the 

researcher to capture the current status of the information management system in the 

healthcare centre at a given point in time. Although cross-sectional studies can be 

quantitative, they can also be qualitative, mixed-method or multi-method (Cummings 

2017: 220). Bless and Higson-Smith (2013: 110) indicate that quantitative studies can 
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be categorised based on three aspects: the number of contacts the researcher make 

with the sample; the duration of the study and the essence of the research. 

Significantly cross-sectional is concerned with the number of contacts with the 

participants (Alexander et al. 2015). The design is most suitable for studies that intend 

to find the extensiveness of a research problem through a cross-section of the study 

population. Therefore, the design enabled the researcher to gather information on the 

topic from different groups of people (staff from different healthcare centres) in a short 

period of time to address the objectives of the study. 

Moreover, Bernard (2013:216-217) indicate that the survey design offers different 

ways of gathering data from the sample including interviews (one on one, focus 

groups, telephonic and online), and questionnaires (online and self-administered).   

Kumar (2019: 228) further add that the categorisation and measurement provisions of 

the data collected insist on more structured study designs to ensure validity and 

reliability. In support of this discussion, Bryman (2012:58-59) contends that survey 

research encompasses a cross-sectional design related to data collection through 

questionnaires or interviews at one point in time. This allows the collection of a body 

of quantitative or quantifiable data connected to multiple variables.  

3.5. POPULATION OF THE STUDY 

According to Bryman and Bell (2015), a population is the group of individuals, objects, 

or data of interest to the researcher. The study population forms part of the 

fundamental aspects of the research design. To Asiamah, Mensah and Otong-Abanyie 

(2017:1608) population is a very significant component of research as it is the primary 

source through which a sample is drawn. Based on the research questions Brewerton 

and Millward (2001:197) see population as the collection of constituents of inquiry 

suitable for the study such as employees and organisations. To identify the population, 

the researchers rely on the research questions and literature (Asiamah, Mensah & 

Otong-Abanyie 2017). This enables them to select the population in a position to 

provide relevant data to address the study objectives. Ngulube (2005) and Smith 

(1995: 87) argue that the researcher is liable to define the study population thoroughly 

prior to data collection. 
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The population for this study was drawn from six selected healthcare centres including 

three private centres (Unjani Clinic, Lotus Gardens and Oasis medic centre) and three 

public centres (Lotus Gardens clinic, Kalafong hospital and Tshwane district hospital) 

in the Tshwane region, South Africa. The healthcare centres were selected 

purposively by the researcher due to their close proximity and the researcher believed 

that they would provide the required data to achieve the objectives of the study. 

Furthermore, the proximity enabled easy access to the participants. The target 

population within the health centres included employees working in clinical 

administration and services, records, and information management units. These 

employees shared the common characteristics of working in healthcare centres in the 

Tshwane region. They were further responsible for creating and using medical records 

regularly during their healthcare services duties. Most particularly the records and 

information management unit, as they are accountable for managing records and 

ensuring they are available, accessible, and always protected. Some healthcare 

facilities divide the units into two including the “records management” and “information 

management” unit. In that case, the researcher combined them into one. These units 

were more relevant as they deal with filing and storing patients’ records, whether 

physically or electronically to execute their duties. See Table 3.1 for an outline of the 

total population of each selected healthcare centres. 

3.5.1. Sampling frame 

The sampling frame is a list which identifies each participant in the study population 

(Adams, Khan, Raeside and White 2007: 87). Babbie (2007:199) indicate that the 

sample frame must include approximately or all the target population. This means if 

all the attributes in a sampling population cannot be outlined, there will be no sampling 

frame for the study population. According to Welman and Kruger (2005: 47-48), until 

a sample frame is established, it is almost impossible to judge the representativeness 

of the acquired sample appropriately. In addition, Johnson, and Christensen 

(2004:193); Bryman (2012:187) point out that a sample frame will aid in ensuring the 

validity of the research results. 
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The participants’ sample frame was formulated using the staff establishments that list 

all the employees of each healthcare facility by sections, units, and positions 

(managers, administrators, librarians, clerks, and more). In support of this, Leedy and 

Ormond (2015:183) contend that Human Resource (HR) establishments can be used 

as a source of the population listed. Powell and Connaway (2004: 100) further suggest 

that the list of employees could be used during sampling. As such, the provided list 

was used to select employees in healthcare centres in different grades to participate 

in the study. The sample frame was also used to non-randomly select employees 

through purposive sampling for both quantitative and qualitative data collection 

instruments. Reason being that the selection of the sample was based on the 

population being small and the researchers’ knowledge of the target population 

(Kumar 2019: 370). 

3.5.2. Sample size 

Sample size refers to the number of participants from whom the researcher obtains 

the relevant information for the study (Kumar 2019: 365).  To Polit and Beck (2016: 

250) a sample is a “subset of population elements (humans or data subjects), which 

are the most basic units about which data are collected”. The population described 

above plays a vital role when the researchers draw a sample. Krathwahl (2009:574) 

clarifies that the sample size makes no difference, but how effectively the sample is 

combined for representation is significant. Although there are no standard regulatory 

rules for establishing a sample size (Ngulube 2005: 130), the researchers are required 

to rely on the assumptions and beliefs of other scholars (Marutha 2016: 121). In this 

case, Leedy and Ormrod (2015:184) propose that if the study population is 

homogenous, the sample size should preferably be smaller whereas if it is 

heterogeneous, the sample should be larger. For this study, the population was 

homogenous since it had slight variation (Research methodology n.d.: 15). To support 

this discussion, De Vos et al., (2011) and De Vos et al., (2012:224) outline that smaller 

sample sizes produce accurate data than larger samples. This may be due to better 

concentration and yielding of high-quality research and in-depth information. However, 

Leedy and Ormrod (2013:215) argue that for a sample to be representative of a study 

population, it must be larger. Leedy and Ormrod (2013:215) further emphasise that 
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researchers should observe situations, where the total study population is less than 

100, in such cases sampling, is not required as the researcher must study the entire 

population due to a smaller population. 

Based on the above discussion, the researcher for this study followed a non-probability 

sampling (non-random), covering the entire population. The total study population was 

95. Resulting in the total population being less than 100. Therefore, the researcher 

purposively covered the entire population in the study. To further support this Terre 

Blanche, Durrheim and Painter (2006:49) attest that when the sample is small, it is not 

commendable to use a random sample. Reason being the sample may not be 

representative of the entire population for the study. However, the study sample was 

100% of the total population, as a result, the sample size included ninety-five (95) 

participants from the records and information management section(s). Table 3.1 

shows the total population and the sample size from each healthcare facility selected 

for the study with their percentages. 
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Table 3. 1: Total population and total sample 

 

 

PRIVATE HEALTHCARE 

FACILITIES 

 

RECORDS AND INFORMATION 

MANAGEMENT STAFF 

TOTAL NUMBER 

OF POPULATION 

TOTAL PERCENTAGE 

OF POPULATION 

Unjani Clinic (Atteridgeville) 10 11% 

Lotus Garden Medical Centre 

(Pretoria) 

18 19% 

Oasis medical centre (Pretoria) 7 7% 

PUBLIC HEALTHCARE 

FACILITIES 

  

Kalafong Hospital 26 27% 

Tshwane District Hospital 20 21% 

Lotus Gardens Clinic 14 15% 

GRAND TOTAL & SAMPLE SIZE 95 100% 

NOTE % = PERCENTAGES   

In purposive sampling, the participants for the study were identified based on their 

daily duties and understanding of medical records, regarding their creation, storage, 

protection, and reliability. The researcher found it very significant to include the 

number of participants from the selected healthcare centres as illustrated in Table 3.1. 

This was done to outline the number of employees from each healthcare facility. In 

addition, the total number of the population was calculated in percentages. The 

preliminary study indicated that private healthcare facilities had fewer employees than 

public ones.  
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Practically the budget instructs the size of the sample (Boynton 2004: 320), since the 

population is not large, this serves as an advantage to the researcher in terms of 

budget. Punch (2006:50) is of the view that sampling is meant to minimise studying 

entire population, which can be costly and time-consuming. Glen (2018) refers to 

sampling applied in this study as total population sampling, which is a kind of purposive 

sampling that encompasses an entire population of interest. According to the author, 

this is only done when population is small. Gathering data from the entire population 

frequently provide an in-depth understanding into a target population than fractional 

samples (Lavrakas 2008). In that case, the study has potential to grant the researcher 

to paint a complete picture. Additionally, Canonizado (2021) is of the view that total 

population sampling is small and well-defined. For this reason, most researchers 

consider it as their sampling method. Since total population sample is form of 

purposive sampling, the researcher for this study further discussed purposive 

sampling procedure. 

3.5.3. Purposive sampling procedure 

Sampling refers to the method of selecting a sample from a population to become the 

basis for the assessment of interested data (Kumar 2019: 292). When conducting 

sampling, the population should be defined, and the sample systematically drawn 

(Hernon & Schwartz 2009:1). According to Adams, Khan, Raeside and White (2007: 

81) sampling in quantitative study aims to draw inferences with a focus on the 

objectives about the study population. This study followed a non-probability sampling 

called the purposive sampling method. Patton (2002) explains purposive sampling as 

the procedure used for identifying and selecting sources of rich information related to 

the subject of study. Purposive sampling enables the researchers to create a criterion 

to select participants who will provide desired data (Kumar 2019). For Khothari (2004) 

this method was suitable because of the duties or activities of the selected population. 

For instance, the researcher also identified manager(s) within the records and 

information management units as the key source of data due to their work requiring 

the use of medical records during healthcare services. In purposive sampling, it is 

significant for the researchers to note the expertise and knowledge that the 

participants acquire to obtain relevant and accurate data for the study (Kumar 2019). 
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Palinkas, Horwitz, Green, Wisdom, Duan and Hoagwood (2013:2) outlines the types 

of purposive sampling as extreme case, typical case, maximum variation, 

homogeneous, and total population case. Based on these types, the researcher 

adopted the “total population case”. The researcher selected participants purposefully 

for both quantitative and qualitative instruments collecting data using the population 

identified for the study. Reason being that the study sample was chosen based on 

non-random standards. As such, not all elements of the population stand a chance of 

being included in the study (Kumar 2019). Participants who were able to supply 

accurate information were selected to achieve the objectives of the study. As such the 

participants' selection was influenced by their use of medical records and their liability 

to protect such records within the healthcare centres.  

3.6. RESEARCH METHODS 

Creswell (2014: 247) describes research methods as the procedure where mainly the 

approach for the collection of data, analysis, and interpretation is presented by the 

researchers. Techo (2016:5) defines data collection as a process where both primary 

and secondary data are collected. The data collection procedure involves the tools 

utilised in the collection of data from the sample of the study. The most known and 

utilised methods of gathering data are qualitative and quantitative (Marutha 2016: 

126). In the qualitative method, a sample is studied comprehensively whereas, in the 

quantitative, data is collected in statistical form (Creswell 2009: 9). Data collection 

methods or techniques depend on the objectives to be addressed and research 

questions to be answered, in this study, multiple collection methods were found 

necessary to address objectives accordingly. As a result, quantitative multi-method 

approach was applied. The reason being that the quantitative method aided in 

confirming the participants’ understanding of the study outcomes and qualitative data 

supplemented by explaining the understanding and interest of the population. This is 

supported by Creswell (2007: 4) stating that the use of both methods in data collection, 

analysis and integration improves the research quality and minimises bias, limitation, 

and weakness. The use of multiple methods in collecting data is referred to as 

“triangulation” (Thurmond 2001:256). Triangulation enables the researchers to 

integrate multimethod to achieve multiple results from different perspectives. 
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Additionally, Marutha and Ngulube (2012: 46) allude that using several data collection 

techniques in the same research is highly commendable.  In this study, data were 

gathered through questionnaires, interviews, content analysis and observations 

(Mouton 2002:110; Ngulube 2015:127). This accomplished empirical and 

epistemological outcomes through various methods. Moreover, Mouton (2002: 110) 

contend that this is done by assuring that the weaknesses of the instruments are filled 

by the strengths or advantages of the other. 

3.6.1. Questionnaires 

A questionnaire refers to a composed set of questions, to which participants provide 

answers (Kumar 2019: 222). Most scholars recommend questionnaires due to their 

simplified generation (Bless, Higson-Smith & Sithole 2013). To Silverman (2017) 

questionnaires are a preferred data collection tool used to gather data using statistics. 

In the same vein, Mavodza (2010: 110) indicates that with a questionnaire, statistical 

data about the sample can be studied and questions on demographic data and 

opinions may be answered. Bless and Smith (1995:115) highlight that prior to 

constructing a questionnaire, the researchers must consider the problem of the study 

to be investigated to formulate questions that will address the objectives of the study. 

In addition, Babbie and Mouton (2001:239) provide that the layout and aesthetics of 

the questionnaire need to be considered to attract the participant including appropriate 

instructions and covering letters to participants. Marutha (2016) underscores that the 

questionnaire should be constructed in a manner that is short, clear, and unambiguous 

language. It must further be pre-tested to ensure reliability (Babbie 2007:257; Leedy 

2005: 191). 

According to Leedy and Ormrod (2013), a questionnaire has two types of questions 

including open and closed-ended questions. Close-ended questions permit 

participants to provide one-word answers or by choosing answers from the list 

provided by the researchers. Open-ended questions enable the respondents to supply 

detailed responses, opinions, and views on the subject matter (Flick 2018). For this 

study both question types were assembled uniformly, nevertheless, the dominant 

question were closed-ended due to the study following a quantitative multi-method 
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approach, see Appendix E for the questionnaire. The decision for a questionnaire was 

influenced by its benefits. Questionnaires are not costly and require few resources in 

their construction (Leedy & Ormrod 2013:191). However, due to their self-

administration questionnaires are bound to be biased because the researcher cannot 

control how participants apprehend questions (Bernard 2013:222). The questionnaire 

was intended to collect both subjective and objective data in a sample of the study 

population in order to obtain results that are statistically significant. 

In this study, the questionnaires were administered manually or electronically by email 

to participants of the study. This was because questionnaires save travelling costs and 

participants become comfortable when answering without the researcher (Leedy & 

Ormrod 2013:191). In response, the manual questionnaires were submitted to the 

selected units within the healthcare centres whereas the electronic one may be 

forwarded to the researcher’s email. The researcher acknowledged the inability of 

having no control over the response rate of the participants. However, the advantage 

of this study was that it was a quantitative multi-method and follows triangulation in its 

data collection. This meant the gaps opened by the questionnaire, may be closed by 

the interviews, observations, and content analysis.   

3.6.2. Interviews 

An interview is a data technique that uses dialogue between the researcher and the 

participant (Bless & Higson-Smith 2013:109). Interviews are regarded as another way 

of collecting survey data (Babbie 2013). Nayak and Sigh (2015) view interview as 

verbal questionnaires where the researcher can clarify, and participants become more 

expressive. The interviews allow the researchers to acquire data that may have not 

been obtained in the questionnaires and content analysis (Creswell 2009:179). 

Interviews provide qualitative and exploratory data. To support this, De Vos (1998:358) 

indicates that from a qualitative point of view, the researcher confronts a direct and 

absolute comprehension of a phenomenon of the study. Interviews build the 

researcher-participant relationship (De Vos et al. 2014:342). For Patton (2015: 495) 

this relationship needs to be handled ethically due to ethical dilemmas that can derive 

from interviews. This study used interviews as the secondary data collection tool for 
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qualitative data. Interviews were used to collect participants opinions, experiences, or 

perspectives on a topic of the study. The interviews followed a semi-structured 

schedule using open-ended questions. This enabled the respondents to provide in-

depth information. Brewerton and Millward (2001:70) indicate that this eliminates 

restricting participants to provide more information. The authors further add that the 

semi-structured approach encompasses components of quantifiable data and a facility 

to explore and probe areas of interest. To attain reliability the interview guide was also 

pre-tested to disclose question errors and improve their standards. 

The use of interviews entailed some benefits to the study, including the provision of 

in-depth information, flexibility, high response rate and validity (Denscombe 2010:192-

193). There are also cons involved in the interviews which include time-consumption, 

reliability, biasness, and lack of anonymity (Bless & Smith 2000:108). For this study 

interviews were conducted with the managers or seniors of records and information 

management experts at the healthcare centres, see Appendix G for an interview 

schedule. The records and information experts were selected purposively due to their 

wide knowledge and experience in information management systems within the field. 

They were therefore capable of providing sufficient in-depth information that may 

mostly likely address the key objectives of the study. Based on the availability of the 

participants, the interviews were conducted face-to-face and telephonically (Creswell 

2009:181) or computer-assisted interviews (e.g., Microsoft Teams or Zoom). The 

interview schedule was designed outlining all the questions addressing study 

objectives. The researcher asked for a consent from the participants to record the 

interview sessions on an audio recorder. Regarding data saturation, in interviews, 

when the researcher began to hear the same comments again and again. This meant 

that data saturation has been reached. This indicated that it is then time to stop 

collecting information and start analysing what has been collected (Saunders, Sim, 

Kingstone, Baker, Waterfield, Bartlam, Burroughs & Jinks 2018:1898). 

3.6.3. Observations 

Observation refers to an act of recognising and noting an occurrence as it takes place 

(Merriam-Webster 2022). Ritchie and Lewis (2003: 35) define observations as the data 
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gathering procedure where the researcher oversees the actions and experiences 

without any intervention. The observations were a follow-up by the researcher. This 

enabled the researcher to check if what was said by the participants was being 

practised. Kumar (2019: 274) defines observations as the purposeful and selective 

manner of viewing and attentively listening during social interaction. Observation can 

also be structured, semi-structured or non-structured. In structured observations, 

Ngulube (2003: 225) indicate, researchers gather quantitative data based on the 

records of only frequencies or duration of specific predefined occurrences and vice 

versa for non-structured observations. Semi-structured observation is based on 

planning, for instance on an agenda or checklist as a reminder to the researchers. 

According to Babbie (2007:45) observations can be divided into two types including 

participant and non-participant. Participants in the sense that the researcher includes 

themselves into the group to study how they conduct themselves. In non-participants, 

the researcher studies the subjects from the side-lines.  

However, for this study, the researcher used non-participatory observation with a 

semi-structured approach.  Observations were used in addition to the interviews on 

the same schedule. Observations were used to collect observable data, for instance 

watching participant behaviour, and events, or noting physical characteristics in their 

natural setting. Furthermore, an additional observation checklist was used to remind 

the researchers of the key pointers, see Appendix H for a checklist. The advantage of 

non-participants is that it is generally cheaper and fast. The approach does not 

consume time and resources are not required. Non-participant observation further 

allowed the researcher to gather more realistic data due to participants not being 

aware that they are being observed. However, the disadvantage of this procedure was 

that access to the premises may be restricted to the researcher. Mainly because the 

researcher may be confounded to an intruder by the institutions (Marutha 2016). 

Furthermore, the researcher faced data reporting limitations due to confidentiality 

within the health facilities. 
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3.6.4. Content analysis 

Content analysis is described by Gross (2018) as a kind of qualitative study that utilises 

a standardised process to assess the records, systems, documents, or archival 

evidence to answer questions raised in the study. The author further stipulates that 

the content analysis involves consecutive assessment, review, and interpretation of 

data to gain meaning and empirical knowledge of the phenomenon being studied. This 

analysis helps the researcher to study the available documents of the organisation 

with an intention to distinguish the scope covered (Ritchie & Lewis 2003: 35). 

Moreover, the administrative systems can be analysed through content.  

The researcher further analysed the systems used for records administration. Mainly 

because these systems are used by healthcare professionals in their daily duties. This 

had a considerable value as a resource for the study because these systems collect 

high frequency and large volumes of patient data.  Bowen (2009: 29) outlines, content 

analysis is an invaluable part of data collection when there is a combination of 

methodologies in the study of the same phenomenon. The author further attests that 

content analysis is often used due to the variety of ways in which it can support and 

strengthen the research. In the same vein, Gross (2018) adds that content analysis 

may be applied as a standalone or as a component of mixed methods where it is used 

to triangulate findings from alternative instruments (questionnaires, interviews, and 

observations). The analysis method is commonly used to gather data from internal 

systems and documents such as policies, procedure guidelines, and other pertinent 

records or documentation (Creswell 2009: 181). The collected data was used to 

establish authenticity, credibility and quality of the systems and documents that guide 

the management of medical records and the current state of this management (De 

Vos et al. 2014:380). This assisted the researcher in further determining the 

challenges that enabled further recommendations from credible scholars within the 

field of study. 

According to Gross (2018) the documents used in the analysis corroborate or refute 

or expand the findings across other data instruments which aid to guard against bias. 

The researcher shares the same sentiment with Gross (2018). The data collected from 
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questionnaires, interviews, and observations, were corroborated, or refuted or 

expanded by content analysis making the findings more credible and accurate. 

Frankfort-Nachmias and Nachmias (1996:226) outline that using the triangulation 

technique is immensely commendable. In that case, the study used content analysis 

to examine records management systems and documentary evidence to answer 

questions derived from the objectives addressing policies, and procedures. See 

Appendix I for content analysis checklist Moreover, some of the main advantages of 

the analysis include high-quality data, openness, low costs, and retrospective 

(Creswell 2009:180; Sarantakos 2013:313 & De Vos et al. 2014:382-383). 

Nevertheless, the analysis further comes with disadvantages, such as lack of 

accessibility, incomplete data, and personal data (Creswell 2009:180; Sarantakos 

2013:313; De Vos et al. 2014:382-383). 

3.7. DATA ANALYSIS 

Johnson (2022) describes data analysis as the procedure of filtering, converting, and 

forming data to uncover usable data for the presentation and interpretation of the 

findings in the study. Bless and Higson-Smith (2013: 163) define the analysis of data 

as the procedure of examining data through descriptive and quantifiable instruments 

to encounter data that may aid in solving a problem or deciding. The process entails 

arranging data into categories, ordering, manipulating, summarising, and explaining 

meaningful concepts (Brink, Van der Walt & Rensenbury 2012: 170). Also contended 

by Singleton and Straits (2010:498), in the survey study the analysis procedure 

includes rubbing out and summing data with an intention to correct errors and clear 

them. The main purpose of the analysis is to determine what the collected data means 

(Johnson & Christensen 2008:37) and answer the questions and objectives guiding 

the study. Singleton and Straits (2010:497) further elaborate that it enables the 

researchers to compare data gathered against the theory and literature outlined in 

chapters one and two. 

In this study, conjunction of various methods was applied in the data analysis. The 

reason was that the data were collected independently from quantitative and 

qualitative methods. Modiba (2021: 92) share the same sentiment when indicating that 
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since the researcher applied multiple research methods, data analysis was 

approached in the same manner. This is supported by Creswell (2003: 217) in that 

upon the application of triangulation of multi-methods in data analysis, the researcher 

may include, combine, and differentiate data from qualitative and quantitative sources. 

It is then expected that once the researcher uses multiple data collection tools, even 

the data analysis should differ to allow for a proper analysis of the collected data. 

Quantitative analysis was applied to analyse numerical or statistical data. The 

qualitative method was applied to highlight the opinions, suggestions, views, and 

arguments on the problem of the study. The researcher further used a descriptive 

survey approach in quantitative analysis and interpretive techniques to provide a 

qualitative understanding of the views and opinions of participants (Lewis & Ritchie 

2003:3). Both data analysis approaches play a collective role in the effective analysis 

of data and provision of accurate and reliable findings.  

The data analysis involves tools to assist the researchers in cleaning, organising, 

arranging, and presenting the data (Babbie & Mouton 2001:410). For this reason, the 

researcher saw the importance of specifying the data analysis tools that were used for 

the study. One of the common tools is ATLAS.ti which is used by scholars in data 

analysis (Leedy & Ormrod 2013:342). The purpose of ATLAS.ti is to assist researchers 

to uncover and systematically analyse complex phenomena in unstructured data. 

Furthermore, Microsoft (MS) Word processing was used. According to Leedy and 

Ormrod (2013:342), MS Word is popular for qualitative data interpretation and 

organisation. Additionally, MS Excel spreadsheet is another software that is significant 

in sorting data in themed rows and columns for analysis (Lewis & Ritchie 2003). The 

researcher acknowledged that there are other tools that may be used however, such 

tools may not add any value to the data analysis. The reason being that the researcher 

believed that the selected data analysis tools were sufficient for both quantitative and 

qualitative. Leedy and Ormrod (2013:274-276) entail that the spreadsheets can 

automatically develop formulas to calculate data captured within the tool. In this study, 

the researcher utilised ATLAS.ti in data analysis supplemented by Microsoft Office 365 

suite encompassing MS Word and MS Excel in data presentation. All the data was 
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backed up on OneDrive, an online storage service offered by Microsoft to minimise 

the risks of data loss under any circumstances. 

Furthermore, in the data presentation, the researcher used organised and well-

calculated data pertaining to the study including tables, graphs, and pie charts to name 

a few. The quantitative data were presented using figures, charts and tables, and 

calculations (e.g., percentages based on the number of responses) with the MS Excel 

spreadsheet. The qualitative data was presented in text using explanations, 

descriptions, and narratives in MS Word (Marutha & Ngulube 2012: 46). The 

quantitative and qualitative data were analysed thematically guided by the research 

objectives to present different elements of the study. This made it simpler for the 

researcher to interpret the data. Qualitatively analysed data was combined with charts, 

tables, and pictures that address the same research questions and objectives in 

chapter four. The data was presented thematically as per objectives for coherency and 

flow. All the final data that the researcher believed represented the findings of the 

study was copied and pasted in chapter four for presentation and interpretation. The 

main aim of presenting the findings was to ensure that all data analysed from various 

sources is integrated and connected to the study. Moreover, ensure it is 

understandable to the viewers or the readers. In the interpretation, the researcher 

indicated how the findings respond to the research questions and addressed the 

objectives of the study. Bernard (2013:501); Fink (2013:141-157) and Creswell 

(2014:165) emphasise that this further enabled the researcher to draw conclusions 

and inferences based on the outcomes of the study. 

3.8. VALIDITY AND RELIABILITY 

Validity and reliability are considered prominent concepts used in the methodology of 

the research. The rationale of these terms is to ensure data collection tools from the 

quantitative and qualitative approach are tested for their validity and their reliability 

prior to the actual gathering of data for the study (Hernon & Schwartz 2009:73). Validity 

is related to the expanse to which results of the study can be generalised to the 

broader population (Creswell & Miller 2000: 126). It refers to the appropriateness of 

each step in the research process. Validity ensures authenticity, credibility, and 
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trustworthiness (Creswell 2014:201). In this study, validity was applied to the research 

instruments utilised to gather the data from the participants. The study aims to 

investigate identifiable information management systems to protect patient 

confidentiality. The questions in the interview and questionnaire for the study should 

relate to the information systems and the protection of patients’ confidentiality. 

Consequently, the study instruments will be measuring what they are designed to 

measure (Creswell 2014:201). This is supported by Smith (1991: 106) noting that there 

should be a logical link between questions in the research tool and the objectives of 

the study. The establishment of the link indicates the validity of the instrument (Kumar 

2019: 343).  

Reliability to Pickard (2007: 21) regards ensuring a proper balance of the results of the 

study supplementary in different times and locations. The balance comes from the fact 

that the research tools can supply equivalent findings when repeated using the same 

situations. Reliability illustrates the predictability, truthfulness, and consistency of the 

research tools, the greater the reliability, the greater the accuracy (Kumar 2019: 346). 

However, Bhattacherjee (2012: 45) explains that it is unattainable to obtain a study 

that is 100 percent correct and precise due to certain factors including respondents’ 

mood, nature of the interaction, and wording of questions which may affect reliability. 

The researcher conducted a pre-test of the research instruments before they are 

deployed to the sample of the study. Babbie (2007:257) share the same views, the 

author indicates that data collection tools must always be pre-tested to identify 

mistakes, errors, and questions that participants may not understand. Flick (2014: 91) 

highlights that it is vital to pre-test the research instruments on a smaller scale prior to 

deployment. The pretesting further allowed the researcher to improve the research 

instruments after the pilot study. 

Based on the above discussion, the researcher ensured validity and reliability by 

conducting a pilot study. As a result, ten questionnaires for a pre-test were 

disseminated with a checklist to each healthcare centre (two participants per 

institution) identified for the study, see Appendix F for pre-test questionnaire. The pre-

test for the questionnaire was significant as it forms the primary tool of data collection. 

The feedback enabled the researcher to ascertain whether the data collection 
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instruments address the research questions and objectives for validity and determine 

the consistency for reliability (Brewerton & Millward 2001:199-200). Furthermore, the 

researcher also established whether the sample would provide relevant data related 

to the subject matter. Thus, ensuring that data collection tools are improved to produce 

high-quality data and valuable research findings for the community of knowledge 

(Babbie & Mouton 2001:119; Ngulube 2005:135). As result United States (U.S) 

General Accounting Office (2013) indicate that quantitative tools for reliability 

regarding consistency in the findings. Moreover, for qualitative tools to also be tested 

for trustworthiness is vital.  

Trustworthiness is defined as the degree to which research data provides an 

accurate reflection or measure of the topic or variable under consideration (Murchison 

2010:121). Trustworthiness was most applicable to the qualitative data in this study. It 

encompasses a set of criteria including:  

Credibility is equivalent to internal validity or matching what is observed with 

theoretical ideas. The researcher achieved credibility of the data and information by 

recording and note-taking simultaneously. The researcher used triangulation to serve 

as evidence that the research findings are credible. 

Transferability is parallel to external validity or the degree to which findings can be 

generalised across social contexts (Polit & Beck 2016:560). Transferability was 

achieved through a dense description of the demographics of the participants. The 

findings of this study could be applicable to other hospitals because a rich description 

of the results with supporting direct quotations of participants were included for other 

researchers to be able to make judgements about transferability. 

Conformability is used as a synonym of construct validity to mean the researcher’s 

objectivity and neutrality. Voice recordings were used, and field notes were taken 

during the interviews to increase the confirmability of the research. 

Dependability is used synonymously with reliability in qualitative research and 

neutrality (Riege 2003:76). It refers to the establishment of data over time. Conditions 

were assured by collecting, recording, transcribing, and translating information as 
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accurately (Polit & Beck 2016:559). To demonstrate this criterion, some direct 

quotations and non-verbal cues from participants’ interviews were considered. 

3.9. ETHICAL CONSIDERATIONS 

Ethics addresses the issues that concern the behaviour of the researcher and the 

effect that the research brings to the participants of the study. Neuman (2014: 142) 

view research ethics as the issues that come up when conducting the study. According 

to Ngulube (2015:128), researchers should observe ethical issues at all phases of 

research. Given that these issues have the potential to affect the research process. 

Creswell and Creswell (2018:90) highlight the ethical concerns that require attention 

due to their reflection throughout the research process and concerning various aspects 

of research. Marutha (2016) add that the language also forms part of the research 

ethics. For this study English formed as the primary language. This was influenced by 

the English language being the language of instruction for studies at UNISA (2010: 4). 

Moreover, the researcher acknowledged that all the sources that were used to support 

the ideas, views and arguments for the study were cited. According to Terre Blanche, 

Durrheim and Painter (2006:76-77); UNISA (2016) this assisted the researcher to 

circumvent infringing or plagiarising the information acquired from various scholars, 

documentation, authority, and other sources. This is mainly because such practices 

portray unprincipled, dishonourable, and unprofessional behaviour or conduct 

(Coetzee 2003:119; UNISA 2016:5). 

The researchers need to understand the ethical dilemmas that can arise during the 

study (Mahesh & Neena 2011: 15-16). This study was carried out ethically guided by 

the considerations of the University of South Africa (UNISA) ’s policy on ethics of 

research (2016). According to the UNISA research policy (2016: 12) researchers are 

obliged to honour and guard the virtue, privacy and confidentiality of respondents or 

organisations of the study. The researcher ensured that the participants’ data utilised 

within the study was sufficiently secured to halt potential loss, destruction and/or 

unlawful access guided by POPIA (2013). The researcher further took accountability 

to ensure that respondents and institutions are certainly not subjects to hazards not 

precisely affiliated to the methodology of the study. The researcher distinguished 
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possible risks to respondents and take measures to keep away from them. This 

implied that if risks constitute the study, actions would be taken to minimise 

endangering participants and ensure that participants are guarded. Individual 

participation was voluntary, supported by the informed consent outlining the purpose 

and the extent of using the information provided (UNISA research policy 2016: 13). 

The informed consent was created for both the survey and interviews, see Appendix 

C. This meant that these data collection tools had a built-in informed consent form. 

The purpose of this was to make it easier for the researcher to ensure that the data 

collected has been consented for. For telephonic interviews and email returned 

questionnaires, the consent forms were signed and sent over email by participants. 

However, for physical questionnaire delivery, the researcher ensured that for each 

participant a consent form is signed upon retrieval. Consecutively, for one-on-one 

interviews, the consent form was signed by the participants prior to the interview 

session. 

Accordant with POPIA (2013) research guidelines and code of practice dictate the 

administration of subjective information, its purpose and transmission nationally in 

South Africa. Participants were imperative and prominent associates in this study. The 

researcher therefore respected and protected the rights and interests of participants 

at every stage and level of research and acknowledge their contribution. The 

researcher also sought permission from the six selected healthcare centres for 

participation in the study by sending out letters, see Appendix B for letters of request 

to each healthcare facility. When the healthcare centres accept the requests, the 

ethical implications were observed throughout the study. The ethical implications 

included but were not limited to the consent form; contribution; integrity for obscurity, 

discretion, and ethics for privacy (Fouka & Mantzorou 2011: 1). Therefore, the entire 

study was guided by the following documentation: processes for research studies for 

master’s and doctoral degrees of 2011, UNISA ’s policy on research ethics of 2016, 

policy for master’s and doctoral degrees of 2008, policy for copyright infringement and 

plagiarism of 2005, and language policy of 2010; and Protection of Personal 

Information Act, Act No. 4 of 2013. 
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3.10. EVALUATION OF THE RESEARCH METHODOLOGY 

Evaluation is a group of research procedures or methods pertaining to a respective 

purpose of the study (Stern 2004). It supplies the means to review activities concerning 

morals, principles, and standards when conducting the research. Notwithstanding, the 

evaluation also pursues to strengthen the efficiency in the collective dimension, 

decision and policymaking. In doing so to improve as well as judge the accuracy or 

effectiveness of followed procedures. Thereby outlining a necessity to describe what 

transpired and different measures are taken to ensure various results are obtained 

(Stern 2004). This study was conducted based on a positivist worldview using the 

quantitative multi-method approach. The quantitative multi-method approach through 

triangulation, used questionnaires, interviews, observation, and document analysis. 

The rationale of triangulation was to ensure that quantitative data gaps are 

complemented or substantiated or supported by qualitative explanatory data from 

interviews and observations. 

Nevertheless, the researcher acknowledged that certain problems or challenges may 

be faced during the study. Based on the common problems faced by other researchers 

in the field of study scholars such as Ngoepe (2008); Ngulube (2015); Marutha (2016, 

2020) and Modiba (2021), the researcher for this study encountered certain 

challenges. One of the common problems faced relates to the permission to use 

facilities selected for the study, low levels of literacy, distribution and completion of 

questionnaires, withdrawal on the interview attendance and cut-off communication 

particularly over email due to organisational change of emails. Based on these 

common challenges there were further delays in the duration of data collection and 

permission from healthcare facilities to participate in the study. 

Nevertheless, regarding the participants who may withdraw their participation in the 

study, the researcher applied the technique proposed by Bernard (2013:220). The 

technique is referred to as “sampling by convenient replacement”, it was applied by 

locating a replacement for participants who withdraw from the study. The new 

participants had similar characteristics and qualities to the previous participant. 

Furthermore, the researcher embraced the use of the quantitative multi-method 
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approach since the findings from both quantitative and qualitative data complemented 

each other. Thus, providing reliability, trustworthiness, and improved quality results for 

the study. 

3.11. SUMMARY 

This chapter discussed the research methodology in conducting this study. The 

chapter covered a step-by-step outline of the research activities performed during the 

study. The activities include the research paradigm, approach, design, sampling 

procedure, data collection, analysis, and presentation of the finding as well as ethical 

considerations. Throughout the research process, the researcher supported their 

ideas and research base decision with credible sources from scholars in the field of 

this study. For instance, this was to explain why or how certain paradigm(s) or 

approaches were used in the study. Another critical component of the chapter was the 

study population, the researcher had to ensure that the population opted for is relevant 

to the topic of the study to acquire a sample that will be able to provide data that may 

answer the questions of the study. The researcher further considered the ethics of 

research to circumvent unethical issues that may arise surrounding referencing, 

plagiarism, and participant informed consent. The next chapter analyses and present 

the outcomes of the study based on data collected from participants using 

questionnaires, interviews, observations, and content analysis. The data will be 

presented using figures, tables, charts, and graphs supported by explanations or 

descriptions. 
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CHAPTER 4 

ANALYSIS AND PRESENTATION OF THE FINDINGS 

 

4.1. INTRODUCTION 

The previous chapter disclosed the research methodology that was used in this study. 

Accordingly, covering the research paradigm, approach, design, sampling techniques, 

data gathering and analysis. The chapter furthers the evaluation of the research 

methodology, ethical considerations, validity, and reliability of the data gathering 

instruments of the study. This chapter presents the study’s data analysis and critical 

findings thematically as guided by the objectives. Given that the researcher used 

questionnaires, interviews, observation, and content analysis for quantitative and 

qualitative data, Bryman (2012:635) and Ngulube (2013:6) allude that the salient point 

of the extended data collection instruments is to support the quantitative questionnaire. 

In the data analysis and presentation of the findings, the researcher applied the 

quantitative multi-method approach to triangulate the data gathered from four data-

gathering techniques. Data presentation tools are dynamic communication tools that 

can break down data collected (Anesthesiol 2017: 270). This was done by ensuring 

that data was easily comprehensible and readable while captivating and keeping 

readers’ interest. Moreover, the presentation efficiently manifests a substantial amount 

of complex data in a simplified manner. According to Babbie (2004:490), this provides 

readers with efficient information to discern their interpretation based on the presented 

data. 

During data collection, interviews were arranged with eight information and records 

management unit managers from different healthcare facilities, but only five were 

conducted with senior managers. This was because some managers dropped out of 

the interviews under undisclosed circumstances. The researcher then approached the 

second-line managers to replace three managers. The interview participants were 

coded using the letter “P” for the participant and the number. The code ranged from 

P1 to P8, reflecting the number of managers. The interview questions were more 



96 
 

specific, direct, and subject related as the researcher believed that the managers 

acquired more comprehensive knowledge on the topic of the study. 

Furthermore, the quantitative data was evaluated using an MS Office Excel 

spreadsheet to update the response rate pivot table as the respondents returned the 

questionnaires. Upon their return, quantitative data was captured into the analysis 

spreadsheet. The figures were converted into percentages and presented in chart 

format. The qualitative data from questionnaire open-ended questions, observations, 

content analysis, and interviews were outlined and evaluated in MS Office Word, 

categorised by study themes. In the content analysis, some healthcare facilities could 

not provide any documents for assessment due to their non-existence. 

The questionnaire and supplementary data gathering instruments aligned with the 

study objective, and questions were coordinated into eight main sections or headings. 

The sections focused on the demographic data, the nature of information systems to 

protect the confidentiality of personally identifiable information (PII), assurance of 

confidentiality for PII, trust with patients about the confidentiality of PII, policies and 

procedure guidelines for the management of confidential PII, challenges for the 

protection of confidential PII, strategies for maintenance of compliance to POPIA, 

solutions for the protection of PII. 

4.2. ANALYSIS OF RESPONSE RATE   

The study targeted information and records management officials from six healthcare 

centres in the Tshwane region, South Africa. In collecting data presented in this 

chapter, the primary data gathering instrument was a questionnaire aligned with the 

nature of the study being dominantly quantitative. Supplementary tools, including 

interviews, observation, and content analysis, were applied to fill in the gaps left by the 

questionnaire data. A total of 95 questionnaires were disseminated to 95 participants 

in various post levels in six selected healthcare facilities. 

In the review of the distribution of the questionnaire per healthcare centre, as reflected 

in Table 3.1, ten (11%) questionnaires were distributed to Unjani Clinic (Atteridgeville), 

18 (19%) in the Lotus Garden Medical Centre (Pretoria), six 7 (7%) in Oasis Medical 

Centre; 26 (27%) in Kalafong Hospital; 20 (21%) in Tshwane District Hospital and 14 
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(15%) in Lotus Gardens clinic. The study included the entire population due to the 

small population size. Overall, 95 questionnaires were successfully returned to the 

researcher leading to a 100% response rate for the study. However, a 100% response 

was ensured by the researcher after some questionnaires needed to be completed or 

answered, particularly by entry-level employees of the healthcare facilities. The 

researcher held a meeting with the facilities' managers of the Information and records 

managers with the majority of incomplete questionnaires. The healthcare 

management indicated that questionnaires might be provided to all the employees 

under the direct supervision of their unit management. In addition, temporary 

employees were keen to replace employees on leave. As a result, a 100% 

questionnaire response rate was obtained. The involvement of managers was 

effective; 80% of the questionnaire questions were answered. 

4.3. PARTICIPANTS’ DEMOGRAPHIC DATA 

In this subdivision, the study desired to understand the demographics of the study 

population. Demographic data is statistical data gathered based on the characteristics 

of the targeted population in the study (Rusmanica 2022). Demographic information 

allowed the researcher to apprehend specific background characteristics of the target 

population. In doing so, the questionnaire for this study included general questions to 

provide participants’ attributes. Such questions focused on genders, age groups, 

qualification levels, and job titles. The reason was to ensure that the study sample is 

conventional of the whole population drawn on shared differences. 

4.3.1. Respondents per gender and age group 

The researcher identified the balance among participants through their gender 

representativeness. The aim was to ensure that both males and females were 

represented. Research literature has shown that gender bias significantly affects the 

research content. The integration of gender analysis in the research enhances the 

quality and improves the acceptance of innovation in the field of knowledge (University 

of Barcelona 2022). The study’s findings revealed that the male participants were 30 

(32%) and the females were 65 (68%). Figure 4.1 shows the outline articulated. The 

gender influenced the study in that females had stronger self-regulation than males, 
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they were more persistent and committed in their participation than males. As a result, 

their response rate was higher than that of males. 

The researcher identified the age demographic of the participants. This enabled the 

researcher to gain valuable detail during the feedback analysis. According to Cleave 

(2020), this further indicates whether there is a substantial interrelation among age, 

opinions, and behavioural traits. The findings revealed that predominantly participants 

are females in the age category of 25 – 30 years with 21% (20), followed by 36 – 40 

with 14% (13). This was followed by the dominant 11% (10) for males in the same 

category. The findings further indicated that in the age 60 years and above, males 

were 3% (3) and females 5% (5). The minor percentages for males were between 41 

– 45 and 56 – 60 years, evenly at 1% (1). For females, the least percentage was in 

ages 46 – 50, with 1% (1). The age influenced the study in that younger participants 

considered what will provide the most benefit in the future when they make decisions 

or provide answers to the questions, while older participants tend to make choices 

based on how past decisions panned out. 

 

Figure 4. 1: Respondents' gender-age distribution (N=95) 
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4.3.2. Respondent by education level 

The researcher believed that the participants’ education level would enable the 

establishment of knowledge and skills occupied to perform information and records 

management. The findings in Figure 4.2 shows that 21% (20) participants had a matric 

certificate, 22% (26) had a certificate (for instance, computer or information literacy 

skills), with 6% (6) for diploma. Furthermore, 18% (17) of participants occupied 

learnership certificates or below matric, and 19% (18) had an undergraduate degree. 

At the postgraduate level, 4% (4) held an honours degree, and an equal of 2% (2) 

occupied masters and doctoral degrees. The levels of education influenced the study’s 

participation in that, some respondents had an in-depth knowledge of the subject 

matter whereas others relied on basic or general knowledge. Therefore, the level of 

knowledge provided varied. 

 

Figure 4. 2: Education levels of respondents (N=95) 
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followed by 26% (25) in Archives and records management. Information 

science/studies with 15% (14) qualifications, followed by public administration at 11% 

(10) and Information management at 4% (4) qualifications. The result also showed 

that 2% (2) held Knowledge management qualifications and 5% (5) studied other 

related fields. Lastly, 9% (9) have yet to respond to their field of study. This influenced 

the study, individuals who did not occupy qualifications aligned to information science 

field had limited knowledge in providing relevant data to the study. However, the 

advantage was that the information science participants were dominant within the 

information and records management sections of health care institutions. 

 

Figure 4. 3: Respondents by field of study (N=95) 

4.3.4. Respondents by occupation title 

The researcher believed it was significant to figure out the whether the participants are 

practicing what they have studied within their workplace. This further assisted 

healthcare centres in indicating whether the participants understood the core activities 

of information and records management. The findings presented in Figure 4.4 showed 

that 35% (24) of the participants were employed as health registry clerks, 7% (7) as 

chief registry clerks, 25% (24) as administration officers and 6% (6) as senior 

administration officers. Further, 8% (8) were employed as managers of the information 

26%

15%

4%
2%

27%

11%

5%
9%

Archives & records management

Information science/studies

Information management

Knowledge management

Business administration

Public administration

others [public relations, project
management]

No response



101 
 

and records management units, whereas 13% (12) occupied other related job 

categories, dominantly receptionists and personal assistants who assisted with 

records management. 

 

4.4. PRESENTATION OF DATA 

In this section, the results were exhibited thematically by study objectives as 

formulated. This means all the data from the questionnaires, interviews, content 

analysis and observation are presented together. Data from the interviews, document 

analysis and observations supplemented the questionnaire data. Moreover, the 

findings are shown through tables, charts, figures, numerical summation, and written 

descriptions. 

4.4.1. NATURE OF INFORMATION SYSTEMS TO PROTECT THE 

CONFIDENTIALITY OF PERSONALLY IDENTIFIABLE INFORMATION  

The first objective of this study was to establish the nature of information systems used 

to protect the confidentiality of patients’ identifiable information in healthcare practice; 
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Information (PII) were covered. These questions were posed to participants through 

different data-gathering tools to answer the research question and address this 

objective. 

4.4.1.1. Medical records management functional operations 

The researcher ascertained whether the primary records management operations 

were in place. The participants were requested to answer on the availability of a 

designated medical records management unit within their facilities. According to the 

findings, 86% (82) indicated that the medical records management unit exists within 

their facilities, whereas 4% (4) objected to this, and 9% (9) did not reply, as shown in 

Table 4.1. Based on this data, the researcher followed up by requesting participants 

to outline the steps in creating medical records. The participants were directed to tick 

all that applied to their procedures. 

Table 4. 1: Designated records management unit (N=95) 

DESIGNATED RECORDS 

MANAGEMENT UNIT 

NO % 

YES 82 86 

NO 4 4 

NO RESPONSE 9 9 

     NOTE: NO = Number % = Percentage 

Understanding these steps assisted the healthcare centres in effectively managing 

and maintaining health records from creation to disposal. This ensured that records 

were highly accessible while improving compliance with existing procedures and 

guidelines. In response to the questions, 97% (92) expressed that files were compiled 

to create records as the patients arrived, 52% (50) outlined that records were received 

from creators, and 84 (80) alluded that records were then inscribed in the file register. 

Moreover, 44% (40) insisted that the data was typed into the system reflecting the 

receipt of the new file, 83% (79) indicated that the system filing plan enabled the 

arrangement of medical records, 38% (36) viewed that were records are appraised, 
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77% (73) said that records were organised as per filing plan as depicted in Table 4.2. 

In addition, 6% (6) of respondents specified that in the creation of records, 

demographic data of patients were recorded on the system for tracking purposes. 

During the interview, participant one outlined that “records were created then 

transferred to the records management section for adequate filing, classification and 

captured into the system for tracking”. As was also observed, the healthcare workers 

were divided. One group was involved in the creation, and the other was in medical 

records management. 

Table 4. 2 Records creation steps in records management (N=95) 

NOTE: NO = Number % = Percentage 

RECORD CREATION STEPS NO % 

1) Files are compiled for records creation upon 

patient arrival 

92 97 

2) Created records are retrieved  50 52 

3) Records are inscribed in the file register 80 84 

4) Data is typed into the system reflecting the new 

files receipt 

42 44 

5) Records are arranged by the system filing plan 79 83 

6) Records are appraised (value for permanent 

preservation or disposal) 

36 38 

7) Records are organised as per filing plan 73 77 

Others, specify Demographic data of patients 

recorded on the system for 

tracking purposes. 

6 6 
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4.4.1.2. Electronic medical records management system 

Regarding the institution’s technological component for managing patient records, 

83% (79) said yes, 17% (16) said no and 6% (5) did not respond. During the 

observation and interviews, the researcher found that the system captured patient 

demographic and billing data. The system did not cater for tracking file movement, as 

this was done manually in the register book. The rationale behind this question was to 

find out whether the healthcare facilities used any technology component in their 

services.  

Figure 4.5 shows that 33% (33) of the participants indicated that the system was 

manual, 28% (27) that it was electronic, 11% (12) that it was both manual and 

electronic, and 25% (24) did not reply – as in Figure 4.5. Based on the technology, 

73% (69) of the respondents agreed that the system was effective and efficient, and 

27% (26) disagreed. Participant 1 and 6 further elaborated that the system presents 

challenges when tracking the file by using the patient’s name or identification number. 

 

Figure 4. 5: Utilisation of electronic or manual technology in records management 

(N=95) 
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The researcher further established whether the technological system in place ensured 

the security of records 13% (13) respondents said yes, 47% (45) opposed this, and 

39% (37) did not reply. When participants elaborated, some indicated that the system 

operated for a long time without being updated by the developers and that no 

protection against attacks was in place. In the interview, participants expressed on the 

use of technological system as shown below: 

PARTICIPANTS (P) RESPONSES 

P1 “We use my medical practice software” 

P2 “Here there is no system used” 

P3 “Enterprise Master Patient Index is used here” 

P4 “Our healthcare uses Meditech EPR system” 

P5 “We currently use Scinapse system” 

P6 “No system has been adopted” 

P7 “Currently we are using my medical practice 

software” 

P8 “We do not have a system” 

 

4.4.1.3. Utilisation of records management system functionalities 

The researcher set out to determine whether the system functionalities were being 

utilised effectively; 38% (36) said yes, 49% (47) said no, and 13% (12) did not reply. 

The observation and content analysis showed the ineffective use of certain system 

features. This was because some functions of the system needed to be made active. 

Interview respondents attested their views. According to Participant three “the reason 

behind the inactive functions is that our system developers are still working on the 

system”; whereas Participant one stated that “We are still running on the demo version 

of the system”, Participant five was of the view that “Our staff is reluctant to attend the 

training on the system”. 
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4.4.1.4. Rating the electronic health management system 

The researcher asked the participants to indicate whether they agreed/disagreed with 

the functionalities of the electronic system relating to creation, storage, retrieval, 

backup, access and security control. The aim was to assemble the state and 

susceptibility of secured records management. In doing so, the respondents were 

requested to agree or disagree with the statement in Table 4.5. To the declaration of 

the adequate system records storage capacity, 15.8% (15) strongly agreed, 31.6% 

(30) agreed, 11.5% (11) were unsure, 11.5% (11) disagreed and 29.5% (28) strongly 

disagreed. Regarding the system having compassed metadata pertinent for patient 

information management, identification, and retrieval, 8.4% (8) strongly agreed, 7.3% 

(7) agreed, 15.8% (15) were unsure, 53.7% (51) disagreed and 14.7% (14) strongly 

disagreed.  

Furthermore, 6.3% (6) strongly agreed, 4.2% (4) agreed with the statement on the 

system retrieval metadata being efficient and intuitive, just when 55.8% (53) were 

unsure, 12.6% (12) disagreed and 21.1% (20) strongly disagreed. In support of this, 

3.1% (3) strongly agreed, 5.3% (5) agreed with the statement regarding the system 

having the ability to create electronic records right into the health system, in which 

15.8% (15) were unsure, 20% (19) disagreed and 55.8% (53) strongly disagreed. On 

the statement of the system helpful in recording patient information about the medical 

health history and treatments for the patients, 2.1% (2) strongly agreed, 2.1% (2) 

agreed, 10.5% (10) were unsure, 22.1% (21) disagreed and 63.2% (60) strongly 

disagreed. The content analysis indicated that the system was only utilised for 

capturing patient demographic and billing data; no data about the treatment of patients 

was captured in the system. Moreover, 10.5% (10) strongly agreed, 21.1% (20) agreed 

with the assertion of using electronic records in the system as a backup for printed or 

written records, while 11.6% (11) were unsure, 29.5% (28) disagreed and 27.6% (26) 

strongly disagreed. As per content and system analysis, the systems could be used 

as a replica for physical medical records if all the functionalities were active and users 

were trained on these functions.  
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Assessing whether authorisation to medical records in the system was controlled 

efficiently, 16.8% (16) strongly agreed, 47.4% (45) agreed, 13.7% (13) were unsure, 

9.5% (9) disagreed and 12.6% (12) strongly disagreed. The content analysis indicated 

the use of passwords and usernames to login into the system by users authorised by 

the Information Technology (IT) support unit. This access was permitted to information 

and records management personnel and controlled by IT support. Checking whether 

the system data was secured against hazards such as malware, trojan horses, viruses, 

and spyware, 4.2% (4) strongly agreed, 7.5% (7) agreed, 13.7% (13) were unsure, 

11.6% (11) disagreed and 63.2% (60) strongly disagreed. Lastly, 1.1% (1) strongly 

agreed, 10.5% (10) agreed that the system was guarded against disastrous risks, of 

which 26.3% (25) were unsure, 9.5% (9) disagreed and 52.7% (20) strongly disagreed. 

Table 4.3 presents the electronic system report. 

Table 4. 3: The rating of the electronic systems in the institutions (N=95) 

STATEMENTS 

RATINGS 

STRONGL

Y AGREE 

AGRE

E 

UNSU

RE 

DISAG

REE 

STRONG

LY 

DISAGR

EE 

1) The system 

records storage 

capacity is 

adequate. 

NO 
15 

 

30 

 

11 

 

11 

 

28 

 

% 15.8 31.6 11.5 11.5 29.5 

2) The system has 

compassed 

metadata 

pertinent for 

patient information 

management, 

NO 8 7 51 15 14 

% 8.4 7.3 53.7 15.8 14.7 
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identification, and 

retrieval 

3) The system 

retrieval metadata 

being efficient and 

intuitive 

NO 6 4 12 53 20 

% 6.3 4.2 12.6  55.8 21.1 

4) The system has 

the ability to form 

electronic records 

right into the 

health system 

NO 3 5 15 19 53 

% 3.1 5.3 15.8 20 55.8 

5) Electronic system 

is helpful in 

recording patient 

data about the 

medical health 

history and 

treatments. 

NO 2 2 10 21 60 

% 2.1 2.1 10.5 22.1 63.2 

6) Electronic records 

in the system are 

used as backup 

for printed or 

written records 

NO 10 20 11 28 26 

% 10.5 21.1 11.6 29.5 27.6 

7) Access to records 

in the system is 

effectively 

controlled. 

NO 16 45 13 9 12 

% 16.8 47.4 13.7 9.5 12.6 

NO 4 7 13 11 60 
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8) The system data is 

secured against 

hazards such as 

malware, Trojan 

horses, viruses, 

and spyware. 

% 4.2 7.5 13.7 11.6 63.2 

9) The system is 

protected against 

any disaster. 

NO 1 10 25 9 50 

% 1.1 10.5 26.3 9.5 52.7 

NOTE: NO = Number % = Percentage 

4.4.1.5. Rating the security of the electronic system in the institution 

The researcher asked the participants to rate the security of the electronic systems 

within the institutions. The aim was to configure whether the healthcare centres had 

put measures in place to protect patient data within their health information system. In 

terms of the use of passwords for access, 84.2% (80) strongly agreed, 10.5% (10) 

agreed, 5.3% (5) were unsure, 0% (0) disagreed and 0% (0) strongly disagreed. 

Regarding the system having anti-virus and malware protection, 5.3% (5) strongly 

agreed, 21.1% (20) agreed, 4.2% (4) were unsure, 15.8% (15) disagreed and 53.7% 

(51) strongly disagreed. The system content analysis divulged that the anti-virus and 

malware protection was installed but needed to be activated for subscriptions. In the 

interview, some participants indicated that the main reason was that healthcare 

facilities did not set out a budget for such subscriptions. Furthermore, 9.5% (9) strongly 

agreed, 40% (38) agreed with the statement that Wi-Fi was secure, of which 21.1% 

(20) were unsure, 23.2% (22) disagreed and 6.3% (6) strongly disagreed. The system 

content analysis showed that the WI-FI access was divided between patients and 

healthcare employees through different login credentials. 

Checking that Firewalls monitored the networks, 7.4% (7) strongly agreed, 10.5% (10) 

agreed, 57.9% (55) were unsure, 8.42% (8) disagreed and 15.8% (15) strongly 

disagreed. In terms of prioritised confidentiality, 9.5% (9) strongly agreed, 8.42% (8) 
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agreed, 12.6% (12) were unsure, 60% (57) disagreed and 9.5% (9) strongly disagreed. 

Overall, 5.6% (5) strongly agreed, 12.6% (12) agreed with the statement that the 

system was monitored thoroughly by IT support, in which 47.4% (45) were unsure, 

26.3% (25) disagreed and 8.4% (8) strongly disagreed. The system content analysis 

revealed that most software and functions were not updated, and some were inactive.  

Moreover, 15.8% (15) strongly agreed, and 21.1% (20) agreed that communications 

were secured both internally and externally, whereas 10.5% (10) were unsure, 42.1% 

(40) disagreed and 10.5% (10) strongly disagreed. Figure 4.6 illustrates the report on 

security measures. 

 

Figure 4. 6: Rating the security of the electronic system in the institution (N=95) 

4.4.1.6. Compatibility of the systems with other systems 

The researcher further requested the participants to indicate whether the records 

management system was compatible with health systems in other institutions. This 
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system was linked to the branches in some health facilities. Participant three alluded 

that no system connects to other external healthcare providers.  

4.4.1.7. Bypassed medical information system. 

The researcher assessed whether the system had ever bypassed or compromised 

security. This enabled the institutions to analyse their vulnerabilities and give 

transparency into critical areas that required upgradation. Out of all the respondents, 

14% (13) said yes, 52% (50) said no, and 34% (32) did not reply. The participants who 

indicated a yes elaborated that the significant impact of this system bypass caused 

the institution to lose enormous amounts of patient data. Furthermore, some systems 

were crushed as the bypass led to the installation of viruses, forcing the IT support to 

clean out the system. 

4.4.1.8. Availability of electronic records management requirements 

The effective usage of the electronic management system rely on the availability of 

technological components that meet the system criteria. The researcher asked 

respondents to rate such technologies' availability for practical usage and 

implementation. The primary purpose was to confirm the readiness. In terms of the 

accessibility of computer technologies, 10.5% (10) said it is very good, 21.1% (20) 

good, 5.3% (5) were unsure, 57.9% (55) poor, and 5.3% (5) very poor. As per 

observations, the computers were available in the IT support storage; however, in the 

interviews, participants outlined that they needed to be working as many components, 

such as hard drives and motherboards, were no functional or went missing. Availability 

of output devices such as printers and scanners were rated very good by 8.4% (8), 

good by 31.6% (30), unsure by 4.2% (4) and poor by 15.8% (15) and very poor by 

40% (38). In large health institutions, the printers needed to be more as some were 

not functioning while others did not perform all the functions. In small health facilities, 

two to three printers proved to be sufficient. Checking the availability of servers, 9.5% 

(9) said it is very good, 21.1% (20) good, 40% (38) were unsure, 23.3% (22) poor, and 

6.3% (6) very poor. In the observation, each institution had a designated server for the 

management of patient records in the system. Most participants outlined that the 

system was mostly down, and load-shedding had worsened this. For availability of 
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networks, 7.4% (7) of respondents said it was very good, 10.5% (10) good, 57.9% (55) 

were unsure, 8.4% (8) poor, and 15.8% (15) very poor. The observation indicated that 

some institutions could have connected the network more efficiently. This contributed 

to the malfunctions of the server, as some service points were reported to be 

inadequately connected.  

Furthermore, the availability of internet connection was not rated to be very good, but 

6.3% (6) said it was good, 12.6% (12) were unsure, 21.1% (20) poor, and 60% (57) 

very poor. The interview participants revealed that the internet connection was 

ineffective as it was constantly being repaired and rebooted, causing delays in utilising 

the system. Looking at the availability of the intranet website, 4.2% (4) believe it is very 

good, 9.5% (9) good, 47.4% (45) were unsure, 26.3% (25) poor, and 12.6% (12) very 

poor. Large private health institutions had an intranet. As observed, well designed with 

easy navigation for the users. In public institutions, the website was centralised at the 

Department of Health, listing only the names of institutions with contacts and 

addresses. The researcher tried contacting the numbers displayed, but most were no 

longer active. According to 5.3% (5), the budget availability was good, 84.2% (80) were 

unsure, 6.3% (6) poor and very poor according to 4.2% (4). Other respondents outlined 

that the availability of computer skills and time management should be considered as 

the requirement for readiness and effective implementation, with 54.7% (52) being 

poor, 13.7% (13) very poor, of which 5.3% (5) good and 24.2% (23) were unsure. 

Figure 4.7 presents the entire report. 
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Figure 4. 7: Availability of electronic records management requirements in the 

institution (N=95) 
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Figure 4. 8: Responsible person for implementation of EMR in the institutions (N=95) 
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accountability. Data was gathered from respondents in various healthcare centres to 

achieve this objective. 

4.4.2.1. Assurance of the security of patient data 

The researcher aimed to determine the assurance of confidentiality to patients through 

transparency and accountability. The respondents were requested to indicate whether 

the patients were assured that their personal information was secured within the 

institutions. To this question, 37% (35) said yes, 62% (59) said no, and 9% (9) did not 

reply. The participants were further required to elaborate. Participant two indicated that 

“we never get enough time to assure patients of confidentiality because everything is 

always rushed, and most patients are desperate to be treated and thus reluctant”. In 

other institutions, prior to patient file creation, a checklist was provided to the patient 

indicating that they had read and understood that their personal information was kept 

secure on the premises. Furthermore, during interview, Participant seven alluded that 

“there are flyers next to the administration sections indicating how the institution 

assures the patients of confidentiality”. However, during the observation, such was 

never seen on the premises. 

4.4.2.2. Transparency in the management of and security of patient data 

The participants were required to confirm whether health workers were transparent on 

the management and security of patient information, to which 44% (42) said yes, 22% 

(21) said no, and 33% (32) did not reply. The interviews revealed some issues 

regarding transparency, Participant six attested that “people like heads of finance or 

IT departments, are authorised to access records; by nature, such individuals are 

required to perform their roles, and assisting records managers to achieve 

transparency may not always be their priority”. Participants four was of the view that 

“sometimes being too transparent may scare patients especially when it comes to 

healthcare costs”. There were issues relating to remote services where Participant five 

outlined that “virtually there is no transparency in healthcare more especially because 

health workers who are not well informed do not adhere to procedures and guidelines”. 

Other concerns pertained to patients. This was confirmed by Participant three stating 

that “some patients are not interested in transparency; they just want treatment”. 
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4.4.2.3. Rating the pillars of assurance of information confidentiality 

The researcher requested participants to rate whether they agreed with statements 

relating to the pillars of assurance of information confidentiality in the institution. Out 

of all the participants, 93.7% (89) strongly agreed, 2.1% (2) agreed to the statement 

of availability and patient access to their records, of which 3.2% (3) were unsure, 1.1% 

(1) disagreed, and no one strongly disagreed, regarding the integrity of the system 

4.2.% (4) strongly agreed, 15.8% (15) agreed, 42.1% (40) were unsure, 26.3% (25) 

disagreed and 11.6% (11) strongly disagreed in terms of authentication 18.9.% (18) 

strongly agreed, 12.6% (12) agreed, 7.4% (7) were unsure, 40% (38) disagreed and 

21.1% (20) strongly disagreed.  

Furthermore, on the statement regarding assurance of confidentiality and protection 

of information from unauthorised personnel, 10.5% (10) strongly agreed, 26.3% (25) 

agreed, 6.3% (6) were unsure, 47.4% (45) disagreed and 9.5% (9) strongly disagreed. 

Lastly, on the non-repudiation providing proof of identity during online communication, 

6.3% (6) strongly agreed, 13.7% (25) agreed, no one was unsure, 52.6% (50) 

disagreed and 27.4% (26) strongly disagreed. Table 4.4 outlines the full report. 

Table 4. 4: Rating the pillars of assurance of information confidentiality in the 

institutions (N=95) 

STATEMENTS 

RATINGS 

STRONGL

Y AGREE 

AGRE

E 

UNSU

RE 

DISAG

REE 

STRONG

LY 

DISAGR

EE 

1) Availability – 

patients can 

access their 

records 

NO 
89 

 

2 

 

3 

 

1 

 

0 

 

% 93.7 2.1 3.2 1.1 0 

NO 4 15 40 25 11 
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2) Integrity – the 

information 

system is 

secured, and 

records are 

protected. 

% 4.2 15.8 42.1 26.3 11.6 

3) Authentication – 

Institution 

employees are 

verified before 

allowing them 

access to 

medical records. 

NO 18 12 7 38 20 

% 18.9 12.6 7.4 40 21.1 

4) Confidentiality – 

private 

information is 

protected from 

disclosure to any 

unauthorised 

individuals. 

NO 10 25 6 45 9 

% 10.5 26.3 6.3 47.4 9.5 

5) Non-repudiation 

– proof of identity 

is configured 

during online 

communication 

with patients. 

NO 6 13 0 50 26 

% 6.3 13.7 0 52.6 27.4 

NOTE: NO = Number % = Percentage 



118 
 

4.4.3. TRUST WITH PATIENTS ABOUT CONFIDENTIALITY OF PII 

The third objective of this study was to discern the trust established with patients about 

the confidentiality of personal information. In this respect, the results from the data 

gathered are unveiled in this section.  

4.4.3.1. Patient trust relationship 

The respondents were requested to indicate whether there was any trusting 

relationship between patients and healthcare providers. It was revealed that 41% (39) 

of participants said yes, 26% (25) said no, and 32% (31) did not respond. The 

participants interviewed raised trust issues. This was confirmed by Participant three 

explained that “there is no time, so gaining full trust with patient is difficult”. Based on 

the difficulty, Participants one added that “it is difficult for patients to take necessary 

actions for better health without trusting the health workers”. In support, Participant 

two and four emphasised that “trust is a must, because if patients do not take a risk 

and trust health workers, they won’t be assisted”. Participants seven closed by 

complimenting that “trust improves healthcare outcomes, and engagement with 

patients diminishes mistrust of the healthcare system”. 

4.4.3.2. Causes of patient mistrust towards health workers 

The researcher determined the possible causes of mistrust by patients towards 

healthcare workers. The findings revealed that 16% (15) believed that lack of honesty 

leads to doubt or distrust, 6% (6) for no respect, 2% (2) for ineffective listening skills, 

and 31% (29) for lack of confidentiality. Furthermore, 34% (32) indicated a lack of 

privacy, while 26% (25) indicated no transparency, 22% (21) for no reliability and 28% 

(27) for no accountability. Figure 4.9 outlines the findings. 
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Figure 4. 9: Causes of mistrust by patients towards healthcare workers (N=95) 
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4.4.3.4. Patients concealing personal information due to mistrust.  

The lack of trust leads to patients being unwilling to disclose their personal information 

at the cost of their health. The researcher requested participants to indicate whether 

there was ever a case where a patient was not treated because they did not want to 

disclose their personal information. In response, 15% (14) said yes, 68% (65) said no, 

and 17% (16) did not respond. Furthermore, participants who indicated a yes were 

prompted to explain how this situation was handled. Some suggested that patients 

were unwilling to disclose certain information and requested proof that the disclosure 

was necessary. Participant three reported that “in most cases, male patients refuse to 

disclose their personal information and the reasons are not known”. Participant five 

highlighted that “stigma and discrimination are the main contributors to patients not 

disclosing certain information”. 

4.4.3.5. Patient incomplete medical records 

Inaccurate and incomplete medical records affect treatment and decisions made by 

health professionals, thereby compromising patient safety. The participants were 

requested to indicate whether the institution had any experience with incomplete 

patient records or data that needed more accuracy. Of the participants, 10% (9) said 

yes, 78% (71) said no, and 16% (15) did not reply. The participants were further asked 

to indicate all the possible causes of incomplete or inaccurate data in the health 

institution regardless of their previous responses. In these instances, they were 

allowed to choose more than one option on the list provided, 36.8% (35) stated that it 

was caused by ineffective records management framework, 57.9% (55) by lack of 

records management resources, 63.1% (60) said poor information management skills 

and competencies. The other 21% (20) believed it was caused by a staff shortage, 

while 51.6% (49) reported the cause as a lack of records manager participation and 

poor advocacy in the system development and strategy. Lastly, 26.3% (25) of other 

participants specified that rushed processes and long working hours were the leading 

cause. Table 4.5 demonstrate the report on the root of incomplete or inaccurate patient 

data. During the interview, Participant two stated, “we suspect that patient 
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compromised what is in the files, as they are provided to them for check-ups, in their 

position, the patient may temper with the file, write or remove something from it”. 

Table 4. 5: Possible causes of incomplete or inaccurate patient data (N=95) 

     NOTE: NO = Number % = Percentage 

4.4.4. POLICIES AND PROCEDURE GUIDELINES FOR MANAGEMENT OF 

CONFIDENTIAL PII 

The fourth objective of this study was to identify policies and procedure guidelines for 

managing confidential, personally identifiable information. This section covered the 

regulatory framework used to guide the formulation of the records management 

infrastructure and the policies that address confidentiality. Furthermore, it covered the 

security of patient information in the record life cycle.  

4.4.4.1. Records management infrastructure  

The researcher requested participants to indicate whether the information 

management infrastructure was compatible with the South African legislative or 

regulatory frameworks, of which 68% (65) said yes, 14% (13) said no, and 18% (17) 

did not reply. To assess legislative compliance further, the researcher asked follow-up 

questions. The questions were mainly directed to participants with the “YES” option. 

The respondents were requested to identify various South African legal and regulatory 

 ROOT OF INCOMPLETE/INACCURATE DATA NO % 

Poor records management structure 35 36.8 

Lack of records management resources 55 57.9 

Poor information management skills and competencies 60 63.1 

Staff shortage 20 21 

Lack of records manager participation and poor advocacy in the 

system development and strategy 

49 51.6 

Other, specify [Rushed processes; long working hours] 25 26.3 
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frameworks. The researcher saw fit to highlight the regulatory framework relevant to 

this study’s context. The commonly aligned legal framework outlined include the NHA, 

PAIA, ECT Act, Protection of Information Act (Act 84 of 1984) and POPI Act. This was 

confirmed by 71% (63), 70% (62), 58% (52), 38% (34) and 33% (29) of the participants 

respectively. This was confirmed by 71% (63), 70% (62), 58% (52), 38% (34) and 33% 

(29) sequentially. The regulatory framework addressing health information use and its 

protection within the institutions was highlighted in Figure 4.10.  In the interview, 

Participant four opined that “our healthcare centre does abide by the South African 

legal and regulatory framework”. However, that could not be proven as they have not 

documented their procedures and guidelines for their institution.  

 

Figure 4. 10: South African legislative frameworks for records infrastructure (N=65) 

4.4.4.2. Rating the efficacy of medical records management infrastructure in 

relation to regulatory requirements 

The participants were prompted to rate the efficiency of managing medical records 

relative to the legislative framework from very good to very poor. On the medical 

records storage capacity being adequate, 15.8% (15) said it was very good, 41% (39) 

good, 10.5% (10) were unsure, 29.5% (28) poor, and 3.2% (3) very poor. A total of 

15.8% (15) indicated that records administration resources were adequately very 

good, 43.2% (41) good, 5.3% (5) were unsure, 23% (19) poor, and 9.5% (9) very poor. 
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According to the observation, particularly in private institutions, more administration 

resources were needed (including file covers, file colour coders and shelves). Several 

files were kept on the chairs and tables in the records management sections. 

Participant four indicated that “some records were kept without file covers or colour 

coders, leading to missing medical records”. 

Concerning disastrous resistive measures kept in place, 8.4% (8) said it was very 

good, 14.7% (14) good, 24.2% (23) were unsure, 47.4% (45) poor, and 5.3% (5) very 

poor. The observation showed a water shortage, smoke and fire detectors and 

ventilation control were in place. Another assessment was on the available records 

backup system, in which 10.5% (10) indicated it was very good, 17.9% (17) indicated 

it was good, 21.1% (20) were unsure, 43.2% (41) poor, and 7.4% (7) very poor. The 

observation confirmed that majority of the institutions lacked a backup system for 

patient data; the questionnaire participants indicated that the only backup in place was 

that of the demographics and personal information indicator saved in the patient file 

tracking system. Other than that, no records had duplicates as backups.  

Participant six outlined that “our institution has begun to digitise their records; however, 

it was challenging to keep those files updated in the system whenever patients visit 

for their check-ups”. Based on the records management technological system, 16.9% 

(16) agreed that it was adequately very good, 17.9% (17) said it was good, 11.6% (11) 

were unsure, 32.6% (31) poor, and 21.1 (20) very poor. As mentioned in the first 

objective of this chapter, the system analysis reported that the systems in place 

dominantly captured demographical and billing patient data. Regarding the records 

access control measures being effective, 9.5% (9) said it was very good, 43.2% (41) 

good, 8.4% (8) were unsure, 26.3% (25) poor, and 12.6% (12) said very poor. The 

observation showed that access control was ineffective. After retrieving files, some 

patients could walk outside the premises with their files unnoticed while waiting for 

doctors’ attendance. Others would leave their file on the benches to secure their space 

in the queue for doctors’ treatment. In the records management section, regular 

individuals (some not employees) could access the records section to have a friendly 

conversation with the employees. 
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Moreover, the movement of the record tracking system was believed to be effective, 

with 13.7% (13) of the participants indicating very good, 26.3% (25) indicating good, 

5.3% (5) unsure, 45.3% (43) poor, and 9.5 (9) very poor. The observation and 

interviews indicated that the tracking system was ineffective. All the interview 

participants indicated that the system had many errors. “Every week, we are faced 

with challenges of missing files that cannot be located,” said Participant five. When 

checking the effectiveness of safety measures for records, 8.4% (8) said it was very 

good, 15.9 (15) good, 3.2% (3) were unsure, 58.9 % (56) poor, and 13.7% (13) very 

poor. As established through observation, safeguarding measures needed more 

adequacy and effectiveness. Participant six attested that “This is because there is a 

lack of security measures that need to be kept in place”. Participant three added that 

“our institutions do not have adequate funding for proper security measures”. The full 

report is presented in Table 4.6. 

Table 4. 6: Rating the efficacy of medical records management infrastructure in 

relation to regulatory requirements (N=95) 

STATEMENTS 

RATINGS 

VERY 

GOOD 

GOOD UNSU

RE 

POOR VERY 

POOR 

1) The medical 

records storage 

capacity is 

adequate 

NO 
15 

 

39 

 

10 

 

28 

 

3 

 

% 15.8 41.0 10.5 29.5 3.2 

2) Records 

administration 

resources are 

adequate. 

NO 21 41 5 19 9 

% 22.1 43.2 5.3 20 9.5 

3) Disaster 

preventive 

NO 8 45 14 23 5 

% 8.4 47.4 14.7 24.2 5.3 
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measures are in 

place and 

effective. 

4) Records backup 

system is 

available. 

NO 10 17 20 41 7 

% 10.5 17.9 21.1 43.2 7.4 

5) Record 

management 

technology 

system is 

adequate and 

effective 

NO 16 17 11 31 20 

% 16.9 17.9 11.6 32.6 21.1 

6) Records access 

control measures 

are effective. 

NO 9 41 8 25 12 

% 9.5 43.2 8.4 26.3 12.6 

7) Records 

movement 

tracking system 

is effective. 

NO 13 25 5 43 9 

% 13.7 26.3 5.3 45.3 9.5 

8) Records safety 

and security 

measures are 

adequate and 

effective. 

NO 8 15 3 56 13 

% 8.4 15.9 3.2 58.9 13.7 

NOTE: NO = Number % = Percentage 

4.4.4.3. Policies and procedure guidelines in health institutions 

The participants were asked to state whether the institutions had efficient regulations, 

laws and policies addressing medical records management; 42% (40) said yes, 41% 
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(39) said no, and 17% (16) did not respond to this. The respondents were required to 

elaborate on their options, particularly workers medium-sized private healthcare 

revealed that there were no written policies within the institution but just guidelines on 

how employees should conduct themselves within the workplace. The content analysis 

and interviews confirmed that some institutions had written policies and regulations; 

however, most employees needed to be better informed about them. The content 

analysis further reported that some policies were still in draft pending approvals.  

The researcher further asked the participants to state whether their institution had any 

policy on medical records management; 20% (19) said yes, 71% (67) said no, and 

10% (11) did not reply. To narrow down respondents with an option “YES” to having a 

records management policy, the researcher expected them to confirm whether the 

records management policy extended to partners (third parties) of the institution. Out 

of 19 participants, four said yes, and 15 said no. 

The researcher prompted the respondents to indicate whether there was an existing 

procedure guideline manual for the management of patient records; 11% (10) said 

yes, 83% (79) said no, and 6% (6) did not respond to this. A follow-up was made to 

respondents with an option “YES” to determine if the existing medical records 

management procedure guidelines covered the entire medical records management 

functionalities. Of the 10 participants, six said yes, three said no, and one did not reply. 

During the content analysis, existing policies only covered data privacy, IT security 

and administrative and human resource components. 

4.4.4.4. Compliance to policies and procedures  

In checking compliance with the existing policies and procedure guidelines, 45% (43) 

of the respondents indicated yes, 49% (47) no and 5% (5) did not respond. In addition, 

respondents explained their answers. The findings revealed challenges with 

ineffective management practices, lack of support and poor internal communication 

practices. During the interview, Participant five indicated that “employees cannot 

comply with policies and procedures that they do not understand and have never seen 

posted on the premises”. Participant one outlined that “compliance depend on proper 

planning and implementation of policies”. 
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4.4.4.5. Departments/units accountable for the management and use of 

medical records across the record life cycle 

The participants were required to indicate the unit responsible for managing patient 

records from creation, maintenance-use, and disposal. The aim was to point out the 

liable unit for the management of patient records, of which the clinical unit was involved 

in record creation-receipt by 5.3% (5), maintenance-use by 27.4% (26), disposal by 

3.2% (3) and 64.2% (61) did not reply. The nursing unit assisted in creation-receipt by 

63.2% (60), maintenance-use by 23.2% (22), disposal by 3.2% (3), and10.5% (10) did 

not reply. 

The main units for records management were in creation-receipt, by 26.3% (25) of the 

respondents, maintenance-use by 63.2% (60), disposal indicated by 64.2% (61) and 

5.3% (5) did not respond. Other participants specified information management unit, 

archival unit, and administration unit for creation-receipt (by 57.9% (55) respondents), 

maintenance-use (by 26.3% (25) respondents) and disposal (by 15.8% (3) 

respondents). Table 4.7 illustrate the full report. During the interviews, participant 

seven reported that “the clinical unit and nursing units had designated register clerks 

acting as mediators between information and records management units and clinical 

and nursing units”. Participant eight added that “this is done to ensure that all the files 

requested are tracked and returned”. 
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Table 4. 7: Units accountable for management and use of medical records across 

the record life cycle (N=95) 

UNITS 

ACCOUNTABILITY 

CREATION 

& RECEIPT 

MAINT

ENAN

CE & 

USE 

DISPO

SAL 

NO 

RESPONS

E 

Clinical 
NO 

5 

 

26 

 

3 

 

61 

% 5.3 27.4 3.2 64.2 

Nursing NO 60 22 3 10 

% 63.2 23.2 3.2 10.5 

Records 

management 

NO 25 60 61 5 

% 26.3 63.2 64.2 5.3 

Other, specify 

[Information 

management; 

Archival unit; 

Administration unit] 

NO 55 25 15 0 

% 57.9 26.3 15.8 0 

    NOTE: NO = Number % = Percentage 

The researcher followed up on the above by requesting participants to denote whether 

the records were safeguarded through the record life cycle stages For security and 

safety, 36 % (35) indicated creation-receipt, 60% (56) indicated maintenance-use, 

16% (15) indicated disposal and 36% (35) did not reply. Furthermore, for no security 

and safety, the creation-receipt was 6% (6), maintenance-use 10% (10), for disposal 

3% (3) and 31% (30) did not reply. Figure 4.11 present the findings. During the 
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observation, it was reported that the records needed to be kept secured and safe 

during the record life cycle due to the lack of an access control and tracking system 

for records once moved out of the information records management section. Security 

was compromised because of the need for adequate procedures and guidelines, and 

employees who were uninformed about the policies. 

 

Figure 4. 11: Security and safety of records across the record life cycle (N=95) 

4.4.5. CHALLENGES FOR PROTECTION OF CONFIDENTIAL PII  

The fifth objective intended to identify challenges to protecting confidential, personally 

identifiable information. The findings from the participants are presented in this 

section. 

4.4.5.1. Confidentiality challenges within the healthcare institutions. 

In this section, respondents were requested to indicate whether there were existing 

challenges within the institution regarding confidentiality; 24% (23) said yes, 53% (50) 

said no, and 23% (22) of participants did not reply. Respondents were further enquired 

to elaborate based on the option “YES” to identify the challenges of confidentiality 

protection. Participant seven believed that “the main challenge was that once the file 

was in the hands of the patient, we have no control over it until it was returned for 

0

5

10

15

20

25

30

35

40

45

50

 Creation-receipt Maintenace-use Disposal No response

36% (35)

63% (60)

16% (15)

36% (35)

6% (6)

10% (10)

3% (3)

31% (30)

N
u

m
b

er
 o

f 
re

sp
o

n
se

s

Secured and Safe  Not secured and safe



130 
 

storage”. The observation confirmed this; patients turn to be careless with their records 

files on the health premises, and they unconsciously compromise their confidentiality 

to some extent.  

The researcher followed up on the above and asked participants whether they 

believed that the employees within the institution were well informed/knowledgeable 

about patient confidentiality, 48% (46) said yes, 51% (48) said no and 1% (1) did not 

respond. The “YES” and “NO” options required participants to explain their answers; 

several participants highlighted that in the absence of training on regulations and 

policies, employees did not occupy sufficient knowledge for service providers to 

ensure patient safety. Based on the participants ‘views, most employees knew how to 

perform their duties. However, they had insufficient knowledge of standard procedures 

within the information and records management field.  

4.4.5.2. Confidentiality of medical records across stages of the record life 

cycle 

The researcher outlined whether medical record confidentiality was managed 

effectively across the record life cycle. The purpose was to evaluate if confidentiality 

balance was maintained across the lifecycle of the medical records: 39% (37) said 

yes, 42% (40) said no, and 19% (18) did not respond. A follow-up was made to 

respondents with an option “NO” to effective management of confidentiality across the 

record life cycle. Most respondents indicated that a deficit of confidentiality led to the 

loss of patient trust and legal actions within the professional bodies. In the interview, 

Participants eight said that “one employee during disposal of records, some records 

were not disposed of and was left in the trash bins in the premises, consequently the 

employment contract was terminated just after one of our employees discovered about 

35 more files in the same trash bin”. 

4.4.5.3. Challenges on external and internal threats within a health institution 

The researcher became specific and requested participants to state whether there has 

ever been a breach of patient data within the institution: 45% (43) said yes, and 55% 

(52) said no. Subsequently, participants with an option “YES” to data breach incident 

were required to indicate the group category that caused the data breach. The data 
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breaches believed to have been caused by insider threats (Employees) were 42% 

(18), by patients 49% (21), by cybercrime 38% (88) and by a disaster 5% (2). 

Participants also specified other causes, with 51% (22) indicating that physical attacks 

and social engineering caused the data breach. Figure 4.12 present these findings.  

 

Figure 4. 12: Group categories that caused data breach within the institution (N=43) 

Furthermore, findings from the interviews regarding security challenges were 

revealed. Participant one stated that “some employees have been apprehended 

because they were stealing hospital laptops and selling them, not knowing that such 

laptops had an enormous amount of hospital data”. Moreover, according to Participant 

one “Some employees tend to enter links sent to their spam emails, which installed 

viruses into the system leading to the shutdown in some incidents”. The main reason 

for such event as per Participant five was that “patients and employees undermine the 

value of personal data and employees need to learn about security threats”. 

Participant eight added that “patients do not understand that securing their data is a 

collaborative effort”. 
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4.4.5.4. Methods used to breach data within the healthcare entities. 

The participants were compelled to indicate the method used to breach data or 

information in the institution. Once again, this was directed to the 43 participants with 

a “YES” option to data breach incidents within their institution. From these participants, 

21% (9) indicated that it had been a malware attack, 9% (4) indicated eavesdropping, 

16% (7) indicated an employee technical error, 26% (11) indicated employees with an 

intention to harm and 28% (12) indicated employee negligence. Figure 4.13 shows the 

findings. During the interview, participant two reported that “some employees who 

were either suspended or had their contracts terminated turned to use the information 

about healthcare for revenge for financial benefit”. Participant three pointed out that 

“some of our former employees are currently going on trial for collaborating with 

criminals to use patient billing data to scam for financial gain.”  

 

Figure 4. 13: Method used to breach data within the institution (N=43) 

Furthermore, to reflect on the challenges addressed in this section concerning patient 

confidentiality, the researcher created a word cloud using ATLAS.ti software to visually 

present text, in which the words appear bigger the more often they are mentioned. The 

terms were extracted from the interview transcripts and open-ended questionnaire 

questions and coded using the ATLAS.ti tool to create the word cloud. The purpose 
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was to broaden further the understanding of this study's dominant challenges see 

Figure 4.14 for a word cloud. 

According to the word cloud on the challenges outlined by the participants, policies 

appeared to be the foremost common concern within the Tshwane healthcare 

institutions. This stemmed from the need for more policies or awareness. In this 

regard, compliance, awareness, and negligence were mentioned on the same level. 

Awareness and compliance go together. However, awareness is a prerequisite for 

healthcare and patients’ compliance with the policies. Accordingly, this may minimise 

negligence and improve trust and maintain confidentiality. Looking at the word cloud, 

the critical terms outlined by respondents provided the study with a broad vision. This 

assisted in identifying core problems under each objective for this study for solutions 

and recommendations. 

 

Figure 4. 14: Word cloud on the challenges for the protection of PII 
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4.4.6. STRATEGIES FOR MAINTENANCE OF COMPLIANCE WITH POPIA  

The sixth objective of this study was to determine strategies for maintaining 

compliance with POPIA in public and private healthcare practice. The findings from 

the participants are presented in this section.  

4.4.6.1. Health professionals’ awareness of POPIA 

The researcher established from the participant’s awareness of the Protection of 

Personal Information Act that 41% (39) said yes, they were aware of the act, 53% (50) 

said no, and 6% (6) did not respond. Figure 4.15 illustrate these findings. The 

respondents were further indicated to explain what they understood about the act. 

Most responses said they knew the act was about “protection”; however, they could 

not be more specific regarding what it protects. Accordingly, other participants 

indicated that “the act is about protecting information”. During the interview, Participant 

eight stated “employees here do not have in-depth knowledge of POPIA”.  

 

Figure 4. 15: Health professionals’ awareness of POPIA (N=95) 

The researcher followed up with the participants who indicated they were aware of the 

act by requesting them to outline how they learned about it. The purpose of this was 

to discover whether health institutions make any means to expose their employees to 

such information. In response, 36% (14) indicated their institution as the source of 
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information, 5% (2) through a family or friend, 13% (5) through radio or television and 

21% (8) through social media. Other participants specified academic institutions by 

27% (10). Table 4.8 shows the full report. 

Table 4. 8: Sources of information for the awareness of POPIA (N=39) 

 

NOTE: NO = Number % = Percentage 

4.4.6.2. Implementation of POPIA policy within the institutions 

The study also assessed the implementation of the POPIA policy in the institutions, in 

which 26% (25) said yes to the POPIA policy being implemented, 42% (40) said no, 

and 32% (30) did not respond to this. The content analysis and interview reported that 

some institutions needed an organisational policy aligned with the POPIA. In contrast, 

in particular institutions, only a summary of POPIA was created and kept on the 

website, indicating that the institution adheres to the Act. Participant four in the 

interview stated that “the policy is still in the writing process as a draft and the goal is 

to finalise it in 2023”. 

The researcher further prompted the participants to indicate whether all the statements 

outlined regarding POPIA application were practised within their institution; 10.5% (10) 

showed that their institution had appointed an information officer responsible for 

POPIA compliance, 10.5% (10) identified the lawful basis for the collection and use of 

all personal information, 36.8% (35) responded to data subjects’ access, and editing 

requisition, 24.2% (23) notified security compromises as soon as reasonably possible, 

SOURCE OF INFORMATION NO % 

Through the institution 14 36 

Through a family or friend 2 5 

Through television or radio 5 13 

Through social media 8 21 

Other, specific [school] 10 27 
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5.3% (5) had a written contract with the data operator, 10.5% (10) ensured sufficing 

constant protection during crossover data transmission, and 2.1% (2) maintained the 

documentation of all processing operations. Table 4.9 shows the entire report. During 

the observation and content analysis, the validity of the application of the POPIA could 

not be confirmed by the researcher as this was not outlined in their existing procedure 

guidelines. Furthermore, only three institutions had an individual accountable for 

POPIA compliance.  

Table 4. 9: POPIA application within the institution (N=95) 

 

 

 

    NOTE: NO = Number % = Percentage 

The participants were further required to indicate whether they believe staff members 

complied with the POPIA in their daily duties. Out of all the participants, 61% (58) 

marked with a yes, 33% (31) said no, and 6% (6) did not respond to this. The 

researcher further required the participants to provide reasons for their answers. 

Respondents provided different responses; Participant four said that “we all try at least 

to keep patient information confidential. However, beyond our effort, there is nothing 

much we can do”. Participant seven in the interview indicated that “the hospitals should 

POPIA APPLICATION STATEMENT NO % 

Appointed an Information Officer responsible for POPIA 

compliance 

10 10.5 

Identify the lawful basis for the collection and use of all 

personal information 

10 10.5 

Respond to data subjects’ access, and editing requisition 35 36.8 

Inform security compromises promptly 23 24.2 

Have a written contract with the data operator 5 5.3 

Ensure sufficing constant protection during crossover 

data transmission 

10 10.5 

Maintain the documentation of all processing operations 2 2.1 
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formalise the POPIA compliance and enforce it, this will then encourage us as 

employees to comply effectively”. 

4.4.6.3. Rating the maintenance of compliance to eight conditions of POPIA 

The study further evaluated compliance maintenance to the eight conditions of POPIA 

through rating from very good to good, unsure, poor, and very poor. The primary 

purpose of this was to highlight POPIA compliance within health institutions. On 

accountability, 5.3% (5) said it was very good, 15.8% good, 26.3 (25) were unsure, 

42.1% (40) poor, and 10.5% (10) very poor. Regarding the information processing 

limitation, 4.2% (4) believed it was very good, 21.1% (20) thought it was good, 37.9% 

(36) were unsure, 22.1% (21) thought it was poor, and 14.7% (14) were very poor. 

Purpose specification was very good according to 9.5% (9), 63.2% (60) good, 7.4 % 

(7) unsure, 10.5% (10) poor and 9.5% (9). Further processing limitation was rated very 

good by 2.1% (2), 6.3% (6) good, 7.5% (7) unsure, 73% (70) poor and 10.5% (10) very 

poor. In terms of information quality, 21.1% (20) said it was very good, 47.4% (45) 

good, 10.5% (10) were unsure, 15.8% (15) very good and 5.7% (5) very poor. See 

Figure 4.14 for a full report illustration. 

The study further evaluated openness or transparency; 3.2% (3) rated it as very good, 

26.3% (25) as good, 5.3% (5) as unsure, 52.6% (50) as poor and 12.6% (12) as very 

poor. Security safeguards were rated very good by 8.4% (8), 15.8% (15) good, 11.6% 

(11) were unsure, 57.8% (55) poor, and 6.3% (6) very poor. The observation and 

system analysis reported that security safeguards could have been more effective and 

may easily be compromised. Data subject participation as the last condition was rated 

very good by 61.1% (58), good by 21.1% (20), unsure by 10.5% (10), 7.4% (7) rated 

it poor, and none rated it very poor. Figure 4.16 outlines the full report on this 

assessment. 
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Figure 4. 16: Rating the maintenance of compliance to eight conditions of POPIA 

(N=95) 

4.4.6.4. Assessment of POPIA policy for continuous compliance 

The respondents further made a follow-up to participants who indicated with a “YES” 

option that the POPIA policy was implemented in their institution. Out of 25 

participants, 36% (9) said yes, the policy was continuously assessed, whereas 48% 

(12) said no, and 16% (4) did not respond. However, the content analysis reported no 

documented trace of this POPIA assessment plan. Even in the interviews, participants 

failed to outline any key concepts regarding the policy assessment.  

In addition, the researcher established the steps that indicated the assessment of the 

POPIA policy from participants who said “YES” to the policy being assessed 

continuously. The respondents were asked to tick all the steps they may have thought 

applied when evaluating the policy. Overall, 20% (5) indicated that the policy was 

monitored, 4% (1) said it was reviewed, 24% (6) said it was continuously updated, and 

52% (13) said none of the steps was being practised.  Figure 4.17 present the findings. 

The content analysis further reported that no policy review assessment documents 

were discovered in the institutions, although several participants insisted that the 

assessment did take place.  
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Figure 4. 17: Steps followed in the assessment of the policy (N=25) 

4.4.7. SOLUTIONS FOR PROTECTION OF PII   

The seventh objective was committed to recommend solutions to the protection of 

confidential personally identifiable information in the healthcare institution. The 

findings are presented in this section. 

4.4.7.1. Internal POPIA awareness and compliance training and workshops 

The researcher determined whether the institutions were conducting POPIA training 

aligned with medical records management. Out of all respondents, 26% (25) said yes, 

58.9% (56) said no, and 14.7% (14) did not reply. Content analysis on the records 

management inspection report indicated that most institutions needed to conduct 

training on the POPIA awareness workshops. In the interview, only a few participants 

revealed that their institution conducted induction training in which they only covered 

a basic understanding of the procedures, guidelines and policies required to discharge 

their duties. The interview participants corroborated that there was a lack of training 

on policies. Participants eight confirmed that “no training on the POPIA”; Participant 

four “we only conduct induction training that covers a little bit of everything” and 

Participant six “we are planning to have the training”. 
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4.4.7.2. Rating the outcomes of the POPIA training on medical records 

management  

The respondents were required to rate POPIA training on medical records 

management. This was a follow-up to the respondents with a “YES” option to having 

in-house training in their institution. On the articulation of the POPIA requirements, 

20% (5) strongly agreed, 32% (8) agreed, 12% (3) were unsure, 24% (6) disagreed 

and 12% (3) strongly disagreed. Regarding demonstrating an assimilation state for the 

rightful processing PII, 16% (4) strongly agreed, 40% (10) agreed, 20% (5) were 

unsure, 12% (3) disagreed and 12% (3) strongly disagreed. The study also checked 

the training outcome on the identification of the practical and institutional 

measurements essential for safeguarding PII; 20% (5) strongly agreed, 48% (12) 

agreed, 24% (6) were unsure, 8% (2) disagreed, and none strongly disagreed.  

Furthermore, on confidentiality and non-disclosure to unauthorised individuals, 8% (2) 

strongly agreed, 60% (15) agreed, 4% (1) were unsure, 4% (1) disagreed and 4% (1) 

strongly disagreed. Another outcome was defining diverse duties of individuals 

accountable for the protection of PII; 12% (3) strongly agreed, 64% (16) agreed, 4% 

(1) were unsure, and no one disagreed or strongly disagreed. Based on identifying 

efforts imperative to fulfil the POPIA requirements and the conditions contained 

therein, 4% (1) strongly agreed, 8% (2) agreed, no one was unsure, 80% (20) 

disagreed and 8% (2) strongly disagreed. Lastly, on addressing the strategies to 

mitigate the cyber threats and to ensure that risks can be identified for POPIA 

compliance, no one strongly disagreed, 4% (1) agreed, no one was unsure, 88% (22) 

disagreed and 12% (3) strongly disagreed. Table 4.10 shows the entire report. In the 

content analysis, the researcher established that no outcomes were set for the 

induction training that was said to cover “a little bit of everything” by one interview 

participant. Participant five noted, “I do not even remember most of the things I learnt 

in my induction because I was overwhelmed with information of a training that took 6 

hours but with a scope of a three-day programme”. 
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Table 4. 10: Rating of the outcomes of the POPIA medical records management 

training (N=25) 

STATEMENTS 

RATINGS 

STRONGL

Y AGREE 

AGRE

E 

UNSU

RE 

DISAG

REE 

STRONG

LY 

DISAGR

EE 

1) Articulate the 

requirements of 

the Protection of 

Personal 

Information Act 

NO 
5 

 

8 

 

3 

 

6 

 

3 

 

% 20 32 12 24 12 

2) Demonstrate an 

assimilation state 

for the rightful 

processing PII 

NO 4 10 5 3 3 

% 16 40 20 12 12 

3) Identify the 

practical and 

institutional 

measurements 

essential for 

safeguarding PII 

NO 5 12 6 2 0 

% 20 48 24 8 0 

4) Confidentiality – 

private 

information is 

protected from 

disclosure to any 

NO 2 15 1 1 1 

% 8 60 4 4 4 
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unauthorised 

individuals 

5) Describe diverse 

duties of 

individuals 

accountable for 

the protection of 

PII 

NO 3 16 1 0 0 

% 12 64 4 0 0 

6) Identify the 

efforts imperative 

to fulfil the 

POPIA 

requirements 

and the 

conditions 

contained therein 

NO 1 2 0 20 2 

% 4 8 0 80 8 

7) Address 

strategies to 

mitigate the 

cyber threats and 

to assure that 

risks can be 

identified for 

POPIA 

compliance 

NO 0 1 0 22 3 

% 0 4 0 88 12 

NOTE: NO = Number % = Percentage 

4.4.7.3. Recommendation on the additions to the training and workshops 

In addition, the researcher requested participants to indicate what they would like to 

add to their POPIA medical records management training. Respondents provided 
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different responses; one was that the manuals should be distributed to provide 

employees with information on how to handle confidential information in the workplace. 

The interview participants added their recommendations as indicated below: 

PARTICIPANTS Recommendations 

P1 “Trainings should be continuous” 

P2 “Employees must also be aware of the legal penalties for violating 

confidentiality,” 

P3 “Employees may be asked to practice role-play or information 

handling depending on the program in the organisation” 

P4 “Monitoring programmes should be included” 

P5 “This depends on the funding available” 

P6 “A procedure guideline should be populated to employees” 

P7 “Video on POPIA training can be recorded and made available” 

P8 “Information can be shared with patients using wall post in the 

premises” 

 

4.4.7.4. Recommendation on confidentiality measures in the institution 

The researcher established the confidentiality measures that the participants 

recommended to be in place within the institution. With participants’ various 

responses, the following actions were highlighted: 

• Use of secured file sharing and messaging platform 

• Storage of physical records in the controlled access environment 

• Compliance with the South African regulatory and policy framework 

• Conduct continuous security training for employees. 

• Effective communication regarding new security threats to the security 
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4.4.7.5. Rating the application of the information confidentiality requirement 

in the institution 

The respondents were prompted to rate the application of the information 

confidentiality requirements in the institution from very good to very poor. This was to 

ascertain whether the institutions applied the confidentiality requirement within their 

practice. Regarding the protection of information through policies and procedure 

guidelines, 11.6% (11) said it was very good, 21.1% (20) good, 26.3% (25) were 

unsure, 32.6% (31) poor, and 8.4% (8) very poor. On that note, on informing patients 

that the information provided will be recorded and may be shared, 12.6% (12) said it 

was very good, 10.5% (10) good, 8.4% (8) were unsure, 57.9% (55) poor and 10.5% 

(10) very poor.  

Furthermore, in terms of patient choice to decide whether to accept or decline a form 

of care and the information disclosure required, 26.3% (25) said it was very good, 

68.4% (65) good, 2.1% (2) were unsure, 3.2% (3) and no one said it was very poor. 

The last statement was to improve and review the policies and regulations that the 

confidentiality of the organisation is based on; 6.3% (6) indicated that it was very good, 

3.2% (3) said it was good, 7.4% (7) were unsure, 78.9% (75) poor and 4.2% (4) very 

poor. Figure 4.18 present an illustration of the findings. These findings correspond with 

the answers provided throughout this Chapter. 
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Figure 4. 18: Rating the application of the information confidentiality requirement in the 

institution (N=95) 

4.5. SUMMARY  

This chapter presented the data collected from selected participants in various 

healthcare institutions. The data was gathered using four variety of data collection 

instruments, including the questionnaire, interview, observation, and content analysis. 

The key findings were mainly collected using the questionnaire and triangulated with 

supplementary data collected from interviews, observation, and content analysis. All 

the data was collected and presented thematically per the study’s objectives. The 

findings of this study focused on the nature of information systems used to protect the 

confidentiality of patients’ identifiable information; trust established with patients about 

the confidentiality of personal information; assurance regarding confidentiality of 

patient information; strategies for maintenance of compliance to POPIA; policies and 

procedure guidelines for the management of confidential PII; challenges for the 

protection of confidential personally identifiable information and solutions to the 

protection of confidential personally identifiable information. The next chapter 

discusses and interprets the findings of the study based on the study objectives. 
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CHAPTER 5 

DISCUSSION AND INTERPRETATION OF THE FINDINGS 

 

5.1. INTRODUCTION 

The preceding chapter presented the findings of the study based on the study 

objectives. The results presented in chapter four were discussed and interpreted to 

help comprehend the data’s conduct and essence for statistical analysis. This was 

important to ensure that readers were not left alone to make sense of the findings. 

Furthermore, this enhanced the significance of the findings through comparison with 

the existing literature (Pubrica 2021). Yin (2011: 213) indicates that good data 

interpretation directs the researchers not to be self-centred and instead focus on the 

people, events, and actions within their locally meaningful context. The researcher 

assessed, discerned, and defined the study population, their views, and attitudes 

statistically through the data gathered (Creswell 2014). 

5.2. DEMOGRAPHIC DATA  

This section provides an overview of the participants’ demographical information. 

Obtaining demographic information was significant in assisting the researcher in better 

understanding the population of interest. The participants were prompted to answer 

questions indicating their gender, age, education level, occupation title, and field of 

study. The population for this study was information and records management officials 

in the six selected healthcare centres in the Tshwane region. The officials were 

purposefully selected as the researcher believed they possess the study's relevant 

knowledge and skills. Therefore, their opinions, views, behaviour, and attitudes 

mattered the most to fulfil the objectives of this study.  

The findings revealed that females (68%) were employed dominant over males (32%) 

in the health sectors’ information and record management field. Literature shows that 

although there are generally more working men than women, in some areas, more 

women are employed than ever (Ridout 2020). This was despite the roles that women 

played domestically in their homes (South African History Online 2022; StatsSA 2022). 

It was also found that most of these employed females (21%) were between 25 and 
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30 years of age. The literature indicated that the pattern continues into tertiary, where 

60% of students who graduated with a degree were women (Ritichie & Gatticchi 2022). 

This justified the high employment rate of females in the information and records 

management field. Moreover, the findings revealed that records management officials 

who studied the relevant field had archival and records management qualifications, 

information science/studies, and knowledge management. It was surprising that the 

majority of employees studied business administration, yet they work in records 

management. This further raised questions in the healthcare sector recruitment team’s 

understanding of the difference between administrative and records management 

duties. Consequently, such organisations spend more money training unqualified 

candidates. Those candidates’ qualifications served no purpose as they were not 

necessarily relevant to the information and records management field.  

Furthermore, the study assessed the respondents by occupation title. Most of the 

employees were entry-level registry clerks. Registry clerks serve the main duties 

related to administering and maintaining records. Their role is aligned with the National 

Archives Act (No. 43 of 1996). The findings also revealed that receptionists and 

personal assistants were kept under the management of medical records in some 

institutions. Other relevant occupations included chief registry clerks, senior 

administration clerks and managers. 

5.3. NATURE OF INFORMATION SYSTEMS TO PROTECT THE 

CONFIDENTIALITY OF PERSONALLY IDENTIFIABLE INFORMATION  

This section discusses and interprets the findings based on the first objective 

addressing the nature of information systems to protect the confidentiality of personally 

identifiable information. The information systems provide routine data for medical 

record managers, most of which is quantitative in nature (Krickerberg 2007: 13). In this 

section, the nature of the system addressed functional operations, utilisation, security, 

compatibility, and systems’ responsible individuals. 

5.3.1. Medical records management functional operations 

According to the literature review in Chapter Two, information and records 

management system operations refer to the procedure of handling records and 
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performing the actions that prioritise the records (Ngoepe 2014: 2). In Tshwane 

healthcare institutions, 86% (82) of respondents confirmed that there was a 

designated records management unit. This was significant as medical record 

management activities required adequate space in terms of storage and preservation. 

Furthermore, the literature review highlighted the importance of ensuring that the 

correct records have been captured in creating patient records (Ngulube 2005). Once 

records have been created, they are sent into the registry and classified according to 

the system for storage and retrieval. The findings showed that in the Tshwane 

healthcare institution, 79% (79) of participants confirmed that the record creation steps 

are adequately followed to ensure that files are recorded, captured in the system, and 

classified according to the system file plan. However, the observation reported that 

this needed to be more adequate. The reason was that records managers were not 

involved in creating records; instead, clinical officials were responsible for this. 

5.3.2. Electronic health information system 

The literature review referred to the value of electronic records as collecting patient 

health information that is stored digitally (Gunter & Terry 2005). The literature further 

shows that in developing countries, there is an increase in the adoption of technology 

usage in the health sector, although paper-based records are still dominantly used 

(Katuu 2015:135). This was the case in Tshwane hospitals, as 83% (79) of 

respondents confirmed technology usage. However, the researcher established in the 

observation that participants confused the system that captures data with the system 

that actually “manages” medical records digitally. Moreover, 33% (33) of participants 

indicated that the information system was manual. The observation reported that the 

computers in healthcare had an installed system that only captured patient 

demographic and billing data. The system also tracked the file location on the shelves 

using patient identities or names in some of the institutions. 

The existing technology in the healthcare practice needed to have corporate efficient 

records management. Subsequently, 49% (47) of respondents confirmed that system 

functionalities could have been utilised more effectively due to some features of the 

system platform not being active from the back end. The reason behind the static 
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functions was that the system developers still needed to finalise the 100% function 

capability of the system. Some participants highlighted that although other functions 

operate, they never used them because they needed to understand the means of such 

functions. In contrast, others never saw the need as the system was not designed to 

back up the patient’s medical history. In addition, the performance of some healthcare 

staff stalls because of the difficulty of using the system functions (Timmons 2003: 260; 

Kossman 2006: 339 & Zadvinskis, Smith & Yen 2018). This meant solely paper-based 

medical records of patients existed without duplicates for backup. The literature 

emphasised that electronic medical records will not replace paper-based records 

(Cronin 2006:1; Endsley, Kibbe & Colorafl 2006: 59). However, healthcare institutions 

must adopt an electronic management system that accommodates the use of both 

formats for backup purposes. 

5.3.3. The electronic management system operational requirements 

The literature review outlines operational requirements critical in this study for 

electronic medical records management which included storage, retrieval, access, and 

security management (Ngulube & Stilwell 2011:269; Sarfraz, Al-Hussainan, 

Mohammad & Al-Azmi 2020: 100). The findings revealed critical challenges of the 

electronic management system in the Tshwane healthcare institutions relating to 

electronic system requirements. The adequacy of storage capacity was attested by 

41% (41) of participants to be poor. The observation reported that this was particularly 

the problem in medium healthcare facilities where they combine the reception area 

with the records management unit causing congestion. A total of 31% (29) indicated 

that the system had incomplete metadata mandatory for managing patient records. 

The system should have pointed out the record creators and facets of metadata, 

whereas 54% (51) of participants needed clarification on this. Regarding the metadata 

for records retrieval, 56% (53) of respondents confirmed it could have been more 

efficient and user-friendly. 

More challenges were revealed on the systems’ ability to be utilised for backing up 

physical records, in which 57% (54) of respondents confirmed it was inadequate. As 

per system analysis, the systems could be used as a replica for physical medical 
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records if all the functionalities were active and users were trained on these functions. 

Another critical challenge was the security of medical records; 75% (71) of 

respondents believed that the records were not protected against threats. The system 

had an inferior capturing ability of patient treatment information, as confirmed by 63% 

(60) respondents. The system only captured demographic and billing data rather than 

patient treatment data. As a result, the system could not create electronic records right 

into the health system, as validated by 56% (53) of participants. The observation 

revealed that the systems were not designed to contain large quantities of records. As 

a result, even the scanned records could not be stored on the system. Furthermore, 

some healthcare institutions attempted to store records on the collaborative platform 

SharePoint. The content analysis stipulated that most saved records were outdated 

by six months to a few years.  

Literature agrees that a lack of access control to medical records is a continuous 

challenge (Congress of America 2006). Based on this, 62% (61) of participants agreed 

that authorised access to patient data was controlled effectively. The system and 

content analysis indicated the use of passwords and usernames to login into the 

system by users authorised by the Information Technology (IT) support unit. This 

access was permitted to information and records management personnel and 

controlled by IT support. In addition to this protected authorisation, 63.2% (60) of 

participants strongly disagreed that the system was secured against hazards such as 

malware, viruses, trojan horses, and spyware. This was mainly because the existing 

security software packages were not activated, and the institutions did not pay for 

subscriptions. 

5.3.4. Security of the electronic system in the institution 

According to the literature, patients cite confidentiality, privacy, and security as 

controversies of prime concern around medical records management systems (Nohr 

2004). Looking at the security in Tshwane healthcare institutions, 84.2% (80) of 

participants strongly agreed to using passwords for access. The IT support created a 

portal for each user with a personal password to login into the system to access the 

records. In terms of the systems having anti-virus and malware protection, 53.7% (51) 
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of respondents strongly disagreed. This complements what was said in 5.3.3 regarding 

the lack of security software packages. The interviews indicated issues relating to 

inadequate security budgets. Looking at the networks monitored by Firewalls,57.9% 

(55) were unsure. Despite this, observations reported that most entities had no firewall 

to monitor and control incoming and outgoing network traffic. 

Literature highly recommends that healthcare institutions prioritise confidentiality 

(Encyclopaedia of cryptography and security 2011). Accordingly, 60% (57) of 

respondents disagreed with confidentiality being prioritised. With the majority, 47.4% 

(45) of respondents, wondering whether the system was monitored thoroughly by 

information technology support, an observation confirmed that proper technology 

support, such as firewalls and software security packages, was necessary for the 

system to be satisfactorily monitored. Wireless communication technologies have 

prevailed over the organisation and geographical limitations (Poon, Zhan & Bao 2006). 

In this regard, 42.1% (40) of participants disagreed that communications were 

internally and externally secured. This exposed the healthcare communication system 

to security threats and compromises (Bowman 2013: 1).  

Systems that lack security can be easily compromised and bypassed for sabotage or 

financial gain (IBM security 2016). From this perspective, 52% (50) of respondents 

confirmed that the system was never bypassed, or its security compromised. This 

enabled the institutions to analyse their vulnerabilities and give transparency into 

critical areas that required upgradation. The interviews further elaborated on the 

incidents of the system being bypassed, outlining that this caused the institution to 

lose enormous patient data, trust, and reputation.   

5.3.5. Compatibility of the systems with other systems 

The literature highlights the significance of interoperability and moving towards a 

unified healthcare system (Studeny & Coustasse 2014). The study determined this to 

urge institutions to consider extending their system for interoperability with other 

healthcare institutions. In this respect, 76% (72) of respondents confirmed that their 

system was incompatible with other institutions' systems. This meant no data was 

shared between systems to increase the chances of interoperability within such 
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facilities. The observation and system analysis reported that the system was linked to 

the branches in some health facilities. The interview participants indicated that there 

were no systems linked with other external health providers mainly because the 

institutions were still depending on the manual system and there needed to be more 

skills and resources to attain this.  

5.3.6. Availability of electronic records management requirements 

The literature points out crucial requirements for the effective implementation of the 

medical records system addressing security and privacy, patient interaction, and 

relevant skills in the usage of the system (Tang, Ash, Bates, Overhage & Sands 2006: 

123; Roman 2009: 40; Weeks 2013:142). This further involves IT components such 

as computers, output devices, servers, networks, and budget (Roehrs, Da Costa, Da 

Rosa & Farias 2017: 2). The rational implementation and usage of the electronic 

records management system rely on the availability of technological components that 

meet the system criteria and required resources. In Tshwane healthcare centres, 

57.9% (55) of respondents rated the availability of computers as poor. As per 

observations, the computers were available in the IT support storage but were not in 

good working condition as some of them were missing components such as hard 

drives and motherboards. The availability of output devices such as printers and 

scanners were rated very poor by 40% (38) of respondents. In larger health 

institutions, the printers needed to be more as some were not functioning while others 

did not perform all the functions. In medium health facilities, two to three printing 

proved to be enough.  

Checking the availability of servers, although 40% (38) of participants were unsure, 

the observation confirmed that each institution had a designated server for handling 

patient data. Most participants outlined that the system was constantly down, and load-

shedding in the nearby areas had made this worse in terms of connection. 

Furthermore, the availability of internet connection was rated to be 60% (57) 

inadequate by participants. The internet connection could have been more effective 

as it was constantly being repaired and rebooted, causing delays in utilising the 

system.  
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Looking at the availability of the intranet website, 40% (38) of respondents confirmed 

it was insubstantial. However, particularly large private health institutions had an 

intranet in place, as observed. The intranet was well designed with ease of navigation 

for the users. In public institutions, the website was centralised at the Department of 

Health, listing only the names of institutions with contacts and addresses. The 

researcher tried to contact the numbers displayed, but most were no longer active. 

The availability of computer skills and time management were considered the 

requirement for readiness and effective implementation; 54.7% (52) of participants 

confirmed this to be poor. This further highlight the skills gaps within healthcare 

institutions. Literature attests that with an unskilled workforce, healthcare will 

continuously face rising challenges (Sahid, Shuhidan & Noordin 2020: 1165). 

5.3.7. Responsible person for implementation of electronic HIS 

Literature reports that key role players should be held responsible for a constructive 

implementation of the medical records management system (Ahmadi & Aslani 2018).  

POPIA (2013) contends for the appointment of information officers. Such individuals 

should be provided adequate time, sufficient tools, and the capital means to dedicate 

themselves to affairs with respect to POPIA. This is because records custodians aim 

to create, store, maintain and secure records according to the procedures and 

guidelines of their institution. In the Tshwane healthcare institutions, the key personnel 

responsible for implementing the medical records management system were 

confirmed to be the head of the department, chief information officer and records 

manager. This was approved by 33% (31), 32% (30), and 24% (23) of respondents 

consecutively.  

5.4. ASSURANCE OF CONFIDENTIALITY FOR PII 

The second objective was to determine assurance regarding the confidentiality of 

patient information in the healthcare institution. This section interprets and discusses 

data based on healthcare institutions' assurance provided to the patient by addressing 

accountability, transparency, and the assurance pillars. 
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5.4.1. Assurance of the security of patient data 

The literature revealed that information assurance encompasses activities and affairs 

that prompt the management of information with security and privacy concerns (Paul 

& Althal 2019:60). According to Smirnov and Chiueh (2004), assurance makes certain 

that although attacks may be successful, certain levels of confidentiality, availability 

and integrity can still be assured. This emphasises that healthcare providers need to 

take measures to assure confidentiality as they will be held liable for any breach of 

confidentiality (POPIA 2013: 12). Based on this, 62% (59) of respondents indicated 

that patients were not assured that their personal information was secured within the 

institutions. The key challenges included the lack of time, rushed processes, and 

reluctant patient interest. In support of this, literature contends that time spent on 

computers and documentation completion influences patient care time (Ammenwerth, 

Eichstadter, Haux, Pohl & Ziegler 2001: 63). In some institutions prior to patient file 

creation, a checklist was provided to the patient indicating that they have read and 

understood that their personal information was kept secure on the premises.   

5.4.2. Transparency in the management of and security of patient data 

Literature shows that assurance of confidentiality for patient-identifiable information 

goes with transparency and accountability. Healthcare institutions should exhibit 

transparency to the patient and educate them on the management measures for 

securing their data (Vael 2010: 8). Accordingly, 44% (42) of participants confirmed that 

health workers were transparent on the management and security of patient 

information. The observation reported that, in most instances, patients were reluctant 

to be assured of the confidentiality of their data out of desperation for medical attention. 

The interviews further said that some employees are negligent in demonstrating 

assurance to the patient with the perspective that it is not their role or duty. 

Furthermore, one of the participants added that sometimes lack of transparency was 

caused by health workers who needed to be better informed of the procedures and 

guidelines.  
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5.4.3. The pillars of assurance of information confidentiality 

The pillars of information assurance aggregate confidentiality, integrity, availability, 

authentication, and non-repudiation (Young 2015). The success of these aspects 

entails information assurance (Young 2015). The literature further indicates that to 

affirm assurance, information should be available and accessible sufficiently (United 

Nations Committee on Economic, Social & Cultural Rights 2008). In this regard, 93.7% 

(89) of respondents confirmed that the availability of records for patient access was 

competent. Accordingly, 37% (39) of participants verified the integrity of the system’s 

security to be poor. This supplement the findings outlined in section 5.3.3 rating for the 

system’s security. The observation reported that although patients wait in long queues, 

access to their records is granted for any changes or medical treatment. The literature 

specifies that the lack of access control to the medical records system creates an 

unstable security system (Letter to Congress of America 2006).  Authentication and 

verification before access to medical records was rated adequate by 59% (56) of the 

participants. This further compliment the access controlled under 5.3.3. The fourth 

aspect addressed the confidentiality of patient information; 57% (54) of participants 

further validated that patient-identifiable data was not efficiently protected. Regarding 

the non-repudiation that indicates that proof of identity was configured during online 

communication with patients, 80% (76) also confirmed that this was insufficient. The 

literature shows that an unsecured communication network led to passwords, 

messages, logins, and other confidential data being intercepted (Audin 2009: 2). 

5.5. TRUST WITH PATIENTS ABOUT CONFIDENTIALITY OF PII 

The third objective of the study was to find out the trust established with patients about 

the confidentiality of personal information in healthcare institutions. This segment 

interpreted the findings addressing patient trust relationship, causes of patient 

mistrust, trust in the records management system and impact of distrust on patient 

care. 

5.5.1. Patient trust relationship 

In conformity, the literature demonstrates that forming a trusting relationship between 

patient and healthcare providers incorporate achieving compliance and assurance 
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(McKnight, Choundury & Kacmar 2002: 334). It was confirmed by 41% (39) of 

respondents that there was a trust relationship between patients and healthcare 

providers in the Tshwane healthcare institutions. The main reason was that patients 

needed trust to take necessary actions for better health. As a result, they needed to 

trust the healthcare providers to get medical assistance. The literature clarifies that 

trust is an essential ingredient of health practice (Shen, Bernier, Sequeira, Strauss, 

Silver, & Carter-Langford 2019: 6). In respect, this illustrates that a trusting relationship 

influences patients’ attitude towards health in terms of adhering to instructions, follow 

up visits and health outcomes (Lott, Campos-Castillo, & Anthony 2020:488-489). As a 

result, trust improves health outcomes and engagement with patients and diminishes 

mistrust of the healthcare system. In contrast, those who objected to the trust 

relationship reasoned that a lack of time with patients was a factor in patient mistrust. 

Poor employee time management meant that patients were kept waiting, and they got 

stressed and frustrate. Participant  six elaborated that “patients with a trusting 

relationship with health providers facilitate cooperation and provide opportunities to 

learn about patients’ unique health needs” 

5.5.2. The causes of patient mistrust towards healthcare workers 

In as much as patients’ trust improves healthcare service for the patient, the lack of it 

can negatively influence the kind of service provided (Safran, Taira, Rogers, Kosinski, 

Ware, & Tarlov 1998: 214). The literature outlines the factors that cause patient 

mistrust in the healthcare system and workers, including but not limited to lack of 

honesty, confidentiality, privacy, no transparency, and accountability. The findings 

highlighted that the dominant causes of patient mistrust included a lack of privacy, 

confidentiality, respect, transparency, and honesty. This was confirmed by 34% (32), 

31% (29), 28% (27), 26% (25) and 22% (21) of respondents consecutively.  

The causes of mistrust lead to patients concealing personal information for medical 

care (Damschroder, Pritts, Neblo, Kalarickal, Creswell & Hayward 2007: 228). The 

researcher established the incidences in which patients withheld information within the 

institution; 68% (65) of respondents confirmed that there was never a case where a 

patient was not treated because they did not want to disclose their personal 
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information. For institutions with such incidences, it was outlined that patients 

requested proof that the disclosure was necessary. It was also pointed out that male 

patients most often refuse to disclose their personal information, and the reasons were 

unknown. However, the literature highlights stigma and discrimination as the main 

contributors to patients not disclosing certain information (Safran, Taira, Rogers, 

Kosinski, Ware, & Tarlov 1998: 214). 

5.5.3. Patient trust in the records management system 

According to Anthony and Campos-Castillo (2015: 840) in the literature, one of the 

concerns with health information systems is that patients are concerned about 

confidentiality after the disclosure of their data to healthcare professionals and in the 

information system. In this regard, 62% (59) of participants confirmed believed patients 

did not have trust in the health information management system of their institutions. 

This was an expected finding considering the key challenges that Tshwane healthcare 

institutions had regarding the management of their medical records. The literature 

further indicates that patients indirectly does not have an option to not trust the system 

because this determines whether they will receive medical treatment or not (Payne 

2013). The reasons for not trusting the system included patient concerns with their 

data being provided to third parties without their consent and the security of data stored 

within the records system. It was further highlighted that the issues of transparency 

affected the fair processing and security of data. Moreover, it was reported that there 

was a lack of accountability for actions legally and administratively. 

5.5.4. Patient incomplete medical records 

Besides patients needing help disclosing personal information due to trust, one of the 

challenges includes inaccuracy or incomplete medical records (Campos-Castillo & 

Anthony 2014; Anthony & Campos-Castillo 2015: 840). Complete disclosure and 

competent health information systems are necessary to alleviate these challenges 

(Willet 2013: 170).  In the Tshwane healthcare institutions, incomplete or inaccurate 

data was one of the key challenges faced during healthcare service, as confirmed by 

61% (58) of participants. Literature proves that incomplete and erroneous patient data 
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may lead to invalid healthcare decisions and health reports, as attested by Els and 

Cilliers (2018: 625). 

Greenhalgh, Wood, Bratan, Stramer and Hinder (2008: 1292) opines that factors 

causing incomplete patient data include but are not limited to shortage of staff, busy 

schedule, the patient, doctors that do not write the medical record file and lack of 

resources in the management of records. In addition to an ineffective records 

management framework, the leading causes of inaccurate data are insufficient records 

management resources, skills and competencies, records manager involvement and 

consultation. This was confirmed by 58% (55), 63% (60), 51% (49) and 37% (35) of 

respondents consecutively. It was further specified that, at times, patients contributed 

to the inaccuracy of data as they were believed to compromise what was in their 

medical record file during their check-ups. They tempered with what was written or 

removed certain documents in the file. Millar (2011: 5), in the literature reviewed, 

believes that one of the key causes is the files that need to be filled out completely; 

Pujihastuti (2014) highlights that from 100 medical record files taken, there usually are 

30 incomplete medical record files. This occurred in several healthcare institutions in 

Tshwane. 

5.6. POLICIES AND PROCEDURE GUIDELINES FOR MANAGEMENT OF 

CONFIDENTIAL PII 

The fourth objective of the study was to identify policies and procedure guidelines for 

managing confidential personally identifiable information in the health institution. This 

section interpreted the findings based on the regulatory framework used to guide the 

formulation of the records management infrastructure and the policies that address 

confidentiality. Furthermore, it covered the security of patient information in the record 

life cycle.    

5.6.1. Records management infrastructure aligned with South African 

regulatory framework. 

Legislation plays a significant role in achieving specific healthcare goals to improve 

healthcare delivery and ensure patient confidentiality and adequate access to 

information. The literature reviewed in Chapter Two attested that the healthcare sector 
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ought to comply with the laws, regulations, policies, procedures, and guidelines of an 

entity (Malherbe 2021: 2). In these regulatory framework guidelines on records 

management, the following are also included, the process of creating, keeping, and 

maintaining records and employee accountability (Ngulube & Stilwell 2011:268). 

Furthermore, there must be a balance between patients’ privacy rights and healthcare 

providers’ access to health data (National Academies of Sciences (1997: 129). 

Institutions should align their policies, procedures and guidelines with the South 

African legislative framework. Being that it is in the Tshwane healthcare institution, 

68% (65) of participants responded that the information management infrastructure 

was as per the South African regulatory framework. The content analysis stipulated 

that the records management infrastructure followed the legislative framework. 

However, it was not effectively aligned in terms of compliance. 

To validate some of these findings, the respondents indicated the regulations they 

believed were in line with their entity’s legal framework. For this study, the researchers 

highlighted the regulatory framework relevant to the context. Thus, the regulatory 

framework addressing health information use and its protection within the institutions 

was highlighted NHA, PAIA, ECT Act, Protection of Information Act and POPI Act were 

pointed. This was confirmed by 71% (63), 70% (62), 58% (52), 38% (34) and 33% (29) 

sequentially. The content analysis and observation further confirmed that the 

healthcare entities in Tshwane used various regulatory frameworks as a foundation to 

institute their information and records management infrastructure. However, the 

policies, procedures, and guidelines developed were not satisfactorily constructed 

because of inadequate alignment and resources required. In public entities, individuals 

to align policies were not adequately trained to do so. However, some private entities 

outsourced compliance officers who are liable to align policies for compliance. 

The literature suggests that healthcare institutions must comply with the legislation 

and regulatory framework to provide efficient patient care (Ohio University 2021). 

Following this, the efficiency of managing records relating to the regulatory framework 

was rated in the study. In the Tshwane healthcare institution was rated, paper-based 

patient records storage was confirmed to be adequate by 57% (54) of respondents. 

The observation contradicted these findings as the records storage needed to be 
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better conditionalised to store, records and the space required to be more adequate, 

with some files kept in boxes and some on top of the shelves. The records 

administration resources were rated as 43.2% (41) adequate. Again, during the 

observation and interviews, particularly in private institutions, there needed to be more 

administration resources, including file covers, file colour coders and shelves. The 

main reason was the limited budget for the information and records management unit.  

Ngoepe (2014:6) states that the security and safety of records are vital against threats 

such as disaster and data theft. In the Tshwane healthcare institutions, the observation 

revealed that water shortage, smoke and fire detectors and ventilation control, as 

confirmed by 47.4% (45) of the participants. According to the literature, having a 

backup system that creates duplicates of records assists in the event of primary data 

failure or loss is very significant within the healthcare environment (Samy, Ahmad & 

Ismail 2013: 200). This was not the case in the healthcare centres as there was no 

backup system available due to financial issues and this was confirmed by 57% (54) 

of respondents. The technology used within the institutions could only capture 

demographic data and billing data of patients instead of including patient treatment 

historical data. As such, no records had duplicates as a backup. Based on the records 

management technological system, 54% (51) of respondents confirmed it needed to 

be improved. These limitations mainly influenced the systems and the lack of financial 

stability to upgrade and maintain the system.  

The legislative and regulatory framework grants legitimate access to information to 

permitted individuals. In the Tshwane healthcare institutions, 54% (52) of respondents 

confirmed that records access measures were efficient. The observation revealed that 

access control was ineffective. For instance, after retrieving files, some patients could 

walk outside the premises with their files unnoticed while waiting for doctors’ 

attendance. Others would leave their file on the benches to secure their space in the 

queue for treatment. In the records management section, people (some not 

employees) could access the records section due to close relationships with the 

employees. Therewithal, the record tracking system was believed to be ineffective, as 

confirmed by 45.3% (43) of participants. The foremost reason was issues relating to 

missing records files within healthcare professionals’ offices, whether doctors or 
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surgeons. This added to the employee’s negligence in the records management and 

compromised the safety of medical records. In this respect, 73% (69) of respondents 

rated the effectiveness of record safety measures as deficient and inadequate. 

Literature shows that such challenges, if left unresolved, significantly increase security 

threats (IBM security 2016). 

5.6.2. Policies and procedure guidelines in health institutions 

Organisational policies and procedures are significant as technical measures in 

protecting patient confidentiality. Healthcare institutions must have all standard 

policies for their procedures and guidelines for compliance. In the Tshwane healthcare 

institution, more regulations, laws, or policies were needed to address medical records 

management, as confirmed by 41% (39) participants.  For instance, medium private 

healthcare had no written policies within the institution but just guidelines on how 

employees should conduct themselves within the workplace.  For those that had 

written policies and regulations, most employees needed to be better informed about 

them, and others were still in draft pending approvals. The worst part was that the 

institution in Tshwane had no policy for medical records management 71% (67) of 

respondents provided a confirmation. 

The records management manual is vital in providing efficient instructions on creating, 

processing, storing, and disposing medical records. Based on this, 83% (79) of 

respondents confirmed that there was no existing procedure and guideline manual for 

managing patient records. This high percentage was primarily because some 

healthcare institutions had them in their possession but were yet to be distributed to 

their employees. The content analysis reported that entities that developed manuals 

were aligned accurately with the medical record management policy. The manual was 

used for enforcing compliance with the regulations in the entity. However, some 

institutions still had to put the manuals in place. This indicated that some institutions 

were looking for a way in which they could communicate their standards in the absence 

of a manual. Consequently, they placed an undue burden on workers who did not 

know how to discharge their duties under medical records management. A manual is 

highly recommended for these institutions, considering some of their workers did not 
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study fields related to records management. The content analysis revealed that 

existing policies only covered some institutions’ data privacy, information technology 

security, and administrative and human resource components. 

It is of the utmost importance that healthcare institutions ensure that employees 

comply with the policies that are implemented when performing their duties. The 

literature reviewed highlights that it is the role of the institution’s management to 

ensure compliance (Bani-Issa & Ibrahim 2020: 3). Compliance with the existing 

policies and procedure guidelines in Tshwane healthcare centres was declared very 

poor by 49% (47) of the respondents. The findings further revealed that this was due 

to challenges with ineffective management practices, lack of support and poor internal 

communication practices. The policies that are created must be accessible to 

employees. This is one of the first steps that ensure compliance. The literature further 

highlights that non-compliance to organisational policies should not be tolerated 

(Kruger 2021), as this results in poor health data management (Marutha 2018). 

5.6.3. Departments/units accountable for handling medical records across the 

record life cycle 

According to the literature reviewed, accountability contributes to policy compliance 

and assures a trusting relationship (Kapdi & Sulaiman 2016). Ngoepe (2014: 7) 

supports that in records management, collective responsibility is vital for ensuring 

accountability in ensuring the authenticity of records. Checking the responsibility of 

different medical units that play a role in the records management during the creation 

and receipt, the nursing unit was mainly identified by 63% (60) of the participants. This 

was mainly because the records management officers only manage the medical 

records upon their submission for filing. Marutha (2018) state that this is because it 

involves PII. Regarding confidentiality and privacy rights, only the medical practitioner 

and the nurse should be with the patients during a consultation.   

Although the clinical unit plays a role in the creation-receipt stage of the records, they 

can only fulfil their responsibilities so far due to their lack of expertise regarding the 

two last stages of the record cycle. The records managers are liable for ensuring that 

records are kept secure and confidential from creation to disposal (Ngoepe 2014:7). 
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In the Tshwane healthcare institutions, records management plays a significant role in 

the maintenance-use of records, as corroborated by 63% (60) of the participants. This 

was because the records management officers were experts in the storage, security, 

preservation, and retrieval of medical records requested for use. Subsequently, they 

were also responsible for disposing of unused records. At this stage, they ensured that 

every little piece of data that belongs to medical records was destroyed. During the 

observation, it was reported that the clinical and nursing units had a designated 

register clerk acting as the mediator between the information and records 

management unit and clinical and nursing units. This was done to ensure that all the 

files created or requested were tracked and returned.  

In all the record life cycle stages, confidentiality should be maintained for patient 

safety. The study established whether the records were safeguarded throughout the 

different stages of the record life cycle stages. In terms of security and safety in the 

creation-receipt and disposal stage, the findings revealed poor patient data security 

and safety. This was confirmed by 36% (35) and 16% (15) of respondents in respect 

of these two stages. The observation revealed that records needed to be kept secured 

and safe during the record life cycle due to a lack of access control and tracking system 

for records once moved out of the information records management section. In the 

disposal, the employees become negligent because some files were found with 

specific patient data. Records security was compromised because of the need for 

more effective procedures and guidelines and uninformed employees on policies. 

However, security during the maintenance and use of records was confirmed by 60% 

(56) of participants to be adequate. The reason was that employees working in 

maintenance were often equipped with records management expertise making it 

efficient to maintain security for the records. 

5.7. CHALLENGES FOR PROTECTION OF CONFIDENTIAL PII 

The fifth objective of the study was to identify challenges to protecting confidential 

personally identifiable information within the healthcare institution. This section 

interpreted the findings based on this objective, pointing out confidentiality challenges 

and internal and external threats to confidential PII.  
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5.7.1. Confidentiality challenges within the institution 

The literature stresses that confidentiality threats increasing (Barlow 2015). Kam 

(2012) opines that the legislative gap, lack of trust and staff negligence are the main 

contributors to this increase. In the Tshwane healthcare centres, 53% (50) of 

participants confirmed that there were no existing challenges within the institution 

regarding confidentiality. However, the interviews contradicted these findings, as 

some information and records managers indicated that challenges exist. This was 

further supported by 24% (23) of respondents. Most did not acknowledge the 

existence because the employees were not notified of them, as it was believed that 

some contributed to them pending internal investigations. In the event of a confidential 

breach, it was indicated that these occurred most often when files were handed to 

patients who could be negligent. As a result, patient negligence was highlighted as 

another contributor to confidentiality challenges consciously and unconsciously. 

Based on the above findings, 51% (48) of respondents confirmed that employees 

needed to be more knowledgeable about patient confidentiality. It was highlighted that 

in the absence of training on regulations and policies, employees were required to 

occupy more knowledge for service providers to ensure patient safety. Most of the 

employees knew how to perform their duties. However, they needed more 

understanding of the standard procedures within the information and records 

management field. The literature emphasises that some confidential data was lost 

through employees sharing healthcare data over WhatsApp, social media, and texting 

(Imperial College Healthcare 2018). Social media platform save data automatically on 

the devices, and when employees leave the premises, they do not remove it; in this 

way, it is exposed to or lands in the wrong hands. Consequently, management issues 

regarding inadequate laws, regulations and policies were also identified. These 

findings confirmed what the literature reviewed outlined on confidentiality challenges 

stemming from management issues, organisational ethics, and healthcare 

practitioners (Noorozi, Zahedi, Bathael & Salari 2018). This also meant confidentiality 

was not prioritised; instead, generating money was predominantly in private healthcare 

institutions.   
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Maintaining confidentiality is necessary for the record life cycle to avoid compromising 

medical records’ safety (Noorozi, Zahedi, Bathael & Salari 2018). The findings 

revealed that confidentiality was not managed effectively across the record life cycle.  

The lack of confidentiality led to the loss of patient trust and legal actions within the 

professional bodies. Furthermore, during the disposal of records, some records were 

left exposed on the premises due to employee negligence. Medical professionals 

should never forget their ethical and legal obligation to keep patient confidentiality 

(Barlow 2015; Weiner 2018: 10). 

5.7.2. Challenges to external and internal threats within a health institution 

The primary purpose of information technologies is to prevent attacks on confidential 

patient data and maintain their trust in the healthcare information management 

system. In the Tshwane healthcare institutions, it was indicated by 45% (43) of 

participants that several breaches of patient data occurred within the institutions. The 

respondents indicated the leading role players in data breaches, including cybercrime, 

social engineering and physical attacks, patients, and employees. This was confirmed 

by 88% (38), 51% (22), 49% (21) and 42% (18) of the respondents consecutively. The 

high cybercrime rate was due to a lack of security, employee negligence with laptops, 

unsecured communication networks and uninformed employees on cyber security. In 

the literature, it was pointed out that the effects of data breaches affect the reputation 

of healthcare providers and patients’ trust relationships (Nabe 2022). 

Furthermore, the literature stipulates various methods used to extract confidential 

information in information and records management systems and grouped by category 

of two, including external, which constitute malware, ransomware, and phishing, to 

name a few. Internal threats include employees with intention to harm, employee 

negligence and human and technical error (Samy, Ahmad & Ismail 2010; KPMG 

2017). The primary methods used to breach data within the Tshwane institution 

included employee negligence, employees with an intention to harm, malware attacks, 

employee technical error and eavesdropping. This was confirmed by 81% (35), 74% 

(32), 65% (28), 58% (25) and 21% (9) of the respondents in the same order. Most of 

these methods were caused by employees with an intention to harm. According to the 
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literature, such employees have access to confidential data and the motive to exploit 

it for financial gain (Millar 2011: 5). Most often such employees are referred to 

disgruntled employees (Smith 2014: 110-115). As a result, the literature further proves 

that employee threats represent 25% and 50% of cyber-attacks (Lee 2018). 

5.8. STRATEGIES FOR MAINTENANCE OF COMPLIANCE TO POPIA 

The sixth objective of the study was to find strategies for maintaining compliance with 

POPIA within healthcare institutions. In this section, data on POPIA awareness by 

healthcare professionals, implementation of POPIA within health institutions, POPIA 

compliance and the assessment of the POPIA policy was interpreted.   

5.8.1. Health professionals’ awareness of POPIA 

The literature pinpoints that the POPIA act confers institutions the capacity to outline 

their information management plan to enhance service provision. Consequently, non-

compliance with the requirements of the Act constitutes dismal consequences (POPIA 

2013). In such cases, it is the institution’s responsibility to ensure that its employees 

are aware of the POPIA and its requirements in the workplace. Following this, 53% 

(50) of respondents substantiated that they were unaware of the POPIA. The ultimate 

reason behind this was that the institution does not sufficiently enforce compliance 

through awareness training and some of the institution’s legal documents are not 

widely available for employee access. In some institutions, such information was 

available on shared platforms. However, employees were reluctant to read them. 

During the content analysis, it was reported that such information exists, but it was not 

yet distributed to the entire workforce.  

Although responsibility relies on the institution to ensure awareness, it is also the 

workforce’s responsibility to be informed on general matters. On this basis, the study 

established the sources of information for understanding POPIA. Healthcare workers 

knew about the Act from health institutions, schools or high institutions, social media 

and radio or television. This was confirmed by 36% (14), 27% (10), 21% (8) and 13% 

(5) of participants successively. The literature emphasises that individuals and entities 

must know and understand the Act for it to succeed (POPIA Compliance 2021). 
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5.8.2. Implementation of POPIA policy within the institutions 

According to the literature, the entities that handle information in their operations must 

conform to POPIA by developing their POPIA policy in line with their operations (Visser 

2021). The POPIA Compliance (2021) underlines that there is a range of strategies 

that entities may adopt in the implementation of the policies of this Act. In general, the 

practices within the workplace may determine whether the entity is complying or not. 

In the Tshwane healthcare institutions, it was revealed that a POPIA policy was 

needed. This was justified by 42% (40) of participants. Only 26% (25) of respondents 

indicated that the policy was implemented. It was reported that some institutions 

needed an organisational policy aligned with the POPIA. In contrast, in certain 

institutions, only a summary of POPIA was created and kept on the website, indicating 

that the institution adhered to the Act. 

Moreover, although some participants believed that the policy needed to be 

implemented, the researcher wanted to understand a component of practice in line 

with the act when discharging their duties. The highlighted practices related to the act 

included responding to subjects’ data access and rectification; notifying security 

compromises as soon as reasonably possible; ensuring sufficing constant protection 

during crossover data transmission; identifying the lawful basis for the collection and 

use of all personal information and appointing an Information Officer responsible for 

POPIA compliance. This was confirmed by 36.8% (35), 24.2% (23), and the remaining 

10.5% (10) of participants in the same order. This demonstrated that the application 

and practices of the POPIA in healthcare practice existed. However, it was not 

adequate.  

The POPIA compels healthcare professionals to comply with its requirements for 

organisational compliance and PII protection (POPIA 2013). Correspondingly, 61% 

(58) of participants believed that staff members comply when delegating their duties. 

The observation reported that the employees did not entirely comply with the POPIA 

requirements, given that a number of them needed to be made aware of the Act and 

what it entails. Another reason was that there was no formalised POPIA compliance 

and enforcement in some institutions.  
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5.8.3. The maintenance of compliance to eight conditions of POPIA 

The literature declares that 100% POPIA compliance cannot be executed; however, 

entities should demonstrate that they have done what is practicable to manifest due 

care (POPIA 2013). This means healthcare institutions are required to practice and 

maintain all eight POPIA conditions within their services. The conditions form a 

significant part of the framework for this study. The first condition of the act was 

accountability, of which 42.1% (40) of respondents confirmed that it was inadequate. 

It was reported that this stems from unclear roles and responsibilities and limited 

sources. Accordingly, information processing limitations were rated to be poor by 37% 

(35) of respondents, the reason being that much of the information in the healthcare 

was processed without patient consent, and no contract was in place with the patient 

outlining lawful collection or procession. Although the literature permits this, given that 

there is a valid reason (Foth 2016: 92), it was indicated that some reasons were not 

valid for the patients. Some healthcare institutions were indicated to be selling patient 

contact numbers to insurance companies for marketing purposes. The third condition, 

“purposeful specification”, stressing that reasons for collecting personal information 

must be specified, was adequate, as 63.2% (60) of respondents confirmed. This 

indicated that healthcare workers specify the reason for collecting PII from patients as 

required.  

Moreover, as the fourth condition, further information processing emphasises that the 

processing must be compatible with the original purpose. In this respect, 73% (70) of 

respondents believed there was no efficient further information processing. This 

finding compliments the first condition of the POPIA as outlined above. The information 

quality was confirmed to be satisfactory by 47.4% (45) of the participants. The 

justification for this was that patients are allowed to update any PII in their medical 

records whenever required, as a result maintaining the accuracy of data. The sixth 

condition on openness emphasises that patients must be informed about parties that 

collect their data; 52.6% (50) participants consider this inadequate. This further 

validates the reason concerning institutions that provide patient contacts to insurance 

companies for marketing purposes. The next condition on security safeguards bases 

the patient data on protection against threats; 57.8% (55) of participants agreed that 
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the security was poor. This was outlined throughout the data collection due to a lack 

of policy documentation, storage, employee negligence and inadequate records 

management plans. The last condition focuses on subject data participation through 

communication, transparency, and data accuracy, in which 61.1% (58) of respondents 

confirmed it was competent in the Tshwane healthcare institutions. Meeting these 

conditions is one of the main requirements of the POPIA, and it is suggested that 

healthcare institutions maintain their balance for compliance (POPIA 2013). 

5.8.4. Assessment of POPIA policy to ensure continuous compliance. 

The literature outlines the process of continuously maintaining POPIA compliance that 

healthcare institutions may adopt (ISO 27001 2013: 7-9). The ultimate goal of the 

process was to ensure that all the eight conditions in POPIA are followed. On that 

account, monitoring, reviewing, and updating steps are crucial for assessing POPIA 

compliance (Kiroro et al. 2021). Based on the participants who declared having a 

POPIA policy implemented, 48% (12) of respondents indicated that the policy was 

continuously assessed. However, the content analysis disputed these findings as a 

trace of the POPIA assessment plan was not documented. 

Equivalently, the study established the steps that indicated the policy assessment. In 

the Tshwane healthcare institutions, 52% (13) of the participants underpinned that 

none of the steps outlined was practised to maintain the policy. Although some steps 

were conducted in some institutions, most needed documentation indicating such.  

The literature account that these steps are vital as they incorporate the accountability 

mechanism and measurement system planned out in the health strategy (WHO 2016: 

27). Furthermore, this denotes the importance of procedure guidelines promoting the 

consistent practice and keeping patients safe (Graham & Harrison 2005). 

5.9. SOLUTIONS FOR PROTECTION OF PII   

The researcher also interpreted data on the seventh objective of the study about 

recommending solutions to protecting confidential personally identifiable information 

in healthcare institutions. Training and workshops on POPIA awareness and 

compliance were indicated in this section, and recommendations on confidential 

measures and the application of confidentiality requirements were outlined. 
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5.9.1. Internal POPIA awareness and compliance training and workshops 

The literature declare that the policy needs to incorporate training for the healthcare 

workforce before authorisation of the healthcare information system and medical 

records (Australian Digital Health Agency 2016). In the Tshwane healthcare 

institutions, 58.9% (56) of the participants advocated that the healthcare institutions 

were not conducting training related to POPIA. The findings further revealed that 

induction training was common in various entities. However, the induction does not 

cover in-depth scope as it provides a basic overview of all policies within the 

institutions. This may overwhelm employees and lead to them not grasping significant 

aspects of such training. Sebastian (2011: 26) opines that without a solid base of 

training and policies in place, other elements of a business may have challenges for 

consistency throughout.   

5.9.2. Rating of the outcomes of the POPIA training 

The literature proves that training outcomes are essential to measuring goals expected 

to be achieved at the end of the training program. Based on the 26% (25) of the 

participants that verified an existing policy training in the Tshwane healthcare 

institutions, 32% (8) of participants pronounce that the articulation of the requirements 

of POPIA was met. Demonstration of assimilation state for the rightful processing PII 

was certified adequate by 40% (10) of the respondents. Concerning identifying 

practical and institutional measurements essential for safeguarding PII, 48% (12) of 

participants confirmed that the training was competent.  

Furthermore, based on addressing confidentiality and ensuring that private information 

was protected from disclosure to any unauthorised individuals, 60% (15) of 

respondents uphold that it was effective. In describing the diverse duties of individuals 

accountable for protecting PII, 64% (16) of participants confirmed that this was 

adequate. Regarding identifying the efforts imperative to fulfil the POPIA requirements 

and the conditions contained therein, 80% (20) ratified that this needed to be 

improved. The literature review urges that the eight conditions of the POPIA should be 

the core element of each policy training on this act (ISO 27001 2013). On the outcome 

of addressing strategies to mitigate the cyber threats and to assure that risks can be 
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identified for POPIA compliance, 88% (22) of the participants demonstrated that this 

needed to be more competent in the training. The rating of these outcomes indicates 

that although the training may be in place, it needed to address the main core elements 

of the POPIA sufficiently. 

5.9.3. The application of the information confidentiality requirement in the 

institution 

The literature outlines the requirements needed to be met to provide patient 

confidentiality services. This includes protecting, informing, providing a choice, and 

improving patient confidentiality (NHS Code of Practice 2003: 10), as depicted in 

Figure 2.6. In rating the application of the information confidentiality requirements in 

Tshwane healthcare institutions, 41% (39) of the participants confirmed that protecting 

information through policies and procedure guidelines was inefficient. This was 

because of the need for more formalisation and enforcement of policies in health 

practice. Accordingly, 57.9% (55) of the respondents clarified that patients needed to 

be more efficiently informed of their information being recorded and the possibilities of 

sharing it. This further validates the findings on the second condition of the POPIA on 

processing limitation, as discussed in 5.8.3 regarding maintenance.   

Correspondingly, 68.4% (65) of the participants justified that patients’ choice was 

provided for accepting or declining to disclose information. Once again, this was 

aligned with the findings on the last POPIA condition on subject data participation, as 

indicated in 5.8.3. Subsequently, 78.9% (75) of the participants confirmed there was 

poor improvement and review of the confidentiality policies and regulations. This 

further approves the findings on the inadequate assessment of policies in the Tshwane 

healthcare institutions. These findings revealed that there were still gaps in the 

healthcare sector within the formalisation of policies to improve confidentiality (Chai 

2022). Alotaibi and Federico (2017: 1174) emphasise that undoubtedly the quality of 

healthcare service can be enhanced if confidentiality issues are minimised through 

implementation, enforcement, and continuous compliance with the regulatory 

framework. 
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5.10. SUMMARY 

This chapter discussed and interpreted the study’s findings presented from Chapter 

Four based on the objectives. As part of the objectives of the study, the interpretation 

and discussion addressed the nature of the system functional operations, utilisation, 

security, compatibility, and systems’ responsible individuals; the assurance provided 

to the patient by healthcare institution by addressing accountability and transparency 

and the pillars of the assurance; patient trust relationship, causes of patient mistrust, 

trust in the records management system and impact of distrust on patient care. 

Furthermore, it discussed the regulatory framework used to guide the establishment 

of the records management infrastructure and the policies that address confidentiality; 

it pointed out the confidentiality challenges and internal and external threats to 

confidential PII. Lastly, the chapter discussed the suggested solutions to protecting 

confidential personally identifiable information in healthcare institutions. On this basis, 

indicated training on POPIA awareness and compliance, proposition on confidential 

measures and the application of confidentiality requirements were outlined. The 

findings demonstrated the lack of policy formalisation through adequate 

implementation, training, enforcement, and assessment for continuous compliance. In 

the next chapter, the summary, conclusion, and recommendations of the study are 

outlined to ensure the improvement of compliance to protect PII in healthcare services. 
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CHAPTER 6 

SUMMARY, CONCLUSION AND RECOMMENDATIONS 

 

6.1. INTRODUCTION 

The preceding chapter presented a discussion and interpretation of the study’s 

findings. The discussion and interpretation were based on data presented in Chapter 

Four and guided by the objectives of the study. The rationale for interpreting the results 

was to assist the researcher in categorising and summarising the data to answer study 

questions. This chapter presents the summary, conclusions, and recommendations. 

The ultimate goal is to provide an overview of the study and manifest the progression 

of the study’s reasoning. Accordingly, the summary will remind the reader of the 

strengths of the study’s main arguments and restates the vital evidence supporting 

those arguments. In the conclusion, the researcher has highlighted the importance of 

the study, whereas the recommendations suggest specific interventions that address 

the issues outlined in the finding.  As a result, responding to critical findings arrived at 

through data collection and analysis. 

6.2. SUMMARY OF THE FINDINGS OF THE STUDY 

This subdivision unveils a summary of the findings based on the eight objectives 

addressed in this study. According to Babbie (2004:490), the summary should pinpoint 

significant points instead of indicating every specific finding. Correspondingly, the 

researcher compiled a summary of the findings for this study in line with the objectives 

provided in 1.2 of Chapter One.  

6.2.1. Nature of information systems to protect the confidentiality of PII 

The study’s first objective was to ascertain the nature of information systems used to 

protect the confidentiality of patients’ identifiable information. In this section, the nature 

of the system addressed functional operations, utilisation, security, compatibility, and 

systems’ responsible individuals. Below is an outlined summary of the findings: 

• The operations' health records management system functions were not adequately 

developed and implemented entirely at the medical records management levels. 
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The typical challenges revolve around controlling the expanding volume, securing 

information access, digitising records, and eliminating low-quality data. For 

instance, in digitisation, the entities still relied on paper-based records. However, 

for some, their management system did not allow them to work with both electronic 

and paper records. This increased the low-quality patient data as paper records 

were easily tempered. 

• The health records management system's functionalities were ineffective for 

service delivery. For instance, the clinical units were responsible for creating 

records, whereas the information and records management handled the 

maintenance, use and disposal of records. This contributed to records being 

created without the knowledge of records managers and a high volume of 

misplaced files, as records creation could not be tracked. 

• There was a use of technology in the service delivery, although the use of the 

technology was limited to the basics. For instance, the electronic system was 

available but only for capturing patient demographic and billing data, and no 

backup systems existed as no records had duplicates. As a result, the manual 

system was mainly used for service delivery. In some instances, the system was 

not utilised due to employee lack of competent skills and reluctance. 

• The system did not accommodate capturing patient medical history. This appeared 

to be the main factor behind the continuous use of manual systems. For instance, 

the system storage capacity was inadequate, and the records metadata was 

incomplete. 

• The electronic health system was protected using a username and password to 

access patient records. As a result, access control was protected efficiently.  

• Due to a lack of security resources for cybercrime and disaster prevention 

measures, the system was not protected satisfactorily.  As a result, the system was 

not adequately meeting the confidentiality requirements as it was exposed to 

security threats. 
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• The system was not compatible with the systems of other entities. In this respect, 

there was no potential for interoperability. Furthermore, it reduced the flexibility for 

patients to visit any healthcare concerning the shared medical records system. 

• Since most of the critical functions of the system managing records were not active, 

the electronic records management system never fully met the functional 

requirements. 

• The entities lacked the resources required to implement a competent health 

records management system. The resources stemmed from but were not limited 

to financing, time, skilled workforce, and technological resources. 

• The key individuals responsible for implementing the electronic health records 

system mainly included the head of the department, chief information officer and 

records manager. 

6.2.2. Assurance of confidentiality for PII 

The second objective was to determine assurance regarding the confidentiality of 

patient information in the healthcare institution. This subdivision covers data based on 

the assurance provided to the patient in the healthcare institutions by addressing 

accountability and transparency, and the pillars of the assurance and findings were 

summarised as follows: 

• The patients were not thoroughly assured that their personal information was 

secured within the institutions. The critical challenges included the lack of time, 

rushed processes, and reluctant patient interest. The time spent on computers and 

documentation completion influences patient care time. 

• The majority of employees were transparent on the management and security of 

patient information.  At times, patients appeared to be reluctant to be assured of 

their data out of desperation for medical attention. At times, the lack of 

transparency was caused by employees who were not well informed of the 

procedures and guidelines. 
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• There was efficient availability of records for patient access. The access was 

controlled through patients providing their identity or names to search the file 

location using the demographics captured on the health system. 

• The integrity of the security of the system was poor. The reason was that the 

security measures were insufficient and exposed the data to security threats.  

• The authentication and verification before access to medical records were 

adequate. In this respect, there was controlled access using the login credentials 

of employees for access. 

• Patient-identifiable information was not efficiently protected. The institutions could 

not affirm that information held would not be divulged to users. Most particularly 

due to the uncontrolled movement of physical files within the premises in the hands 

of patients. 

• As a result, assurance was not assured within the healthcare institution based on 

the inability to meet the pillars of assurance, including confidentiality, integrity, 

availability, authentication, and non-repudiation. 

6.2.3. Trust with patients about the confidentiality of PII 

The third objective of the study was to find out the trust established with patients about 

the confidentiality of personal information in healthcare institutions. This section 

summarises the findings addressing patient trust relationships, causes of patient 

mistrust, trust in the records management system and the impact of distrust on patient 

care. The summary is as follows: 

• The majority of employees believed that there was a trusting relationship between 

patients and healthcare providers in the Tshwane healthcare institutions. The 

relationship was initiated chiefly by employees. Patients relied entirely on health 

workers to keep their information to receive medical attention. This influenced 

patients’ attitudes towards adhering to instructions, follow-up visits and health 

outcomes. 

• In some institutions, mistrust issues were raised, and the factors constituted a lack 

of time with patients. Poor employee time management meant patients were kept 
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waiting and stress built. As a result, dealing with the frustrated patient impacts the 

chances of trust within the workforce.  

• The leading causes of patient mistrust in healthcare entities were a lack of privacy, 

confidentiality, respect, transparency, and honesty. 

• To most entities, there was never a case where a patient was not treated because 

they did not want to disclose their personal information. The principal reason was 

that patients were most often desperate for medical assistance. As such, 

withholding information may not be necessary. Male patients were outlined as the 

ones who sometimes withhold information due to stigma and discrimination. 

• Predominantly, employees believed patients did not trust their institutions' 

electronic health information management system. This was because of the lack 

of assurance provided to patients. Other concerns included a lack of accountability 

for actions legally and administratively. 

• Incomplete or inaccurate data was one of the key challenges faced during 

healthcare service delivery. The main causes of incomplete or inaccurate data 

were pointed out to be a lack of records management resources, skills and 

competencies, records manager involvement and consultation and an ineffective 

records management framework. Patients also contributed to data inaccuracy as 

they were believed to compromise what was in their medical record file during their 

check-ups. They tempered with what was written or removed certain documents in 

the file. 

• There was a trust relationship with the patients within the health institutions. 

However, it was not sufficiently granted as patients were still believed to have 

insecurities and uncertainties regarding their confidentiality within healthcare 

institutions. 

6.2.4. Policies and procedure guidelines for the management of confidential 

PII 

The fourth objective of the study was to identify policies and procedure guidelines for 

managing confidential PII in healthcare institutions. This section summarised the 
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findings based on the regulatory framework that guides the development of records 

management infrastructure and the policies that address confidentiality. Furthermore, 

it covered the security of patient information in the record life cycle. The following is a 

summary of the objective:  

• The records management infrastructure followed the South African regulatory 

frameworks; however, it was not completely compliant when looking at certain 

Tshwane healthcare centres. Although a moderate mandate was in place 

according to the legislative framework, compliance was not yet competent.  

• In the Tshwane healthcare institution mandate for governing records management, 

various regulatory frameworks were used as outlined under item 5.6.1 in Chapter 

Five.  

• The existing policies, procedures and guidelines were developed using the 

regulatory frameworks but were not satisfactorily constructed because of 

inadequate alignment and resources required. 

• Medical records management in the regulatory framework was ineffective. The 

records storage was not well conditionalised to store records, and the space was 

inadequate, with some files kept in boxes and others on top of the shelves. There 

was a shortage of administration resources, including file covers, colour coders 

and shelves. The main reason was the limited budget in the information and 

records management unit. 

• There was no backup system available due to financial issues and a lack of 

resources. As such, no records had duplicates as a backup. 

• The records management technological system was inadequate. The limitations 

mainly influenced the systems and non-financial stability to upgrade and maintain 

the system. 

• Legitimate right of access to information was at times provided to permitted 

individuals in the Tshwane healthcare institutions. However, in the hand of those 

patients, the medical records were compromised due to carelessness and 

negligence. This resulted in the records access measures being not efficient.  
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• The movement of the record tracking system was believed to be ineffective. The 

foremost reason was issues relating to missing records files within healthcare 

professionals’ offices, whether doctors or surgeons. 

• In the Tshwane healthcare institution, there were no sufficient regulations, laws or 

policies addressing medical records management. For instance, small-medium 

private healthcare had no written policies but guidelines on how employees should 

conduct themselves. The worst part was that some institutions in Tshwane had no 

policy for medical records management. 

• Some healthcare institutions had procedure and guideline manuals for managing 

patient records but were not yet distributed to the employees in their organisations. 

Entities that developed manuals were aligned accurately with the existing medical 

record management policy. 

• Compliance with the existing policies and procedure guidelines in Tshwane 

healthcare centres was declared very poor. This was due to challenges with 

ineffective management practices, lack of support and poor internal 

communication practices. 

• In terms of responsible units in the record life cycle, records managers were only 

liable for maintaining and using records. The clinical unit only created these 

records. The disposal of records was not entirely practised across the institutions. 

Consequently, only record creators took control of the records. 

• In all the stages of the life cycle. Confidentiality was only maintained in the 

maintenance and use stage. This was due to a need for more records management 

staff responsible for the creation and disposal stage, ineffective procedures and 

guidelines, and uninformed employees on policies. 

6.2.5. Challenges for the protection of confidential PII 

The fifth objective of the study was to identify challenges to protecting confidential 

personally identifiable information within the healthcare institution. The highlights in 

this section were confidentiality challenges and internal and external threats to 

confidential PII. The findings were summed up as follows: 
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• There was a lack of understanding and ability to identify confidentiality challenges 

in the Tshwane healthcare institutions. The reason was that in the absence of 

training on regulations and policies, employees did not occupy sufficient knowledge 

for service providers to ensure patient safety. As such, most employees were not 

knowledgeable about patient confidentiality. 

• Most entities had no existing procedure and guideline manual for managing 

patient records and policies. This was the main challenge as it formed the main 

foundation for compliance. 

• The use of smartphones and sharing healthcare data in organisation social media 

platforms such as WhatsApp led to a loss of confidential information. This was 

because such a platform saves data automatically on the devices, and when 

employees left the premises, they did not remove it, and through that, it was 

exposed to or landed in the wrong hands. 

• Patient negligence was highlighted as another contributor to confidentiality 

challenges consciously and non-consciously.  

• There were three main themes implying confidentiality challenges' root cause, 

including management issues, organisational ethics, and healthcare practitioners. 

This meant confidentiality was not prioritised; instead, generating money 

predominantly in private healthcare institutions. 

• Confidentiality was not managed effectively across the record life cycle. A lack of 

relevant records managers within the creation and disposal stages caused this. 

• The main players in data breaches included cybercrime, social engineering and 

physical attacks, patients, and employees. All of this was reliant on poor security 

measures. 

• The methods used to breach data within the Tshwane institution included 

employee negligence, employees with an intention to harm, malware attacks, 

employee technical error and eavesdropping. 
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6.2.6. Strategies for maintenance of compliance with POPIA 

The sixth objective of the study was to find strategies for maintaining compliance with 

POPIA within healthcare institutions. The summary below outlined findings on POPIA 

awareness by healthcare professionals, implementation of POPIA within health 

institutions, POPIA policy compliance and assessment. 

• A large part of the healthcare employees in Tshwane were unaware of the POPIA. 

The institution does not sufficiently enforce compliance through awareness 

training, and some of the institution’s legal documents are not widely available for 

employee access. 

• Some healthcare institutions, schools or high institutions, social media and radio 

or television served as the main information sources for POPIA. 

• The majority of the healthcare institution had no POPIA policy developed. 

• Although there were insufficient practices related to the POPIA, certain practices 

were followed but not competent these included responding to data subjects’ 

access and editing requisition; notifying security compromises promptly; ensuring 

sufficing constant protection during crossover data transmission; identifying the 

lawful basis for the collection and use of all personal information and appointing an 

information officer responsible for POPIA compliance. 

• The employees in healthcare did not entirely comply with the POPIA requirements, 

given that a number of them were not aware of the Act and what it entails. 

• The eight conditions of the POPIA were not competently complied with. As a result, 

the healthcare institution in Tshwane did not meet the main requirement of the 

POPIA. 

• There was no assessment plan for policies. Therefore, the policies were not 

reviewed, monitored, and updated over time. 

6.2.7. Solutions for the protection of PII   

The seventh objective of the study was to recommend solutions to protecting 

confidential personally identifiable information in healthcare institutions. The summary 
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below encompasses training and workshops on POPIA awareness and compliance, 

recommendations on confidential measures, and the application of confidentiality 

requirements. 

• In the Tshwane healthcare institutions, it was advocated that training on POPIA 

was not conducted. Only induction training was common in various entities; this 

training was insufficient as it did not discuss the in-depth scope of the policy 

components. Therefore, healthcare providers must ensure that training is 

conducted several times in the financial years to maintain compliance. 

• The existing training was inadequate as security and compliance were not 

highlighted in training. Although the training may be in place, it did not sufficiently 

address the main eight conditions of the POPIA. The solution suggested was to 

ensure that all the outcomes outlined in 5.9.2 are followed and consistently 

achieved.  

• Based on the application of the information confidentiality requirements, the 

Tshwane healthcare institutions had many weaknesses. Subsequently, the 

following weaknesses must be turned into strengths to meet the POPIA 

confidentiality requirements. As such, it was established that the institutions.  

o Failed to protect the patient’s identifiable information through policies and 

procedure guidelines. 

o Failed to inform patients of their recorded information and the possibilities 

of sharing it. 

o Provided patients with a choice for accepting or declining to disclose 

information. 

o Failed to put in place measures for improvement and review of the 

confidentiality policies and regulations. 

• There were gaps in the healthcare sector to formalise policies to improve 

confidentiality. Such gaps were mainly on security measures which the following 

list has been suggested as the solution: 
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o Implementation of POPIA policy 

o Control data accessibility 

o Secure networks and systems 

o Safeguard paper records 

o Implement endpoint protection. 

o Create an incident response plan. 

o Enable device encryption. 

o Take note of devices 

o Train employees 

6.3. CONCLUSIONS OF THE STUDY FROM THE FINDINGS 

Conclusions are made in respect of the study’s objectives. This section reports the 

conclusion on each objective in terms of what has been discovered on the study topic 

during data collection. Ultimately the goal is the ensure that the research questions 

have been answered and objectives achieved. Moreover, to establish what the future 

may hold on protecting patients’ confidentiality in the healthcare sector. 

6.3.1. Conclusion about the nature of information systems to protect the 

confidentiality of PII. 

This section concludes based on the first objective on the nature of information 

systems used to protect the confidentiality of patients’ identifiable information. The 

health records management system functions for operations were inadequately 

established and implemented at the medical records management levels. The typical 

challenges revolve around controlling the volume of the expanding records, securing 

information access, digitising records, and eliminating low-quality data. For instance, 

in digitisation, the entities still relied on paper-based records. However, for some, their 

system did not allow them to work with electronic and paper records. This increased 

the low-quality patient data as paper records were easily tempered. There was also 

the limited use of technology. For instance, the electronic system was available but 

only for capturing patient demographic and billing data, and no backup systems 
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existed as no records had duplicates. As a result, the manual system was mainly used 

for service delivery. 

The technological system needed to accommodate capturing patient medical history. 

This was the main factor behind the continuous use of manual systems. For instance, 

the system storage capacity needed to be improved, and the records metadata 

needed to be enhanced. In certain cases, the system was not utilised due to employee 

lack of competent skills and reluctance. In terms of access, the system was protected 

using a username and password to access patient records. As a result, access control 

was protected efficiently. However, the system needed to be protected satisfactorily 

due to insufficient security and disaster prevention measures for cybercrime. In 

addition, the entities needed more resources to implement a competent health records 

management system. The resources stemmed from but were not limited to funding, 

time, skilled workforce, and technological resources. Making it a system that was not 

adequately meeting the confidentiality requirements as it was exposed to security 

threats. Moreover, the system was not compatible with the systems of other entities. 

In this respect, there was no potential for interoperability. 

6.3.2. Conclusion about assurance of confidentiality for PII 

The study determined assurance regarding the confidentiality of patient information in 

the healthcare institution. In conclusion, the patients needed to be assured that their 

personal information was secured within the institutions. For instance, the key 

challenges to this included the lack of time, rushed processes and reluctant patients’ 

interest. The time spent on computers and documentation completion influences 

patient care time. Patients also appeared reluctant to be assured of their data out of 

desperation for medical attention. At times, uninformed employees about the 

procedures and guidelines also contributed to a lack of assurance. Assurance was 

ineffective within the healthcare institution based on the inability to meet the pillars of 

assurance, including confidentiality, integrity, availability, authentication, and non-

repudiation, in which PII was not efficiently protected. The institutions could not affirm 

that information held will not be divulged to unauthorised users. The reason was the 
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uncontrolled movement of physical files within the premises in the hands of patients 

and healthcare workers. 

6.3.3. Conclusion about the trust with patients about the confidentiality of PII 

The study’s results on the trust established with patients about the confidentiality of 

personal information in healthcare institutions revealed that employees believed there 

was a trusting relationship between patients and healthcare providers in the Tshwane 

healthcare institutions. The relationship was initiated mostly by employees as they 

provided the reason for patients to fully rely on them to keep their information to receive 

medical attention. This influenced patients’ attitudes towards adhering to instructions, 

follow-up visits and health outcomes. Besides that, patients were most often desperate 

for medical assistance. As such, withholding information may not have been 

necessary.  

However, in some institutions, mistrust issues were raised, and the factors constituted 

a need for more time with patients. Poor employee time management meant patients 

were kept waiting, and stress may build up. As a result, dealing with the frustrated 

patient impacted the chances of trust within the workforce. The main causes of patient 

mistrust in healthcare entities were a lack of privacy, confidentiality, respect, 

transparency, and honesty. In terms of trust in the electronic health information 

management system, there was no existing patient trust. This was because of the 

need for assurance provided to patients. Other concerns included a need for more 

accountability for actions legally and administratively. 

Incomplete or inaccurate data was one of the key challenges faced during healthcare 

service delivery. The main causes of this were identified as insufficient records 

management resources, skills and competencies, accountable records manager 

involvement and consultation and an ineffective records management framework. 

Patients also contributed to data inaccuracy as they were believed to compromise 

what was in their medical record file during their check-ups. They tempered with what 

was written or removed certain documents in the file. Therefore, a trusting relationship 

with the patient existed. However, it needed to be sufficiently granted as patients were 
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still believed to have insecurities and uncertainties regarding their confidentiality within 

healthcare institutions. 

6.3.4. Conclusion about policies and procedure guidelines for the 

management of confidential PII 

This section’s conclusion was based on the identified policies and procedure 

guidelines for managing confidential personally identifiable information in healthcare 

institutions. The records management infrastructure followed the South African 

regulatory frameworks. However, it needed to be more compliant when looking at 

certain institutions. Although a moderate mandate was in place according to the 

legislative framework, compliance still needed to be competent. The existing policies, 

procedures and guidelines were developed using the regulatory frameworks but 

needed to be satisfactorily constructed because of inadequate alignment and 

resources required. 

Based on the legal and regulatory framework and management of records, the records 

storage needed to be better conditionalised to store records. The space needed to be 

adequate as some files were stored in boxes on top of the shelves. There needed to 

be more administration resources, including file covers, colour coders and shelves. 

The main reason was the limited budget for the information and records management 

units. Furthermore, there needed to be a backup system available due to financial 

issues and a lack of resources. As such, no records had duplicates as a backup. The 

movement of the record tracking system was ineffective. The foremost reason was 

issues relating to missing records files within healthcare professionals’ offices, whether 

doctors or surgeons. There was a lack of regulations, laws or policies addressing 

medical records management. For instance, particularly small-medium private 

healthcare had no written policies within the institutions but guidelines on how 

employees should conduct themselves within the workplace.  The worst part was that 

some institutions in Tshwane had no policy for medical records management. 

Consequently, compliance with the existing policies and procedure guidelines in 

Tshwane healthcare centres needed to be improved. This was due to challenges with 

ineffective management practices, lack of support and poor internal communication 
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practices. In the record lifecycle, confidentiality was only maintained in the 

maintenance and use stage. This was due to ineffective procedures and guidelines, 

uninformed employees on policies and a need for records management staff 

responsible for the creation and disposal stage.  

6.3.5. Conclusion about the challenges to the protection of confidential PII 

The fifth objective of the study identified the challenges to protecting confidential 

personally identifiable information within the healthcare institution. The study 

concluded that there was a lack of employee understanding and ability to identify 

confidentiality challenges in the Tshwane healthcare institutions. Most healthcare 

employees needed to be better knowledgeable about patient confidentiality. 

Furthermore, in the absence of training on regulations and policies, employees did not 

occupy sufficient knowledge for service providers to ensure patient safety. Another 

issue was that confidentiality was not prioritised; instead, the priority was on 

generating money, particularly in private healthcare institutions this was predominant.  

Furthermore, using smartphones and sharing healthcare data on the organisation’s 

social media platforms, such as WhatsApp, led to a loss of confidential information. 

This was because such a platform saves data automatically on the devices, and when 

employees left the premises, they did not remove it, and it was exposed or landed in 

the wrong hands. Patient negligence was highlighted as another contributor to 

confidentiality challenges consciously and unconsciously. Additionally, confidentiality 

was not managed effectively across the record life cycle. This was mainly due to a 

lack of relevant records managers within the creation and disposal stages. In terms of 

data breaches or loss, the main role players in data breaches included cybercrime, 

social engineering and physical attacks, patients, and employees. All of this was due 

to poor security measures. The methods used to breach data within the Tshwane 

institution included employee negligence, employees with an intention to harm, 

malware attacks, employee technical error and eavesdropping. Overall, three main 

themes implying the root cause of confidentiality challenges included management 

issues, organisational ethics, and healthcare practitioners. 
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6.3.6. Conclusion about the strategies for maintenance of compliance with 

POPIA 

The sixth objective was to find strategies for maintaining compliance with POPIA within 

healthcare institutions. The study concludes that a large part of the healthcare 

employees in Tshwane was not aware of the POPIA. The institutions did not 

sufficiently enforce compliance through awareness training, and some of the 

institution’s legal documents were not as widely available for employee access. 

Consequently, the majority of the healthcare institution had no POPIA policy in place. 

Although there were insufficient practices related to the POPIA, certain practices were 

followed but not competently. These included responding to data subjects’ access and 

editing requisition; notifying security compromises promptly; ensuring sufficient 

protection during crossover data transmission; identifying the lawful basis for collecting 

and using all personal information and appointing an information officer responsible 

for POPIA compliance. The eight conditions of the POPIA were not competently 

complied with. As a result, the healthcare institutions in Tshwane did not meet the 

main requirement of the POPIA. Moreover, the employees in healthcare did not 

entirely comply with the POPIA requirements, given that a number of them were 

unaware of the Act and what it entails. The worse part was that there was no 

assessment plan for policies. Therefore, the policies were not reviewed, monitored, 

and updated over time.  

6.3.7. Conclusion about solutions for the protection of PII   

The seventh objective of the study recommended solutions to protecting confidential 

personally identifiable information in healthcare institutions. In the Tshwane healthcare 

institutions, it was advocated that they were not conducting training on POPIA. Only 

induction training was common in various entities, which was insufficient as it did not 

discuss the in-depth scope of the policy components. Therefore, healthcare providers 

must ensure that training is conducted several times in the financial years to maintain 

compliance. The existing training needed to be improved as security and compliance 

were not highlighted in training.  
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Although the training may be in place, it needed to address the eight main conditions 

of the POPIA sufficiently. The solution suggested was that the training should be 

aligned with all the outcomes outlined in 5.9.2 for efficiency. The Tshwane healthcare 

institutions had many areas for improvement in the application of the information 

confidentiality requirements as they failed to protect PII, inform patients of their 

information being recorded and the possibilities of sharing it and put in place measures 

for improvement and review of the confidentiality policies and regulations. There were 

gaps within the healthcare sector to formalise policies to improve confidentiality. Such 

gaps were mainly on security measures including but not limited to securing networks 

and systems, safeguarding records, implementing POPIA policy and training 

employees for compliance. 

6.4. RECOMMENDATIONS 

This section provides recommendations to address key issues raised under each 

study objective. The recommendations are derived from the findings. The researcher 

approached this section using the Strengths, Weaknesses, Opportunities and Threats 

(SWOT) analysis method. The most highlighted part of SWOT for this section is the 

weaknesses and strengths. All the key issues identified in this study fall under 

weaknesses. The rationale for using the SWOT was that the researcher wanted to 

encourage turning all the weaknesses identified into strengths. As such, keeping up 

with the strengths and simultaneously bringing the gap and, as a result, minimising 

threats and creating more opportunities. The recommendations aligned with the study 

objectives are discussed below.  

6.4.1. Recommendations about the nature of information systems to protect 

the confidentiality of PII 

This section provides recommendations on the first objective regarding the nature of 

information systems used to protect the confidentiality of patients’ identifiable 

information. The health records management system functions for operations must be 

adequately developed and implemented at medical records management levels. For 

instance, there should be an ability to control the expanding volume of records, secure 

information access, digitise records, and improve data quality. Healthcare institutions 
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should not be reliant on paper-based records. Their management system must allow 

them to work with electronic and paper records (Ponnala et al. 2021). The system must 

not only capture demographical and billing data but also store the patient's medical 

treatment history (MacDonald 2017). This will ensure that health records are backed 

up. Furthermore, the system should be completed with all functions fully operational.  

Vivlio health (2021) suggest strategies that can help entities make privacy a priority in 

a short-term including conducting a risk analysis, develop critical levels of access, 

shred paper files with health data and share patient records securely and encourage 

best practices in the organisations. For confidential medical information, the issue of 

control is critical. Rothstein (2011: 2) indicates that concerns over patients’ privacy 

controls are also significant. A wide range of healthcare providers should not have 

access to information they do not need to know. For example, a dentist does not need 

to see the patients’ reproductive health history. Another example could be patients 

who apply for life insurance (long-term health care) must sign an authorisation 

disclosing their health records, typically involving complete records. Therefore, patient 

privacy control should be an essential part of the strategies for prioritising privacy in 

health organisations. Since budget is a key issue, the researcher recommends a 

guideline for electronic and paper-based records management backup systems. The 

guideline was proposed by Marutha (2018) as outlined in Figure 6.1. Entities may 

include this guideline in their long-term organisational plan, this will enable them to 

adequately assess their budget to maintain financial balance. 
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Figure 6. 1: Guideline for electronic and paper-based records management backup 

system (Marutha 2018) 

The system enforces the creation of full records electronically on the workflow. The 

records are then converted to paper-based records for backup. They are managed 
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using the electronic system for tracking and audit trailing (Marutha 2018). Ponnala et 

al. (2021) further indicates that the medical records in the system can be utilised for 

administrative access to circumvent the loss of files and misfiling during continual 

retrieval. In the event of a disaster or any threats to physical records, they can easily 

be printed out again for recovery (Roehrs et al. 2017: 25). In the same way, in the 

event of cyber-attack or malware attacks, physical records can be converted back into 

the system through scanning. Marutha (2018) further states that the system can aid in 

tracking records’ life cycle for active usage and reports for either disposal or archival.  

The system uses at least two servers to cater for local and provincial centralised 

access for backed-up and shared patient data (Mxoli, Mostert-Phipps & Gerber 2015: 

306). This enables access by province, provincial offices, districts, hospitals, clinics, 

and vertical programmes (Marutha 2018). Suppose all the Tshwane adopt this kind of 

information system. In that case, interoperability will be promoted, and other 

institutions will access patient records referred to institutions linked to the system 

through web content from the central server (Studeny & Coustasse 2014). The system 

in Figure 6.1 promotes constant protection during remote crossover data transmission 

across healthcare entities. In terms of access, the system will be protected using a 

username and password to access patient records. Furthermore, it allows entities to 

centralise and effectively monitor policies, data collection, storage, backup, disposal, 

and access control (United Nations Programme on HIV/AIDS (UNAIDS) (2016). As a 

result, the system may adequately meet the confidentiality requirement. Therefore, 

healthcare centres should invest in technology to protect PII by adopting electronic 

systems. This will also open the door for further research in promoting and adopting 

electronic systems in developing countries. For instance, future studies may provide 

more insight into understanding the potential factors that drive the decision to HIS 

adoption from non-adopters’ perspective or focus on digital healthcare shift towards 

client-centred services. 

6.4.2. Recommendations about assurance of confidentiality for PII 

This section provides recommendations on the assurance regarding the confidentiality 

of patient information in the healthcare institution. To guarantee assurance, the 



193 
 

institutions must provide efficient time, plan processes, and draw patients’ interest into 

being assured of information confidentiality and safety. The time spent on computers 

and documentation by healthcare workers may be reduced by recruiting more 

employees to efficiently manage the healthcare service delivery and increase patient 

care time. To adequately meet the pillars of assurance indicated in section 2.3 in 

Chapter Two, the following may be adopted for patient affirmation of assurance: 

• Availability: To ensure the availability of out-of-period records must be 

disposed of the recess must be accelerated and records infrastructure must 

be improved promptly. 

• Integrity: Implement backup plans and recover data lost in the event of 

security compromises. Cryptography may be used to assure patients 

retrieve precise information. 

• Confidentiality: data may be grouped according to defect severity and, 

thereupon, solid measures followed through passwords and biometric 

verification. 

• Authentication: utilise different single and multi-factor validation techniques. 

A single factor utilises a sole attribute to confirm an identity. Whereas two-

factor applies multiple attributes in the identification. 

• Non-repudiation: this may be applied when data is sent to the receiver, and 

the sender receives a delivery notification. The receiver gains access to 

identifiable information regarding the sender in the message. 

6.4.3. Recommendations about trust with patients about the confidentiality of 

PII 

This section suggests recommendations of the study on the trust established with 

patients regarding the confidentiality of personal information in healthcare institutions. 

Although patients are most often desperate for medical assistance and do not 

necessarily display issues of mistrust, healthcare institutions must maintain the 

trusting relationship by consistently being empathetic, enhancing patient care time, 
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indicating engaged listening, and providing professional advice, as this will promote 

building patient trusting relationships.  

In healthcare institutions, time management should be efficient to avoid keeping 

patients waiting and left frustrated. Patient privacy and confidentiality will be improved 

by ensuring patient information security assurance as there will be accountability, 

transparency, and honesty. In the proposed system under Figure 6.1, trust in the 

electronic health information management system may be assured through security 

measures that will be kept in place. The key issues of incomplete or accurate data will 

also be resolved with the proposed system as all the data will be captured using a 

computer keyboard, discarding inaccurate data that may arise in handwritten records. 

For this to happen, the entity must have adequate resources, skills and competencies, 

records manager involvement and consultation and an effective records management 

framework. Patients contributing to data inaccuracy will be avoided, as the proposed 

information system enables sharing of records online among healthcare professionals. 

Therefore, improving a trusting relationship with the patient and minimising the 

insecurities and uncertainties regarding confidentiality within healthcare institutions. 

6.4.4. Recommendations about policies and procedure guidelines for the 

management of confidential PII 

This section provides recommendations on the identified policies and procedure 

guidelines for managing confidential personally identifiable information in healthcare 

institutions. The records management infrastructure in Tshwane institutions must not 

only follow the South African regulatory framework but also competently comply with 

it. According to the legislative framework, a moderate mandate should be efficiently 

compliant. To ensure this, healthcare institutions may: 

• Identify relevant statutes. Discern which compliance Acts concern health 

service and infrastructure. 

• Identify parameters and requirements.  

• Record conformity procedures. 

• Monitor amendments and deduce their application within the service. 
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Based on the legal and regulatory framework and management of records, the records 

storage should be well conditionalised to store records properly on shelves and 

covered appropriately for preservation. As a result, there should be sufficient 

administration resources, including file covers, colour coders and shelves. In 

implementing sufficient regulations, laws or policies addressing medical records 

management, the employees should have a roadmap for their daily duties and ensure 

compliance and streamline internal processes. Thus, ensuring compliance with the 

existing policies and procedure guidelines. This will minimise challenges with 

ineffective management practices, lack of support and poor internal communication 

practices. In the record life cycle, confidentiality should be maintained entirely. This 

can be done by appointing skilled employees in records management to manage the 

record life cycle. Procedure, and guideline manuals for managing patient records 

should be developed for employees to follow.  

ALA (2019) further emphasise that institutions should put in place written policies 

governing data retention and transmission of digitised records. These policies should 

endorse the confidentiality of information about the patients. Furthermore, a discussion 

regarding patient privacy control and legislation on the protection of PII online may be 

initiated through this study. Thomson Reuters (2021) support this, stating that very few 

laws regulate the protection particularly online. As such, the study recommends for 

further research in the online protection of PII and its legislation. 

6.4.5. Recommendations about challenges to the protection of confidential PII 

This section focuses on the recommendations on challenges identified to protect 

confidential personally identifiable information within healthcare institutions. Records 

management officials benefit widely when they can comprehend and identify 

confidentiality challenges. The employees should be well knowledgeable about patient 

confidentiality to be able to handle patient data. Following this training on regulations 

and policies, employees should acquire sufficient knowledge for service providers to 

ensure patient safety. Confidentiality should be prioritised in private institutions, as 
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much as money needs to be generated. Patients are most likely to continue visiting 

when they are assured of confidentiality. 

The use of smartphones and sharing of healthcare data in the organisation’s social 

media platforms, such as WhatsApp, should be secured on the communication 

networks. Furthermore, healthcare employees should remove or delete any work-

related data on their mobile devices once its use has been exhausted. Patients should 

be careful handling their medical records during check-ins in case their files are placed 

from their position to avoid contributing to confidentiality challenges consciously and 

non-consciously. Confidentiality should be managed effectively across the record life 

cycle. There should be relevant records managers within the creation and disposal 

stages. All the employees should be cognisance of the threats to patient data. 

Healthcare providers need to find standard ways to train their employees to effectively 

utilise information technology systems implemented within the organisation and 

measures that may be taken to secure records. In doing so, minimising employee 

negligence and enhances the ability to identify signs indicating threats such as 

eavesdropping and social engineering methods of breaching data. The training should 

also address management issues, organisational ethics, and healthcare practitioners. 

6.4.6. Recommendations about strategies for maintenance of compliance with 

POPIA 

The recommendations on strategies for maintaining compliance with POPIA within 

healthcare institutions are provided in this section. The study concluded that a large 

part of the healthcare employees in Tshwane was unaware of the POPIA. The 

institutions should sufficiently enforce compliance through awareness training. All the 

organisation’s knowledge and information should be available to employees. Effective 

policies should be in place and enforced as they address principles for operation. The 

study recommends the following efficient practices related to POPIA: 

• Responding to data subjects’ access and editing requisition 

• Inform security compromises promptly.  

• Ensure sufficing constant protection during crossover data transmission. 
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• Identifying the lawful basis for the collection and use of PII 

• Appointing an information officer responsible for POPIA compliance.  

The eight conditions of the POPIA should be competently complied with. This will 

enable healthcare institutions in Tshwane to meet the requirement of the POPIA. 

Moreover, encourage employees to comply with the requirements through 

implemented assessment plans for policies. In addition, section 2.7.1 of Chapter Two 

addressed the process of maintaining compliance as outlined in Figure 6.2. The 

healthcare institutions in Tshwane will need to introduce this continuous process to 

monitor, review and update the POPIA policy and other relevant policies. The process 

will ensure that how information is processed complies with privacy requirements by 

evaluating how it is collected, safe kept, utilised, and disposed of (Winston 2020).      

Once this has been attained, the healthcare provider will be able to assure patients. 

 

Figure 6. 2: Process of maintaining compliance (Skolmen & Gerber 2015) 

6.4.7. Recommendations about solutions for the protection of PII   

This section gives recommendations on solutions to the protection of confidential 

personally identifiable information in healthcare institutions. Healthcare institutions 

should conduct training on the implemented POPIA policy. This should be beside the 

induction that takes place for onboarding employees. The training should be aligned 

with all the outcomes outlined in 5.9.2 for efficiency. For instance, it should set out the 

practices that should be followed when processing patient data, grant rights to the 
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patient in respect of their information and creates an independent regulator to enforce 

regulatory practices. It should be noted that concerning POPIA, this applies to both 

electronic and paper-based medical records.  

According to American Library Association (ALA) (2019), information organisations 

ought to have a proceeding plan to instruct staff, volunteers and contractors about the 

organisations' protection standards, arrangements, techniques, and moral obligations 

of PII. All the staff permitted access to PII must apprehend that they are not required 

to go through any information stored in exclusion of prior authorisation; and are, 

therefore, bound by confidentiality guidelines. Accordingly, healthcare centres with 

poor handling of PII will have to educate their employees through the diversity of 

learning techniques that give the information and resources they need to ensure 

patients' protection and confidentiality. Webner and Okkenburg (2013: 12) illustrated 

an implementation approach to the POPIA policy in Figure 6.3. The approach has 

been divided into three phases. 
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Figure 6. 3: An implementation approach to the POPIA policy (Webner & Okkenburg 

2013) 

Phase one is based on the privacy gap assessment and compliance review. In this 

phase, the healthcare institutions in Tshwane will define the roles and responsibilities 

of all the employees handling patient information, particularly information and records 

managers. Documents will be gathered to understand the existing system and 

processes and detail POPI overlap within operations.  

Phase two addresses the solutions to the gaps identified with recommendations. The 

agreement with all the employees will be made based on compliance actions and 

initiatives. Phase three focuses on the development and implementation of a roadmap. 

In doing so, the programme structure will be defined, and a change management 
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strategy will be introduced with a resource plan. The institutions may turn their 

weaknesses into strengths by applying the information confidentiality requirements to 

protect PII. Furthermore, inform patients of their information when it is being recorded 

and shared. Thus, putting in place measures for improvement and review of the 

confidentiality policies and regulations. Thereafter closing the gaps within the 

healthcare sector by formalising policies to improve confidentiality. Eventually, 

securing networks and systems, safeguarding paper and electronic records, 

implementing POPIA policy and training employees for continuous compliance. 

6.5. IMPLICATIONS OF THE STUDY 

The findings in this study shed light on various key issues for consideration in 

improving POPIA compliance and enforcing the protection of patient medical records. 

Using the SWOT analysis approach, the study recommended adequate solutions and 

strategies that can be adopted for effective implementation, awareness, and 

compliance, addressing the challenges discovered in the data collection. If correctly 

implemented, the recommendations in this study may ensure a patient-trusting 

relationship is built on assurance and maintained using POPIA conditions for 

compliance. Mainly because the study addressed issues correlating to how insufficient 

confidentiality impacts healthcare services, patients, the healthcare workforce, and 

operations. This is vital as lack of confidentiality may negatively affect the reputation, 

whereas ensuring confidentiality builds the reputation of healthcare institutions. It is 

also important for entities to ensure that their data is proactively backed up and 

safeguarded against threats. Healthcare entities should prioritise enforcing awareness 

of the POPIA policy. The act was passed recently; before that, it should have been 

noted in the operations. As such, it is primarily the responsibility of these entities to 

ensure that information access about policies on the act is widely accessible. The 

study also recommends a healthcare records management system that may be less 

costly for adoption and improve data quality, as this will be thoroughly created 

electronically and editable. Furthermore, the system endorses interoperability in which 

patients can access records in any entity linked to the system server. The conceptual 

framework outlined also serves as the guideline for enforcing POPI compliance. This 

study instigates much conceptual knowledge in the information and records 
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management area, immensely medical records. Additionally, the study will serve as a 

reference for healthcare entities for enacting their policies and guidelines, particularly 

on POPIA. This will be based on the findings and recommendations delineated.  

6.6. SUGGESTIONS FOR FURTHER RESEARCH 

In this study, all the objectives were addressed. The key issues for each objective were 

presented, and recommendations were outlined for follow-ups. In reflection on the 

fundamental objectives of the study: 

• Nature of information systems used to protect the confidentiality of patients’ 

identifiable information was established. 

• Assurance regarding the confidentiality of patient information was determined. 

• Trust was established with patients about the confidentiality of personal 

information. 

• Policies and procedure guidelines for managing confidential personally 

identifiable information were identified. 

• Challenges for the protection of confidential personally identifiable information 

were indicated. 

• Strategies for maintenance of compliance with POPIA were outlined. 

• Solutions to the protection of confidential personally identifiable information 

were provided. 

Although the study objectives have been achieved in this study, there are some gaps 

that the researcher believe require further studies in protecting PII and ensuring 

adequate healthcare service. With respect to the conceptual framework for promoting 

the protection of PII outlined in this study, future research may focus on the digital 

healthcare shift towards client-centred services and new modes of care. Wireless 

communication technologies have prevailed over geographical limitations. Healthcare 

specialists no longer have to perform duties which can be assessed remotely. Mobile 

applications make it easier as they aid health practitioners in monitoring patients 

remotely. Such mobile applications include Telemedicine or Telehealth, which allows 
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patients to access and manage their health data on their mobile devices. This means 

more research will be required to focus on patient behaviour through these mobile 

devices, particularly on protecting their medical data. The reason is that healthcare 

entities may need help to control access to data stored in patient devices. Although 

this remote healthcare service may enhance interoperability, it further adds security 

challenges for the system that will be linked across multiple entities.   

Furthermore, Covid-19 accelerated the rise of robotics and the onset of 5IR, Industry 

4.0 focusing on Artificial Intelligence, Big Data, and the Internet of Things. The 

healthcare sector must develop and implement a digital transformation, especially in 

developing countries. These technologies will improve response capabilities and 

minimise the large healthcare visit, which can be attended remotely. The more 

technology evolves, the more information user behaviour needs to be observed to put 

measures in place that stabilise the security of users, patients, healthcare 

professionals and all the data that is exchanged among them.  

6.7. FINAL CONCLUSION 

This chapter provided the conclusion on the findings of the study. In conclusion, the 

health records management system functions for operations were inadequately 

developed and implemented at medical records management levels. Typical 

challenges revolved around controlling the expanding volume of records, securing 

information access, digitising records, and eliminating low-quality data. The study 

made recommendations for improvement in this regard. An adequate low-cost system 

was recommended, which covers wide components that will ensure smooth operation 

for backing up records, enable sharing of records online amongst healthcare 

professionals, and encouraging interoperability. The study further determined 

inefficient assurance regarding the confidentiality of patient information in the 

healthcare institution. To resolve this, recommendations were made for entities to 

meet information assurance requirements. The study further established that the trust 

relationship with patients about the confidentiality of personal information was not 

stable due to insecurities. Patient privacy and confidentiality will be improved by 
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ensuring patient information security assurance as there will be accountability, 

transparency, and honesty. As a result, maintaining patients’ trust relationship. 

Furthermore, the study ascertained that records management infrastructure followed 

the South African regulatory frameworks. However, it needed to be more compliant. 

Recommendations were made to ensure that infrastructure was in line and effectively 

aligned with the regulatory framework. This will minimise challenges with ineffective 

management practices, lack of support and poor internal communication practices. 

The study fundamentally identified challenges to protecting confidential PII. There 

needed to be more understanding and ability to identify confidentiality challenges in 

institutions, in which awareness training for employees was highlighted as the key 

solution. The institutions did not sufficiently enforce compliance through awareness 

training, and some of the institution’s legal documents were not as widely available for 

employee access. Consequently, the majority of the healthcare institution had no 

POPIA policy in place. The study recommended efficient practices related to POPIA; 

practices are aligned with the conditions of the act. Looking at the solutions for 

protecting PII, healthcare providers must ensure that training is conducted several 

times to maintain compliance. An implementation approach to the POPIA policy was 

recommended, putting in place measures for improvement and reviewing the 

confidentiality policies and regulations. Thereafter closing the legislative gap within the 

healthcare sector by formalising policies to improve confidentiality. Eventually, 

securing networks and systems, safeguarding paper, and electronic records, 

implementing POPIA policy and training employees for continuous compliance. 
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Appendix B: Letters of request to conduct the study 
21 Monokane Crescent 
Lotus Gardens 
Pretoria 
0008 
26 July 2022 

Oasis Medical Centre 
4848-1 Desmond Tutu Street 
Lotus Gardens 
Pretoria 

Dear Sir/Madam 

My name is Isaac Mpho Mothiba, and I am a Masters’ student in the Department of Information 
Science at the University of South Africa (UNISA), Pretoria. This letter serves to request your 
approval for me to conduct a research study about the confidentiality of patient records at your 
healthcare institutions. The study is entitled “Identifiable information management system 
to protect patients’ confidentiality in Tshwane Healthcare Centres, South Africa”. The 
research project will be conducted under the supervision of Professor Ngoako Marutha 
(Professor at UNISA). I have selected Oasis medical centre to participate in the study. 

The study aims to investigate the identifiable information management system to protect 
patients’ confidentiality in Tshwane Healthcare Centres, South Africa. Your institution has 
been selected as it belongs to the Tshwane region and the researcher would like to contribute 
to the effective management of the records created by the facility. The study will involve 
questionnaires, interviews, observations, and content analysis. Sound patient records 
management systems may support the protection of patient confidentiality, production, and 
provision of records with quality information, that is timely, complete, and accurate to support 
management decisions and healthcare service continuity. 

The healthcare centres in the Tshwane region will reap the benefits of the study from the 
results and recommendations for their management in decision-making. The findings of the 
study will further assist most administrative officials involved in records management in the 
health institution, most particularly patients’ medical records. The study will also contribute to 
ensuring that health institutions see the need to adopt health information systems (if not 
adopted) and abide by the Protection of Personal Information Act (POPIA) of 2013 to maintain 
the confidentiality of patient records. Not only the institutions but the employees participating 
in the study will benefit through awareness of patient confidentiality. Moreover, the institution 
may get to understand its current position regarding information systems and POPIA 
compliance. 

In completion of the study, a copy of the dissertation will be provided to the healthcare centre 
for its medical library centre for reference. Confidentiality will be ensured on the data collected 
for the study. Attached is the letter issued by the University of South Africa (Unisa) as a means 
of verification for my study, ethical clearance, research proposal and consent form.  

Thanking you in anticipation of your forthcoming positive response 

Yours faithfully 

      
 
 

Isaac Mpho Mothiba (Mr.) 
Masters Student: University of South Africa (UNISA) 
Cell Number: 078 8230 228/ E-mail: mphomothiba94@gmail.com   
 
 

mailto:mphomothiba94@gmail.com
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21 Monokane Crescent 
Lotus Gardens 
Pretoria 
0008 
26 July 2022 

Gauteng Department of Health Provincial Office 
45 Commissioner Street 
Johannesburg 
2000 
Dear Sir/Madam 

My name is Isaac Mpho Mothiba, and I am a Masters’ student in the Department of Information 
Science at the University of South Africa (UNISA), Pretoria. This letter serves to request your 
approval for me to conduct a research study about the confidentiality of patient records at one 
of your healthcare institutions. The study is entitled “Identifiable information management 
system to protect patients’ confidentiality in Tshwane Healthcare Centres, South 
Africa”. The research project will be conducted under the supervision of Professor Ngoako 
Marutha (Professor at UNISA). I have selected Kalafong (Atteridgeville), Tshwane District 
Hospital and Lotus Gardens Clinic to participate in the study.  

The study aims to investigate the identifiable information management system to protect 
patients’ confidentiality in Tshwane Healthcare Centres, South Africa. Your institution has 
been selected as it belongs to the Tshwane region and the researcher would like to contribute 
to the effective management of the records created by the facility. The study will involve 
questionnaires, interviews, observations, and content analysis. Sound patient records 
management systems may support the protection of patient confidentiality, production, and 
provision of records with quality information, that is timely, complete, and accurate to support 
management decisions and healthcare service continuity. 

 The healthcare centres in the Tshwane region will reap the benefits of the study from the 
results and recommendations for their management in decision making. The findings of the 
study will further assist most administrative officials involved in records management in the 
health institution, most particularly patients’ medical records. The study will also contribute to 
ensuring that health institutions see the need to adopt new developed health information 
systems (if not adopted) and abide by Protection of Personal Information Act (POPIA) of 2013 
to maintain confidentiality of patient records. Not only the institutions but the employees 
participating within the study will benefit through awareness of patient confidentiality. 
Moreover, the institution may get to understand their current position regarding information 
systems and POPIA compliance. 

In completion of the study, a copy of the dissertation will be provided to the healthcare centre 
for its medical library centre for reference. Confidentiality will be ensured on the data collected 
for the study. Attached is the letter issued by the University of South Africa (Unisa) as a means 
of verification for my study, ethical clearance, research proposal and consent form. 

Thanking you in anticipation for your forthcoming positive response 

Yours faithfully 

      

 

 

Isaac Mpho Mothiba (Mr.) 

Masters Student: University of South Africa (UNISA)  

Cell Number: 078 8230 228  

E-mail: mphomothiba94@gmail.com 

mailto:mphomothiba94@gmail.com
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21 Monokane Crescent 
Lotus Gardens 
Pretoria 
0008 
26 July 2022 

Mediclinic Muelmed 
577 Pretorius Street 
Arcadia 
Pretoria 

Dear Sir/Madam 

My name is Isaac Mpho Mothiba, and I am a Masters’ student in the Department of Information 
Science at the University of South Africa (UNISA), Pretoria. This letter serves to request your 
approval for me to conduct a research study about the confidentiality of patient records at one 
of your healthcare institutions. The study is entitled “Identifiable information management 
system to protect patients’ confidentiality in Tshwane Healthcare Centres, South 
Africa”. The research project will be conducted under the supervision of Professor Ngoako 
Marutha (Professor at UNISA). I have selected Mediclinic (Muelmed) to participate in the 
study. 

The study aims to investigate the identifiable information management system to protect 
patients’ confidentiality in Tshwane Healthcare Centres, South Africa. Your institution has 
been selected as it belongs to the Tshwane region and the researcher would like to contribute 
to the effective management of the records created by the facility. The study will involve 
questionnaires, interviews, observations, and content analysis. Sound patient records 
management systems may support the protection of patient confidentiality, production, and 
provision of records with quality information, that is timely, complete, and accurate to support 
management decisions and healthcare service continuity. 

 The healthcare centres in the Tshwane region will reap the benefits of the study from the 
results and recommendations for their management in decision-making. The findings of the 
study will further assist most administrative officials involved in records management in the 
health institution, most particularly patients’ medical records. The study will also contribute to 
ensuring that health institutions see the need to adopt health information systems (if not 
adopted) and abide by the Protection of Personal Information Act (POPIA) of 2013 to maintain 
the confidentiality of patient records. Not only the institutions but the employees participating 
in the study will benefit through awareness of patient confidentiality. Moreover, the institution 
may get to understand its current position regarding information systems and POPIA 
compliance. 

In completion of the study, a copy of the dissertation will be provided to the healthcare centre 
for its medical library centre for reference. Confidentiality will be ensured on the data collected 
for the study. Attached is the letter issued by the University of South Africa (Unisa) as a means 
of verification for my study, ethical clearance, research proposal and consent form. 

Thanking you in anticipation for your forthcoming positive response 

Yours faithfully 

     

 

Isaac Mpho Mothiba (Mr.) 

Masters Student: University of South Africa (UNISA) 

Cell Number: 078 8230 228 / E-mail: mphomothiba94@gmail.com  

 

mailto:mphomothiba94@gmail.com
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21 Monokane Crescent 
Lotus Gardens 
Pretoria 
0008 
26 July 2022 

77 Adriana Crescent,  
Gateway industrial park, 
Sabertek, Rooihuiskraal, Pretoria 
 
Dear Sir/Madam 

May name is Isaac Mpho Mothiba, and I am a Masters’ student in the Department of 
Information Science at the University of South Africa (UNISA), Pretoria. This letter serves to 
request your approval for me to conduct a research study about the confidentiality of patient 
records one of your healthcare institutions. The study is entitled “Identifiable information 
management system to protect patients’ confidentiality in Tshwane Healthcare Centres, 
South Africa”. The research project will be conducted under the supervision of Professor 
Ngoako Marutha (Professor at UNISA). I have selected Unjani Clinic (Atteridgeville) to 
participate in the study. 

The study aims to investigate the identifiable information management system to protect 
patients’ confidentiality in Tshwane Healthcare Centres, South Africa. Your institution has 
been selected as it belongs to the Tshwane region and the researcher would like to contribute 
to the effective management of the records created by the facility. The study will involve 
questionnaires, interviews, observations, and content analysis. Sound patient records 
management system may support the protection of patient confidentiality, production, and 
provision of records with quality information, that is timely, complete, and accurate to support 
management decisions and healthcare service continuity. 

 The healthcare centres in Tshwane region will reap the benefits of the study from the results 
and recommendations for their management in decision making. The findings of the study will 
further assist most administrative officials involved in records management in the health 
institution, most particularly patients’ medical records. The study will also contribute to 
ensuring that health institutions see the need to adopt health information systems (if not 
adopted) and abide by Protection of Personal Information Act (POPIA) of 2013 to maintain 
confidentiality of patient records. Not only the institutions but the employees participating 
within the study will benefit through awareness of patient confidentiality. Moreover, the 
institution may get to understand their current position regarding information systems and 
POPIA compliance. 

In completion of the study, a copy of the dissertation will be provided to the healthcare centre 
for its medical library centre for reference. Confidentiality will be ensured on the data collected 
for the study. Attached is the letter issued by the University of South Africa (Unisa) as a means 
of verification for my study, ethical clearance, research proposal and consent form.  

Thanking you in anticipation for your forthcoming positive response 

Yours faithfully 

     

 

Isaac Mpho Mothiba (Mr.) 

Masters Student: University of South Africa (UNISA) 

Cell Number: 078 8230 228 / E-mail: mphomothiba94@gmail.com  

 

 

mailto:mphomothiba94@gmail.com
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21 Monokane Crescent 

Lotus Gardens 

Pretoria 

0008 

12 December 2022 

Lotus Garden Medical Centre 

Lotus Plaza, Ruth First St 

Lotus Gardens 

Pretoria 

Dear Sir/Madam 

My name is Isaac Mpho Mothiba, and I am a Masters’ student in the Department of Information 
Science at the University of South Africa (UNISA), Pretoria. This letter serves to request your 
approval for me to conduct a research study about the confidentiality of patient records at your 
healthcare institutions. The study is entitled “Identifiable information management system 
to protect patients’ confidentiality in Tshwane Healthcare Centres, South Africa”. The 
research project will be conducted under the supervision of Professor Ngoako Marutha 
(Professor at UNISA). I have selected Lotus Garden Medical Centre to participate in the 
study. 

The study aims to investigate the identifiable information management system to protect 
patients’ confidentiality in Tshwane Healthcare Centres, South Africa. Your institution has 
been selected as it belongs to the Tshwane region and the researcher would like to contribute 
to the effective management of the records created by the facility. The study will involve 
questionnaires, interviews, observations, and content analysis. Sound patient records 
management systems may support the protection of patient confidentiality, production, and 
provision of records with quality information, that is timely, complete, and accurate to support 
management decisions and healthcare service continuity. 

The healthcare centres in the Tshwane region will reap the benefits of the study from the 
results and recommendations for their management in decision-making. The findings of the 
study will further assist most administrative officials involved in records management in the 
health institution, most particularly patients’ medical records. The study will also contribute to 
ensuring that health institutions see the need to adopt health information systems (if not 
adopted) and abide by the Protection of Personal Information Act (POPIA) of 2013 to maintain 
the confidentiality of patient records. The institutions and the employees participating in the 
study will benefit through awareness of patient confidentiality. Moreover, the institution may 
get to understand its current position regarding information systems and POPIA compliance. 

In completion of the study, a copy of the dissertation will be provided to the healthcare centre 
for its medical library centre for reference. Confidentiality will be ensured on the data collected 
for the study. Attached is the letter issued by the University of South Africa (Unisa) to verify 
my study, ethical clearance, research proposal and consent form. Thanking you in anticipation 
of your forthcoming positive response 

Yours faithfully 

      

 

Isaac Mpho Mothiba (Mr.) 

Masters Student: University of South Africa (UNISA) 

Cell Number: 078 8230 228/ E-mail: mphomothiba94@gmail.com

mailto:mphomothiba94@gmail.com
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Appendix C: Permission letters to conduct study in healthcare centres 

Kalafong, Tshwane District Hospitals and Lotus Gardens Clininc 
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Kalafong Hospital 
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Unjani Clinic 
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MEDICLINC (Muelmed) 
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Oasis Medical Centre 

 

Moepi Surgery <moepimedical@gmail.com>>              Tue, 13, 11:47  AM 

to Mothiba Isaac, me 

 

Good day,  

 

Mr Mothiba, permission has been granted that you may come and conduct research 

with our records managers on the care of records at Oasis Medical Centre. 

 

Regards 

Dr T.E Moepi 

 

Email Disclaimer: This message contains confidential information and is intended only 

for the individual(s) addressed in the message. If you are not the intended recipient of 

this message, please notify the sender immediately, and delete the message and any 

attachments. Any disclosure, reproduction, distribution or other use of this message or 

any attachments by an individual or entity other than the intended recipient is 

prohibited. 
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Lotus Gardens Medical Centre 
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Appendix D: Questionnaire-Interview-Consent Form 

SURVEY QUESTIONNAIRE/ INTERVIEWS INFORMED CONSENT FORM 

“IDENTIFIABLE INFORMATION MANAGEMENT SYSTEM TO PROTECT 

PATIENTS’ CONFIDENTIALITY IN TSHWANE HEALTHCARE CENTRES, SOUTH 

AFRICA” 

 

I am Isaac Mpho Mothiba, Masters student in Information Science at the University of 
South Africa (UNISA). I am conducting a research study on “Identifiable information 
management system to protect patients’ confidentiality in Tshwane Healthcare 
Centres, South Africa”. The purpose of the study is to investigate the identifiable 
information management system to protect patients’ confidentiality with the records 
and information management practice in the healthcare sector. The findings and the 
recommendations of the study could assist the healthcare centres to see the need for 
an adequate information system (if not available) and assist in maintaining and 
protecting patient confidentiality and ensuring that correct procedures are followed in 
the management of patient records. Participation in this study is voluntary. 

The information in this questionnaire/interview shall not be used for any other 
purposes other than for this study. You are not required to provide your name and will 
therefore remain anonymous. The aim of the questionnaire and/or interview is to 
evaluate your opinion, perceptions, and feelings about patient confidentiality within 
health centres. The results of the study will be used to help answer unanswered 
questions as far as information management systems and patient confidentiality in 
healthcare centres is concerned. Other possible benefits of participating in this study 
are the opportunity to share your experiences and contribute to knowledge about 
records management improvement programs. 

It is on these bases that the researcher is requesting you as the study participant to 
give consent through this form for your participation in the study. Should you have any 
questions or seek any clarity, feel free to ask the researcher at any time of your 
participation at mphomothiba94@gmail.com or call 0788230228. Alternatively, contact 
my supervisor Professor Ngoako Marutha at emarutns@unisa.ac.za or call 
0124296709. 

             

I hereby give consent for me to participate in this study and that the information I 
provide in the questionnaire and/or interviews will be used for the accomplishment of 
this research project. The information provided will be treated with a high degree of 
confidentiality as stated in this consent form and will therefore remain anonymous. 
Please tick (✓) or cross (X) the answer to the following question. 

• I need to receive copy of the research report summary in completion of the study 

 YES  ☐ NO 

          
Participant signature   Date 

mailto:mphomothiba94@gmail.com
mailto:emarutns@unisa.ac.za
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 Appendix E: Survey questionnaire 

    SURVEY QUESTIONNAIRE     

“IDENTIFIABLE INFORMATION MANAGEMENT SYSTEM TO PROTECT 

PATIENTS’ CONFIDENTIALITY IN TSHWANE HEALTHCARE CENTRES, SOUTH 

AFRICA” 

 

I am Isaac Mpho Mothiba, Masters student in Information Science at the University of 

South Africa (UNISA). I am conducting a research study on “Identifiable information 

management system to protect patients’ confidentiality in Tshwane Healthcare 

Centres, South Africa”. The purpose of the study is to investigate the identifiable 

information management system to protect patients’ confidentiality with the records 

and information management practice in the healthcare sector. The findings and the 

recommendations of the study could assist the Tshwane healthcare centres to see the 

need for an adequate information system (if not available) and assist in maintaining 

and protecting patient confidentiality and ensuring that correct procedures are followed 

in the management of patient records. Participants dealing with records administration 

and usage were selected using purposive non-random sampling method. Participation 

in this study is voluntary. 

The information in this questionnaire shall not be used for any other purposes other 

than for this study. You are not required to provide your name and will therefore remain 

anonymous. The aim of the questionnaire and/or interview is to evaluate your opinion, 

perceptions, and feelings about patient confidentiality within health centres. The 

results of the study will be used to help answer unanswered questions as far as 

information management systems and patient confidentiality in the healthcare centres 

is concerned. Other possible benefits for participating in this study are opportunity to 

share your experiences, contribute to knowledge about records management 

improvement programs. 

 It is on these bases that the researcher is requesting you as the study participant to 

give consent through this form for your participation in the study. Should you have any 

question or seek any clarity, feel free to ask the researcher at any time of your 

participation at mphomothiba94@gmail.com or call 078 8230 228 for any enquiries. 

Alternatively contact my supervisor Professor Ngoako Marutha at 

emarutns@unisa.ac.za or call 0124296709. The researcher would like to thank you in 

anticipation for your interest and effective participation in this study. Please also sign 

consent form at the end of this questionnaire. It would be highly appreciated if you 

could answer all questions accurately. Please give your honest and sincere opinion. 

Your responses will be helpful. 

mailto:mphomothiba94@gmail.com
mailto:emarutns@unisa.ac.za
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1. Please answer questions by making a tick (✓) or a cross (X) next to the correct 

answer and explain where necessary.    

2. Use “N/A” for not applicable questions, avoid skipping some questions.  

3. If writing space is not enough use separate page and write the question number 

next to the answer.    

4. Please sign the consent form at the end of this questionnaire. 

5. NOTE: the asterisk symbol (*) indicate the definition of concepts/terms 

6. NOTE: This questionnaire will only take 15 minutes to complete. 

 

 

  

1.1. Indicate your age, gender, job title and academic qualification in the tables below 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1.2. Fill in the details of your healthcare institution 

 

Hospital/Clinic name    Telephone     

  

Address         

 

1. DEMOGRAPHIC DATA 

AGE GROUP  

18-24  

25-30  

31-35  

36-40  

41-45  

46-50  

51-55  

56-60  

60 +  

Qualification  

Grade 12  

Certificate  

Diploma  

Undergraduate 

degree 

 

Honours 

degree 

 

Master’s 

degree 

 

Doctoral degree  

Other, 

specify 

  

GENDER  

Male  

Female  

Others  

JOB TITLE  

Manager  

Deputy 

Manager 

 

Senior Admin 

Officer 

 

Administration 

Officer 

 

Chief Registry 

Clerk 

 

Senior Registry 

Clerk 

 

Registry Clerk  

Other, 

specify:                                                                        

  

FIELD OF STUDY  

Records management  

Information science/ 

studies 

 

Information 

Management 

 

Knowledge 

management  

 

Business Administration  

Public Administration  

Others specify:  

  

 COMPLETE THIS QUESTIONNAIRE AS GUIDED BELOW 
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2.1. Does the institution have a designated medical records management unit? 

 

 

 

2.2. What steps are followed in the creation of records in records management? 

 Record creation and receipt. (Tick all that is applicable.) 

  

 

 

 

 

 

 

 

 

 

 

*Appraisal: assessment of records to determine what is of value for permanent 

preservation and what can be destroyed. 

2.3. Is the institution having any technology to manage medical records? 

 

 

2.5. If yes, is the technology electronic or manual? 

 

 

 

2.6. Based on the option selected above, is the method of records management 

effective and efficient? 

 

 

Elaborate on your answer: 

2. Nature of information systems to protect confidentiality of Personal 

Identifiable Information (PII) 

YES  

NO  

8) Files are opened for records to be created as the 

patient arrive 

 

9) Records are received from creators  

10) Records are recorded in the new files received 

register 

 

11) Records are captured in the system as new files 

receipt 

 

12) Records are classified according to system filing 

plan 

 

13) Records are appraised* (value for permanent 

preservation or disposal) 

 

14) Records are filed in accordance with the system 

file plan 

 

Others, 

specify 

  

YES  

NO  

Manual  

Electronic  

Both  

YES  

NO  
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2.7. If the technology is electronic, is it effectively helping to manage medical records 

while ensuring their security throughout? 

 

 

Elaborate on your answer: 

             

2.8. Are all the records management system functionalities effectively being utilised? 

 

 

Elaborate on your answer: 

             

2.9. If no, what do you think is the causes of the problem? 

             

             

2.10. Please indicate whether you agree with the following statements relating to the 

electronic system in the institution, from strongly agree to strongly disagree. (Tick 

one for each statement.) 

STATEMENTS STRO

NGLY 

AGRE

E 

AGRE

E 

UNSURE DISAGRE

E  

STRONGLY 

DISAGREEE 

1) The system records 

storage capacity is 

adequate. 

     

2) The system has a 

complete metadata* 

required for records 

management, 

identification, and 

retrieval. 

     

3) The system metadata 

for records retrieval is 

adequate and user 

friendly. 

     

4) The system has a 

functionality to create 

electronic records 

     

YES  

NO  

YES  

NO  



246 
 

directly into the 

system. 

5) Electronic system is 

used to capture every 

piece of information 

about administration 

and treatment of the 

patients. 

     

6) Records in the 

electronic system can 

be used as a backup 

for paper-based 

records. 

     

7) Access to records in 

the system is 

effectively controlled. 

     

8) The records in the 

system are protected 

against any perils 

such as virus and 

spyware. 

     

9) The system is 

protected against any 

disaster. 

     

*Metadata: a set of data that describes and gives information about other data. 

2.11. Please rate whether you agree with the following statements relating to the 

security of the electronic systems in the institution, from strongly agree to strongly 

disagree. (Tick one for each statement.) 

STATEMENTS STRONGLY 

AGREE 

AGREE UNSURE DISAGREE  STRONGLY 

DISAGREEE 

1) The system uses 

passwords  

     

2) The system has 

anti-virus and 

malware 

protection 

     

3) The Wi-Fi is 

secure 

     

4) The system has 

the functionality 

to create 

electronic 

records directly 

into the system. 
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5) The networks are 

monitored by 

Firewalls* 

     

6) Confidentiality is 

prioritised  

     

7) The system is 

monitored 

thoroughly by 

information 

technology 

support 

     

8) External 

electronic mails 

are cautioned  

     

*Firewall: monitor the inbound and outbound network traffic in the organisation  

2.12. Do you think the system is compatible with other hospital systems? 

 

 

2.13. Has the information system been bypassed through breach of sensitive patient 

information or cyberattack? 

 

 

2.14. If yes, how did this affect the institution? 

             

2.15. Please rate availability of the following electronic records management 

requirements for effective implementation of an Electronic Medical Record (EMR) 

System. (Tick one for each statement.) 

STATEMENTS VERY 

GOOD  

76-100% 

GOOD 

 51-

75% 

UNSURE POOR  

21-

50% 

VERY 

POOR 

Less than 

25% 

1)  Computers      

2)  Computer equipment, 

e.g., Printers 

     

3) Servers      

4) Networks      

5) Internet connection      

6) Internet website      

7) Intranet website      

8) Budget/Funds       

9) Others, 

specify 

      

YES  

NO  

YES  

NO  
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2.16. Who do you think is responsible for the implementation of EMR? (Tick all that is 

applicable.) 

 

 

 

 

 

2.17. What do you think can be done to ensure effective implementation of EMR and 

ensure that it is functional? 

             

             

 

3.1. Are the patients assured that their personal information is secured within the 

institution? 

       

 

Elaborate on your answer: 

             

3.2. Are the health workers transparent on the management and security of patient 

data? 

 

 

3.3. Please rate whether you agree with the following statements relating to the Pillars 

of Assurance of information confidentiality in the institution, from strongly agree to 

strongly disagree. (Tick one for each statement.) 

STATEMENTS STRONGLY 

AGREE 

AGREE UNSURE DISAGREE  STRONGLY 

DISAGREE 

1) Availability – 

patients can 

access their 

records 

     

2) Integrity – 

information 

system is 

secured, and 

     

Records manager  

Chief Executive Officer  

Head of department  

MEC  

Other, specify  

3. Assurance of confidentiality for PII 

YES  

NO  

YES  

NO  
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records are 

protected 

3) Authentication – 

Institution 

employees are 

verified before 

allowing them 

access to medical 

records 

     

4) Confidentiality – 

private 

information is 

protected from 

disclosure to any 

unauthorised 

individuals 

     

5) Non-repudiation – 

proof of identity is 

configured during 

online 

communication 

with patients 

     

 

 

4.1. Do you think there is a trusting relationship between patients, medical records 

management, and providers of healthcare service (e.g., nurses or doctors)? 

 

  

Elaborate on your answer: 

             

4.2. If yes, please explain how patient trust impact healthcare service delivery and 

medical records management. 

             

4.3. If no, what do you think might be the causes of patients not trusting the professional 

workers in the institution? (Tick all that apply.) 

4. Trust with patients about the confidentiality of PII 

YES  

NO  

Lack of Honesty  

No respect  

Ineffective listening skills  

Lack of confidentiality  

Lack of Privacy  
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4.4. Do you think the think patients have trust in the records management system of 

the institution? 

 

  

Elaborate on your answer: 

             

4.5. Has there ever been a case where a patient was not treated because they did not 

want to disclose their personal information? 

 

 

4.6. If yes, how was the situation handled by the institution? 

             

4.7. Does the institution frequently experience the problem of incomplete records or 

data that is not accurate, reliable, or trustworthy? 

 

 

4.8. If yes, what do you think might be the causes or problems? (Tick all that are 

applicable.) 

 

 

 

 

 

 

 

 

 

5.1. Is the records management infrastructure in line with the South African legal and 

regulatory frameworks? 

No transparency  

No reliability  

No accountability  

YES  

NO  

YES  

NO  

YES  

NO  

Ineffective records management framework  

Lack of records management resources  

Lack of records management skills and competencies  

Shortage of staff  

Shortage of staff  

Lack of the records manager involvement and consultation during 

system, building and administration planning 

 

Other, 

specify 

  

5. Policies and procedure guidelines for the management of confidential PII 

YES  
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5.2. If yes, which South African legal and regulatory frameworks were used to guide the 

establishment of the records management infrastructure? (Tick all that are 

applicable). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

5.3. Please Indicate whether you strongly agree, agree, unsure, disagree or strongly 

disagree with the following statements about the effectiveness of the current 

medical records management infrastructure in terms of legal and regulatory 

requirements. 

STATEMENTS VERY 

GOOD 

GO

OD 

UNS

URE 

POO

R 

VERY 

POOR 

1) The medical records storage capacity 

is adequate 

     

2) Records administration resources are 

adequate. 

     

3) Disaster preventive measures are in 

place and effective. 

     

4) Records backup system is available.      

5) Record management system is 

adequate and effective 

     

NO  

The Constitution of the Republic of South Africa (Act no. 108 of 1996).  

The National Health Act (Act no. 61 of 2003)  

The Promotion of Access to Information Act (Act no. 2 of 2000)  

The Promotion of Administrative Justice Act (Act no.3 of 2000)  

The Public Service Act (Act No.103 of 1994)  

The Public Service regulation 2001  

The Basic Conditions of Employment Act (Act no. 75 of 1997)  

The Health Act (Act no.55 of 1997)  

Protection of Information Act (Act no. 84 of 1984)  

Protection of Personal Information Act (Act No. 4 of 2013)  

Electronic Communication and transactions act (Act no. 25 of 2005)  

Minimum information security standards  

Labour relations Act (Act no. 42 of 1995)  

The Public Finance Management Act (Act no.1 of 1999 as amended)  

Skills development Act (Act no.31 of 2003)  

District health management information system (DHMIS) policy.  

A policy for the development of a district health system   

National policy to manage complaints, compliments, and suggestions  

A policy on quality in health care for South Africa  

White paper for the transformation of the health system   

Others, 

specify 
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6) Records access control measures are 

effective. 

     

7) Records movement tracking system is 

effective. 

     

8) Records safety and security measures 

are adequate and effective. 

     

 

5.4. Do you think the institution has sufficient regulations, laws, and policies? 

 

 

Elaborate your answer 

             

5.5. Is your institution having any policy for management of medical records? 

 

 

5.6. If yes, is the policy for management of medical records extended to partners of the 

institution? 

 

 

5.7. Does the organisation have medical records management procedure manual? 

 

 

5.8. If yes, is the procedure manual in line with the medical records management policy 

and the National Archives and Records Service of South Africa Act (NARSSA)? 

 

 

5.9. Does the procedure manual cover the entire medical records management 

functionalities and procedures? 

 

 

 

5.10. Are the policies and procedures implemented or complied with as required? 

 

 

Elaborate on your answer: 

             

YES  

NO  

YES  

NO  

YES  

NO  

YES  

NO  

YES  

NO  

YES  

NO  

YES  

NO  
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5.11. Is the confidentiality of medical records managed effectively at all stages of the life 

cycle, from creation to disposal? 

 

 

5.12. If not, how do you think this impact the safety and security of records? 

             

5.13. Please indicate and explain which unit is accountable for the management of 

medical records in creation, maintenance, use and disposal. (Tick all that apply.) 

 

5.14. Please indicate whether the medical records are secured during each stage above 

under the management of each of the unit? 

 

5.15. Please elaborate on your answers 

             

 

6.1. Do you think issues exist within the management of the institution regarding 

confidentiality? 

 

 

 

6.2. If yes, elaborate on your answer 

            

             

YES  

NO  

UNITS Creation & Receipt Maintenance & Use Disposal NO 

RESPONSE 

Clinical     

Nursing     

Records 

management 

    

Other, 

specify 

    

UNITS Creation & 

Receipt 

Maintenance & 

Use 

Disposal No 

response 

SECURED AND 

SAFE 

    

NOT SECURED 

AND SAFE 

    

6.   Challenges for the protection of confidential PII 

YES  

NO  

None  
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6.3. Do you believe the employees of the institution are well knowledgeable about 

patient confidentiality? 

 

 

Elaborate on your answer: 

            

  

6.4. Has there ever been a breach of patient data/information within the institution? 

 

 

6.5. If yes, please indicate the category of the cause of the group that caused the data 

breach (Tick all that applies.) 

 

 

 

 

 

 

6.6. Please indicate the method that was used to breach the patient data/information 

(Tick all that applies.) 

 

 

 

 

 

 

 

*Malware attack: malicious software that executes unauthorised actions on the victim's 
system 

 

 

7.1. Are you aware of the Protection of Personal Information Act of 2013? 

 

 

 

YES  

NO  

YES  

NO  

Insider threat (Employee(s) of 

the institution) 

 

Patient(s)  

Cybercrime  

Disaster  

Other, specific  

Malware attack*  

Social Engineering  

Eavesdropping  

Employee(s) technical error or 

mistake 

 

Employee(s) with an intention to 

harm 

 

Employee(s) negligence   

Other, specific  

7.  Strategies for maintenance of compliance to POPIA 

YES  

NO  

No 

response 
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7.2. If yes, what do you understand about the Act? 

             

7.3. If yes, how did you get to know about the Act? 

 

 

 

 

7.4. Has the POPIA policy been implemented in the institution? 

 

 

 

 

7.5. Please indicate which of the following regarding POPIA apply within your 

institution. (Tick all that apply.) 

 

 

 

 

 

 

 

 

 

 

7.6. Please rate the maintenance of compliance to eight conditions of POPIA from very 

good to very poor (Tick all that apply.) 

STATEMENTS VERY 

GOOD 

GOOD UNS

URE 

POO

R 

VERY 

POOR 

1) Accountability – institution held 

responsible for compliance with the 

Act 

     

2) Information processing limitation - 

consent 

     

3) Purpose Specification – reasons for 

information use 

     

Through the institution  

Through a family or friend  

Through television or radio  

Through social media  

Other, specific  

YES  

NO  

NO 

RESPONSE 

 

Appointed an Information Officer responsible for POPIA 

compliance 

 

Identify the lawful basis for the collection and use of all 

personal information 

 

Respond to data subjects’ data access and rectification 

requests 

 

Notify security compromises as soon as reasonably 

possible 

 

Have a written contract with the data operator  

Ensure an adequate level of protection in cases of cross-

border data transfers 

 

Maintain the documentation of all processing operations  



256 
 

4) Further Processing Limitation – further 

process compatible with the original 

purpose 

     

5) Information Quality      

6) Openness/ transparency with the use 

of information 

     

7) Security Safeguards      

8) Data Subject Participation – patient 

can correct their personal information 

for accuracy 

     

 

7.7. Do you think the staff members comply with the POPIA policy in their daily duties? 

 

 

 

Give a reason for you answer 

             

 

7.8. If the POPIA policy is implemented, do you think the policy is continuously 

assessed to ensure staff compliance? 

 

 

7.9. If yes, please indicate the steps that indicate the assessment of the policy (Tick all 

that apply.) 

 

 

 

 

 

8.1. Does any training for the health workers on POPIA awareness and compliance 

exist in the institution? 

 

 

 

8.2. If yes, please rate whether you agree with the following statements relating to the 

outcomes of POPIA training in the institution, from strongly agree to strongly 

disagree. 

STATEMENTS STRONGLY 

AGREE 

AGREE UNSURE DISAGREE  STRONGLY 

DISAGREEE 

YES  

NO  

YES  

NO  

Monitoring  

Review  

Update  

None  

8. Solutions for protection of PII 

YES  

NO  
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1) Articulate the 

requirements of 

the Protection of 

Personal 

Information Act 

     

2)  Demonstrate an 

understanding of 

the conditions for 

the lawful 

processing of 

personal 

information 

     

3)  Identify the 

technical and 

organisational 

measurements 

necessary for 

protecting 

personal 

information 

     

4) Confidentiality – 

private 

information is 

protected from 

disclosure to any 

unauthorised 

individuals 

     

5) Describe the 

various roles and 

the 

responsibilities of 

the personnel 

who should be 

concerned about 

the protection of 

personal 

information 

     

6) Identify the effort 

required to meet 

the requirements 

of the Protection 

of Personal 

Information Act 

and the 

conditions for 
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lawful processing 

personal 

information 

contained 

therein. 

7) Address 

strategies to 

mitigate the 

cyberthreats and 

to assure that 

risks can be 

identified for 

POPIA 

compliance 

     

 

8.3. What more do you think should be discussed within the training on POPIA 

confidentiality? 

             

8.4. What confidentiality measures would you recommend be in place within the 

institution? 

             

8.5. Please rate the application of the information confidentiality requirements in the 

institution from very good to very poor (Tick all that applies.) 

STATEMENTS VERY 

GOOD 

GOOD UNS

URE 

POO

R 

VERY 

POOR 

1)  Protect – information through 

measures (policies, procedure 

guidelines 

     

2) Inform – informed effectively that 

information provided will be recorded 

and it may be shared 

     

3)  Choice – a choice to decide whether 

to accept or decline a form of care and 

the information disclosure required 

     

4)  Improve – review of the policies and 

regulations that the confidentiality of 

the organisation is based on 
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THANK YOU.  

The researcher would like to thank you for taking your time to complete this questionnaire, 

your contribution, participation, and cooperation is highly appreciated. Please forward your 

completed questionnaire to Mr Isaac Mpho Mothiba through e-mail address: 

mphomothiba94@gmail.com by 09 December 2022. 

Please also forward copies of records management-related documents like brochures that 

describe departmental organisational structure and records collections preserved, audit 

reports, policies, procedures, standards, and norms for records keeping. Please do not 

forget to sign the consent form attached in the next page. 

 

Yours faithfully 

  

 

 

 

Mothiba IM    Cell: 0788 230 228 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:mphomothiba94@gmail.com
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Appendix F: Survey questionnaire pre-test schedule   

             SURVEY QUESTIONNAIRE PRETEST SCHEDULE     

“IDENTIFIABLE INFORMATION MANAGEMENT SYSTEM TO PROTECT PATIENTS’ 

CONFIDENTIALITY IN TSHWANE HEALTHCARE CENTRES, SOUTH AFRICA” 

I am Isaac Mpho Mothiba, Masters student for Information Science at the University of 

South Africa (UNISA). I am conducting a research study on “Identifiable information 

management system to protect patients’ confidentiality in Tshwane Healthcare 

Centres, South Africa”. The purpose of the study is to investigate the identifiable 

information management system to protect patients’ confidentiality with the records and 

information management practice in the healthcare sector. The population of the study 

includes six hospitals in Tshwane municipality, Pretoria. I am now conducting a research 

project questionnaire pre-test. This serves to request your assistance for assessing 

validity and reliability of the questionnaire that will be used for this study to collect data. 

Your inputs on the questionnaire will be highly appreciated for the success of this research 

project. Please scrutinise the quality of the questionnaire using the checklist below. 

Indicate if each of the following items on the checklist is correct or incorrect in the 

questionnaire by making a Tick (✓) or a cross (X) next to each item. You can also write 

other comments in the attached questionnaire where necessary. 

ASSESSMENT ITEM  

 

CORRECT INCORRECT IF YOUR ANSWER IS 

“INCORRECT” 

PLEASE PROVIDE 

SOME SUGGESTIONS 

1. Typography CORRECT INCORRECT  

2. Grammatical Spelling CORRECT INCORRECT  

3. Questions numbering CORRECT INCORRECT  

4. Font size CORRECT INCORRECT  

5. Vocabulary 

(terminologies) 

CORRECT INCORRECT  

6. Length of the 

questionnaire 

CORRECT INCORRECT  

7. Item style CORRECT INCORRECT  

8. Line spacing CORRECT INCORRECT  

9. Survey format flow CORRECT INCORRECT  

10. Appropriateness of items CORRECT INCORRECT  

 

THANK YOU.  

The researcher would like to thank you for taking the time to complete this questionnaire, 

your contribution, participation, and cooperation are highly appreciated. Please forward 

your completed questionnaire to Mr Isaac Mpho Mothiba through the e-mail address: 

mphomothiba94@gmail.com by 31 August 2022, you may also call on 0788 230 228. 

 

Isaac Mpho Mothiba (Masters Student) 

mailto:mphomothiba94@gmail.com
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  Appendix G: Interview Schedule 

    INTERVIEW SCHEDULE      

“IDENTIFIABLE INFORMATION MANAGEMENT SYSTEM TO PROTECT PATIENTS’ 

CONFIDENTIALITY IN TSHWANE HEALTHCARE CENTRES, SOUTH AFRICA” 

 

I am Isaac Mpho Mothiba, Masters student for Information Science at the University of 

South Africa (UNISA). I am conducting a research study on “Identifiable information 

management system to protect patients’ confidentiality in Tshwane Healthcare Centres, 

South Africa”. The purpose of the study is to investigate the identifiable information 

management system to protect patients’ confidentiality with the records and information 

management practice in the healthcare sector. The findings and the recommendations of 

the study could assist the Tshwane healthcare centres to see the need for an adequate 

information system (if not available) and assist in maintaining and protecting patient 

confidentiality and ensuring that correct procedures are followed in the management of 

patient records. Participants dealing with records administration and usage were selected 

using purposive non-random sampling method. Participation in this study is voluntary. 

The information in this interview shall not be used for any other purposes other than for 

this study. You are not required to provide your name and will therefore remain 

anonymous. The aim of the questionnaire and/or interview is to evaluate your opinion, 

perceptions, and feelings about patient confidentiality within health centres. The results of 

the study will be used to help answer unanswered questions as far as information 

management systems and patient confidentiality in the healthcare centres is concerned. 

Other possible benefits for participating in this study are opportunity to share your 

experiences, contribute to knowledge about records management. 

1. INTERVIEW DETAILS  

Interviewer       

Date        

Time        

Place        

Mode of interview       

 

2. DEMOGRAPHIC INFORMATION 

Gender        

Age       

Job Title        

Highest Academic Qualification       

3. Nature of information systems to protect confidentiality of PII 
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What is your opinion and understanding about the current nature of information 

management systems to protect patient records in your institution? 

             

Does the information system make it easy to manage and access the records when they 

become required? 

             

Explain whether the information system makes it easy for the patient records to be 

managed in a secure manner and retrieved/served to patients. 

             

Does the current information management system structure make it easy for the staff to 

discharge their responsibilities and easily account for their administrative actions? 

             

Does the system effectively assist in managing and securing medical records? 

             

Are there any improvements required for the system to effectively manage and secure 

records?  

             

 

4. Assurance of confidentiality for PII 

How is assurance on the confidentiality of patient information ensured? 

             

 

5. Trust with patients about confidentiality of PII 

Explain the existing relationship between patients and healthcare professional workers? 

             

 If the relationship exists, explain its impact on patient disclosing personal information for 

healthcare service. 
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What more can be done to assure patients that they can trust institution with their personal 

information? 

             

 

6. Policies and procedure guidelines for management of confidential PII  

What is your opinion and understanding about current the information management 

policies and procedures that protects PII? 

             

Explain whether the information management policies and procedures make it easy to 

protect the confidentiality of PII. 

             

What more would you like the policies and procedures for confidential PII to address? 

            

            

7. Challenges for protection of confidential PII 

What challenges has the institution faced regarding protection of confidential PII? 

            

            

Explain how the challenges were addressed. 

            

            

Do you believe that some challenges are caused by patients? Explain 

            

            

If there are challenges, how do you plan to resolve those challenges? 
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How are potential gaps within the security of information in the organisation identified. 

            
         

8. Strategies for maintenance of compliance to POPIA 

Briefly explain what you understand about POPIA. 

             

Do you think that healthcare workers understand and are aware of the POPIA? 

             

Do you believe the POPIA policy is being enforced amongst healthcare worker in the 
institution? 

             

Explain the strategies for maintaining compliance to POPIA in the institution. 

             

 

9. Solutions for protection of confidential PII 

Do you think the institution is dedicated to ensuring awareness of threats to confidentiality 
of personal information among healthcare workers and patients? Explain 

             

What would you propose for the institution to assure patients that their personal 
information will be always kept confidential? 

             

Explain the existing data backup strategy of the institution. 

             

Looking at the evolution of technology, which direction do you think the institution should 
take to ensure protection of confidential PII? 

             

Do you think that the institution may financially be compatible to implement new 
information management system for protection of confidential PII? 
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  Appendix H: Observation checklist 

Nature of information systems to protect confidentiality of PII Status 

Retrieval and Receipt and Returning of patient records  

Use of Passwords protocol  

Use of firewall  

Restricted access to network and sensitive data  

Restrict Access to Devices  

All files have been set to restrict access only to authorised 

individuals. 

 

Employees are only authorised to access information which they 

need to 

know to perform their duties. 

 

Computers running healthcare-related systems are not available for 

other purposes. 

 

Assurance & Trust with patient about confidentiality for PII   

 Communication between health workers and patients based: 

• Non-verbal language 

• Interaction 

• Space 

• Tone 

  

Policies and procedure guidelines for management of confidential PII            

Policies are in place prescribing access controls.  

Policies are in place prescribing password practices for the 

organization 

 

Policies are in place prescribing the use, configuration, and 

operation of firewalls and firewall logs 

 

Policies are in place requiring use of anti-virus software  

Policies are in place prescribing network configuration and access  

Policies are in place prescribing backup and recovery procedures.  

Policies are in place prescribing information system maintenance 

procedures. 

 

Policies are in place prescribing use of mobile devices  

Compliance certifications    
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Appendix I: Content analysis checklist 

 

Objective 5 checklist: Policies and procedure guidelines for management of 

confidential PII 

Policies and procedure guidelines for management of confidential PII YES/NO 

Conduct an information audit to determine what information is 

accessed and who has access to it 

 

Documents indicating legal justification for data processing activities  

Provision of clear information on data processing and legal justification 

on the existing privacy policy 

 

Documents that justify always taking data protection into account from 

the creation to disposal 

 

Encrypt, pseudonymise or anonymise personal data wherever possible  

Documents indicating the internal security policy for employees and 

building awareness about data protection 

 

Documents indicating data protection impact assessment and process 

in place to carry it out 

 

Having a process in place to notify the authorities and data subjects in 

the event of a data breach 

 

Designated compliance officer for ensuring POPIA compliance across 

the institution 

 

Data processing agreement exist between the institution and any third 

parties that process patient identifiable data. 

 

It is easy for patient to request and retrieve all their personal 

information 

 

It is easy for patient to correct or update inaccurate or incomplete 

information 

 

It is easy for patients to request to have their personal data deleted or 

disposed 

 

It is easy for patient to ask the institution to stop processing their data  

It is easy for patients to object the institution from processing their 

personal data 

 

If decisions about patients based on automated processes are made, 

there is a procedure to protect their rights. 

 

 

 

 


