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Abstract. Consumers today are pushing for greater transparency over the poten-
tial collection and use of their personal information (PI). It is key for organiza-
tions dealing with consumer PI to address privacy concerns and challenges. The
use of an online privacy policy is one of the most effective ways of informing
consumers about an organization’s use of their Pl and security measures they
have adopted to protect it against possible threats. The purpose of this paper is to
firstly, propose a holistic set of online privacy policy guidelines and secondly, to
ascertain to what extent online privacy policies, within the South African retail
sphere, address the guidelines. This, in turn, also provides an indication as to
whether the online privacy policies address conditions of the Protection of Per-
sonal Information Act (POPIA). Both qualitative and quantitative analysis meth-
ods were used on a sample of 18 retail websites. While it was found that all retail
websites had an online privacy policy, some were still failing to meet the pro-
posed guidelines and as such recommendations for improvement are provided
relating specifically to access, third-parties, information quality and accountabil-

ity.
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1 Introduction

Online privacy is important in the context of a modern technological society. With
the ever-increasing importance of the internet, there is a need to adopt safeguards that
protect users from the invasion of their privacy and access to identifying their PIl. Ac-
cording to 1zogo, 51% of South Africans with internet access were already shopping
online in 2018, and the numbers have since been increasing [1]. Mapande and Appiah
wrote about how the South African online spending curve reached a high of 53 billion
Rand in 2018, with a yearly anticipated growth of 15% all through 2021 [2]. The
Covid-19 pandemic fast-tracked this incline, as more and more consumers opted for
online shopping as a preferred method of shopping [3]. Parallel to that, more retailers
have since invested in an online presence because the convenience and accessibility to
large markets which online shopping presents made engaging in it more enticing [3,4].

This increased move and need for online shopping is not one that is met without
challenges, one of which is related to consumer privacy. The Pl of consumers, such as
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physical addresses, cell phone numbers, email address, age, race, gender, and billing
information - to mention a few, are collected while shopping online [5] and without
adequate measures in place, this PI can easily land in unwarranted hands without con-
sumer consent.

Moraka [6] writes about an increased incline in data breaches by cyber attackers.
These result in consumers being scammed, their identities being stolen and, most com-
monly, receiving unwarranted calls and SMSs from telemarketers [7,8]. The data
breaches are not limited to consumer PI, but consumer trends are also recorded and
analyzed, as a means of “improving” customer service, experience and for customized
marketing. This is called “web tracking” and is unfortunately at the cost of the violation
to consumers’ privacy [9-11]. Though greatly advantageous, online shopping has, un-
fortunately, created a profitable business for cyber attackers of all kinds. As a result,
laws related to data privacy have gained momentum around the world and most gov-
ernment initiatives seek to protect privacy and reputation through privacy policies
[6,12].

The purpose of an online privacy policy is to inform the consumer about the retailers’
data practices; what consumer Pl is collected; how it is used; if there is further pro-
cessing with third parties and how the P1 is stored while using the website [10]. For the
interest of consumers’ PI protection, the online privacy policy needs to be in line with
legislation, like the Protection of Personal Information Act (POPIA) of South Africa
[40].

On the 1% of July 2021, POPIA was made mandatory in South Africa, as an attempt
to curb privacy violation and allow for the handling of PI more effectively to safeguard
individuals from possible threats [13-15]. POPIA calls for Pl to only be processed
given that the purpose is adequate, relevant, not excessive, individuals must be notified
about the processing of their Pl and given the opportunity to consent to it. This method
of processing is called the ‘notice and choice’ model for web privacy, and it ensures
that consumers are notified about the data collection and allowed a choice between
opting in or out [9]. Notice and Choice serves to grant individuals greater control over
how their Pl is collected and used. Although conditions and legal requirements are ad-
dressed, POPIA does not, however, explicitly specify what should be covered by, or
included in, an online privacy policy.

POPIA defines the eight conditions that must be met when personal information is
being processed in South Africa as: “accountability, process limitation, purpose speci-
fication, further processing limitation, information quality, openness, security safe-
guards, and data subject participation” [40]. As such, online privacy policies must ad-
dress the eight conditions to be aligned with POPIA and South African organizations
require guidance for this.

The aim of this paper is to firstly propose guidelines of what should be included in
an online privacy policy - this will be done using the scoping literature review and
PRISMA method. Secondly, the proposed guidelines will be used to evaluate a sample
of South African retail website privacy policies and to propose recommendations for
the retail industry to improve the content of online privacy policies in line with the
proposed guidelines, which will also aid in better alignment with POPIA’s require-
ments.



2 Research problem

The ongoing expansion of the Internet has led to more and more consumers sharing
a lot of their PI and often consumers do this without fully understanding what service
providers do with the trail of digital footprints they leave behind [16]. Some websites
abuse users' confidence by buying, selling, or analyzing their Pl without consent. With-
out help, people frequently do not comprehend the consequences of privacy issues or
take any action to remedy them and, as such, privacy policies are used as a means of
addressing this pertinent issue and informing consumers about the different uses of their
PI[17].

Case and King [18] recently did a study on several Fortune500 companies’ privacy
policies to ascertain compliance with Fair Information Practices based on notice,
choice, access, and security principles which ensure effective consumer PI protection.
These principles are acknowledged by the United State government agencies but could
very well be adopted, even in South Africa, as they are aligned with some of the POPIA
conditions. Case and King[18] findings revealed that almost all businesses have their
policies online and that the majority of those policies contain the four principles and
despite the widespread and precise use of data collecting, there seemed to be a gap
regarding security measures adopted to protect consumers’ personal information [18].
Privacy policies are informed by a country’s legislation and in the South African con-
text, POPIA is used. However, as POPIA is founded on principles and doesn’t explicitly
define the criteria or guidelines of what should be included in a privacy policy, this has
opened it to interpretation [19].

3 Background

This section presents an overview of privacy, consumer privacy concerns, POPIA
and the purpose of online privacy policies. Studies that investigated privacy policy
guidelines are also explored.

3.1  Privacy and consumer concerns

Over time, privacy has proven difficult to conceptualize, define, and it has been sug-
gested that it is highly contextual and cannot be generalized [15, 20, 21]. Lin et al [10]
writes about how the idea of privacy is ill-defined and usually contentious in the digital
context. Larsen, however, provides a definition for privacy as a state of human life
marked by social isolation and public exposure [22]. This condition includes any PI
that the person in question has chosen to keep confidential and does not want anyone
to know about [22]. In the South African context, the South African Constitution states
that “everyone has the right to privacy, which includes the right to not have: their person
or home searched; their property searched; their possessions seized; or the privacy of
their communications infringed” [41].

When appropriate privacy protection measures are not in place, consumer Pl can be
easily exploited [2, 13]. It has been found in over 15 countries that 87% of people agree



on the need for legislation to prevent the violation of consumer Pl [23]. Consumers are
less likely to utilize a site if their privacy is abused [23, 24]. Sigmund [24] further de-
scribes how the young and educated seem to have more privacy concerns in comparison
to the older generation. It can, therefore, be agreed that there is a pressing need for a
data protection regime that is precise, and which facilitates the development of legisla-
tion, which is in line with technological advancements of the digital age, to protect the
privacy of individuals [22]. The use of online privacy policies is precisely for this need
and, as such, POPIA is an extension of the constitutional right to privacy and governs
how PI is processed and used in South Africa.

3.2 Protection of Personal Information Act (POPIA)

On the 1% of July 2021, the Protection of Personal Information Act, No. 4 of 2013
came into effect. The aim of POPIA is to ensure that Pl is processed lawfully. POPIA
defines the different roles involved in the collection, use, transfer, storage, and applica-
tion of PI in South Africa as the ‘Responsible Party’- which is the retail website owner
in this case. The ‘Operator’ —a third party contracted by the responsible party to process
personal information on their behalf; ‘Information Officer’- a designated individual
within an institution responsible for ensuring compliance with POPIA; and the ‘Data
Subject’- which is the person whose Pl is being processed. Furthermore, Section 3(a)
of the act defines the eight conditions that need to be met for the lawful processing of
Pl in the country as; Accountability: the responsible party must ensure they are POPIA
compliant. They accept responsibility for any violation and are responsible for the col-
lection and processing of data subjects’ Pl and how it is shared with third parties; Pro-
cess limitation: Pl must be processed without the violation of data subjects; Purpose
specification: PI can only be collected for a specific, documented and lawful purpose,
related to the activity or function of the party collecting it and data subjects should be
aware of the purpose; Further processing limitation: this must be consistent with the
purposes for which the Pl was collected; Information quality: the responsible party
must ensure that P1 is complete, accurate, not misleading, updated if needed, and con-
sistent with the purposes for which it was collected; Openness: the responsible party
must ensure that data subjects are aware of Pl being collected, its purpose, source,
name, and address of the responsible party and whether collection is voluntary or man-
datory; Security safeguards: Pl must be kept safe and secure, which necessitates the
use of security measures; Data subject participation: data subjects have the right to
access and amend their personal information, as well as have the opportunity to delete
it if necessary.

3.3 Purpose of online privacy policies

The online privacy policy is a legally enforceable agreement between the website
owner and user, and it is produced in accordance with the laws and regulations of a
country [10, 25]. On it, the responsible party unilaterally and proactively declare the
principles and measures for the safeguarding of consumer PI being collected, what PI
is being collected and its intended use. The privacy policy describes the way organiza-



tions gather, utilize, share, and transfer consumer information and how information se-
curity is ensured [10, 26]. Online privacy policies are important and need to be clearly
visible to consumers when they visit the retailer’s website.

A study by Dias et al [27], defined Information collection, Use and Disclosure, Dis-
closure purpose, Opt-Out, User Access, Security, Use of cookies and Child privacy as
suitable conditions for privacy policy guidelines. Isaak and Hanna [28], only high-
lighted Public transparency, Disclosure for users, Control: “Do no track™ and notifica-
tion. All the afore mentioned can be applied in a South African context. Limited studies
have been done defining a comprehensive set of guidelines for online privacy policies
in a South African Retail context. The aim of the next section is to review existing
literature and to propose a holistic set of guidelines for online privacy policy content.

4 Literature review

A scoping literature review, using the PRISMA method, was followed to identify
existing criteria and guidelines for online privacy policy content [42, 43]. The objective
of this literature review is to gain insights and perspective from related studies and
propose guidelines that South African Retailer website owners can follow to implement
and improve their online privacy policies.

IEEE, Scopus, and ACM databases were used to collect literature dated between the
years 2016 and 2022. Boolean operations were used in conjunction with the key words,
for example, “POPIA AND Websites”; “online privacy policies AND South Africa”;
“privacy policies AND websites”; “POPIA AND Compliance”, “Websites AND pri-
vacy” and only English written journals and articles relating to online privacy policies
and guidelines were selected. The titles and abstracts were screened, full text of poten-
tially relevant articles were retrieved and reviewed for eligibility into the final inclu-
sion. Some articles were found through the references, which were also downloaded
and verified for inclusion. According to the inclusion criteria, there was a total of 64
articles. The number of relevant articles was then significantly reduced to 15 after ex-
cluding papers that did not meet the inclusion criteria as seen in Table 1 below.

Table 1. Reporting items for the systematic review — adapted PRISMA

Database Scopus IEEE ACM Total
No. of records identified from database | 28 17 19 64
Records removed before screening 8 5 12 25
Records screened 20 12 7 39
Records excluded 4 0 1 5
Reports retrieved 16 12 6 34
Records not retrieved 6 1 1 8
Records assessed for eligibility 10 11 5 26
Records excluded 2 6 3 11




Records in review 8 5 | 2 | 15

4.1  Summary of website criteria

In total, ten consolidated guidelines were derived from the reviewed studies which
are consolidated in Table 2 below. The table shows that some studies covered all these
guidelines, whereas others only focused on a few. Notice (15), choice (15), security
(15) and purpose specification (9) were the privacy principles that were included in
most studies for online privacy policy content.

Table 2. Summary of privacy policy guidelines

(2]
-
o
©

Study Objective 1 2 3 4 5 10

Total

This study presents the first extensive audit of disclosure | X X X
of third-party data gathering in website privacy policies,
with the goal of evaluating the effectiveness of "notice
and choice" to find out if consumers are informed of the
names of the organizations that gather their data. Over
200,000 websites' privacy policies are reviewed and data
flows on a million websites are monitored. [9]

This study explores the extent to which supervised bi- X X X X X | X X
nary classification may be utilized to differentiate be-
tween dubious and valid privacy rules that are placed on
websites. A data set containing 67 policies from mali-
cious websites and 100 policies from reputable websites
(from the top corporations on the Fortune Global 500
list) is used. When all policy information is manually
analyzed, it is possible to see statistically significant dif-
ferences in terms of length and conformity to the seven
general privacy principles. [29]

To provide countermeasures for the growth of the Pl X X X X
protection legal framework in China, this study proposes
measuring research of well-known websites in China
that combines strategy analysis and web verification.
[10]

This paper defines privacy governance and explores X X X X X | X X
what successful governance looks like in an online set-
ting. It seeks to better understand how New Zealand
(NZ) organizations use their websites to inform users
about their privacy practices and whether those practices
follow the privacy laws established by the NZ govern-
ment by using a content analysis questionnaire. [21]

This study adds to the corpus of knowledge by evaluat- X X X X X | X
ing the need for, adoption of, and advertising of privacy
policies on the websites of Portuguese local authorities,
as well as by gathering evidence of those authorities'
compliance with privacy standards.[27]

This study was carried out to look at the practices of the X X X
Fortune 500, the largest organizations, to see if the con-
cepts of notice, choice, access, and security are sup-
ported by the Fair Information Practices. [18]

This study suggests that user friendly privacy policies X X X X
that use fair information practices based on OECD

guidelines will provide a competitive advantage by es-
tablishing trust between website owners and users. [30]

Through concentrating on the comparative study of pri- X X X X | X X
vacy policies—the main means by which service provid-
ers advise customers about the collection and use of
their data—this study helps readers better comprehend
websites. It examined 1,562 websites and their privacy
policies in comparison to premium websites to better




Study Objective 1 [2 [3 [4 [5]6

7 8 9 10 | Total

understand the data usage dangers connected with such
services. [31]

This study reports on the compliance evaluation of pri- X X X X X | X
vacy protection in e-Government systems in the coun-
tries of Anglophone West Africa, specifically in Ghana,
Nigeria, Liberia, Sierra Leone, and Gambia, to partially
fill the gap of literature lacking on investigations on the
current status of information security and privacy pro-
tection of e-Government services in Africa. [32]

This study aims to measure the improvements in privacy | X X X X
laws worldwide brought about by the (General Data
Protection Regulation) GDPR. It makes use of the data
mining application Privacy Check to compare three cor-
pora (totaling 550) of privacy policies automatically be-
tween before and after the GDPR. Additionally, it man-
ually examined the policies in two corpora to assess the
present state of GDPR compliance throughout the
world. [33]

In this research, online privacy policies from ten indus- X X X X X | X
tries in the three biggest economies in South Asia—In-
dia, Pakistan, and Bangladesh—are evaluated. The poli-
cies are evaluated based on accessibility, readability,
and conformity with 8 privacy principles using a manual
qualitative study on a dataset of 284 well-known web-
sites. [34]

The study’s objective was to examine policies from pub- | X X X X X | X
lic websites in the United States Association of Re-
search Libraries compliance with American Library As-
sociation privacy policy guidelines.[35]

This study assessed the Middle Eastern region's main X X X X X
banks' and mobile money providers' adherence to pri-
vacy laws and privacy notices' readability.[36]

This study demonstrates an automated analysis of the X X X X X | X
GDPR and Pakistan Data Protection Act compliance of
privacy policies on Pakistani websites. [44]

This study compared the privacy policies of 30 Nigerian X X X X | X
internet retailers with those of the Fair Information Prac-
tices (FIP) principles. [37]

Table note: (1) Notice, (2) Choice, (3) Purpose specification, (4) Third-Party, (5) Access, (6) Security, (7) Storage

(8) Information quality, (9) Data collection limitation, (10) Minor data protection

4.2 Proposed online privacy policy guidelines

The ten guidelines derived from the scoping literature review were revised to
seven guidelines. Notice, choice, and minor consent were combined because all three
address consent. Storage was incorporated in Transparency and Purpose Specification
as it pertains to how long the retailer intends on storing the consumer PI. Table 3 de-
scribes the proposed guidelines and includes a mapping to the conditions in POPIA.

Table 3. Proposed online privacy policy guidelines

Proposed Criteria

Mapping to POPIA
guidelines

Notice & Choice: Online privacy policy content should inform the consumer about their PI
collection practices, the types of Pl they collect and allow consumers to consent to their Pl
collection practices or decline by using opt-in/out method. Considerations for minors under
the age of eighteen should also be made.

Processing limitation
(section 9 -12) & Open-
ness (Section 17-18),




Proposed Criteria

Mapping to POPIA
guidelines

Transparency and Purpose Specification: The online privacy policy content should
clearly inform the consumer about the purpose for which they collect their PI, what type of
Pl is collected, how they collect it and how long they retain it.

Purpose Specification
(section 13-14), Open-
ness (section 17 & 18)

Third-Party: In the event the collected Pl is shared with third parties within or outside the
country’s borders, the online privacy policy content should clearly specify that. The retailer
should also take accountability in ensuring that the third parties comply with privacy guide-
lines and only use the PI for its initial intended use.

Further processing limi-
tation (section 15)

Security: The online privacy policy content should inform the consumer about the security
mechanisms they have in place to secure their Pl and that in the event of a data breach, the
website owner will inform the affected parties as well as the Information Regulator.

Security Safeguards
(section 19-2)

Information Quality: The retailer should ensure that the collected consumer PI is accurate
and up to date. This can also be achieved by allowing consumer access to their collected PI
as per the proposed guideline 6. This should be clearly articulated in the online privacy pol-
icy content.

Information quality
(sectionl16)

Access: The online privacy policy content should have a paragraph informing the consumer
about how they can access PI collected about them and allow them to update or delete their
PI.

Data subject participa-
tion (section 23-25)

Accountability: The retailer should ensure that their privacy policy aligns with POPIA con-
ditions and regulatory requirements for the processing of consumer PI. This should be artic-
ulated in the online privacy policy content.

Accountability (section

8)

5 Research methodology

5.1 Research paradigm

The interpretivism philosophical paradigm was adopted as the relative ontology
that interpretivists use as it allows for several interpretations of the same occurrence
[38]. This paradigm is applied by analyzing literature from authors in various countries.
This is largely because privacy is context based, and privacy policy guidelines are in-

formed by the laws governing a specific country.

5.2 Research design and methodology

A case study research methodology is applied. Yin [39] defines a case study as an
empirical method that “investigates a contemporary phenomenon (the “case”) in depth
and within its real-world context, especially when the boundaries between phenomenon

and context may not be clearly evident”.

This study implores a single case study research method with embedded multiple
units of analysis by reviewing online privacy policies within the South African Retail
Industry, from eighteen different companies against the proposed online privacy guide-
lines as indicated in Table 3. The retail industry is the main unit of analysis, and the
eighteen retailers constitute the analysis sub-units. A research ethics clearance was ob-
tained for this project through the university’s relevant research ethics bodies and, as

such, organizational confidentiality and privacy is protected.




5.3  Data collection and analysis

A non-probability, purpose sampling method was used in the collection of the
online privacy policies. In non-probability sampling, there is no way of knowing the
probability of a subject being selected, and, purpose sampling permits the researcher to
choose the sampled data at their convenience [45]. The range of selected retailers varied
from food, clothing, and household items.

A combination of both qualitative and quantitative data analysis methods was
used. First, the online privacy policies were uploaded to Atlas.ti and a content analysis
method was used by searching for words such as “consent”, “opt in”, “security”, “data
breach”, “amend”, “delete”, “third-party” and “collected” to identify data practices
within the privacy policies and group them into codes of relevant themes. An excel
spreadsheet was also used to track if each one of the retailers had a privacy policy pop
up when the site was visited and if they had a hyperlink at the bottom of their webpage.

6 Results

Only seven of the eighteen retailers had a privacy policy notification pop-up on
the landing page of their website. All eighteen retailer websites had a hyperlink at the
bottom of their page directing consumers to their online privacy policy page.

Table 4. Online Privacy Policy pop-up

Frequency Percentage

Retailers with privacy policy pop-up 7 38%
Retailers with online privacy policy hyperlink 18 100%

All the sampled retailers addressed Notice and Choice; Security; Transparency
and Purpose specification guidelines. This is great effort towards safer consumer PI
processing. Only 94% addressed Access, 61% explicitly informed consumers about
third party processing and 39% obliged with Information quality. These findings indi-
cate that although all retailers had an online privacy policy on their websites, there is
still a lack of consistency with some of the guidelines this study suggests.

The least addressed guideline, at a 22% is Accountability and this indicates the
retailer’s attempts to recuse their responsibility towards POPIA and their neglect to
fostering good consumer relationship and trust. Figure 1 illustrates an aggregated view
of how the eighteen online privacy policies addressed the proposed guidelines.
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Transparency and Purpose Specificatio
[#]

Motice & Choice
Third-party awareness
Information CQuality
Accountability

Security
Access

Fig. 1. Aggregated view of retailer online privacy policy.

7 Discussion and recommendations

The study revealed that the content of the reviewed South African retailer’s pri-
vacy policies 100% addressed Notice and Choice, Transparency and Purpose Specifi-
cation, and Security. Ninety-four percent addressed Access. Consumers should be
granted access to their Pl collected. This is closely tied to consent, as consumers have
the right to opt out of any agreement, at any given time. Not only that but granting
consumer access to collected PI allows for better quality of the PI, as they can up-
date/amend their Pl when necessary. As the collector of the PI, retailers should take
sole responsibility for the cost of processing and retaining consumer PI. This should be
addressed in the content of the online privacy policy. Sixty-one percent addressed
Third-party, the content of an online privacy policy should clearly inform the consumer
of any third-party processing and if so, also state that the third-party will process it in
line with the initial collection purpose. Thirty-nine percent addressed Information Qual-
ity and 22% addressed Accountability. It is imperative that any changes to the online
privacy policy be communicated with consumers, to allow consumers adequate consent
to the continuation of processing their PI. This should be clearly stated in the content
of the online privacy policy. The content of the online privacy policy should clearly
state that the retailer takes full accountability for any loss or breach to consumer PI and
disclose any breach to both the consumer and Information Regulator.

8 Limitations and future work

The proposed guidelines do not serve as a compliance measure for POPIA, how-
ever further work can be done assessing their comprehensiveness in improving the
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online privacy policies, with guidance from a regulatory perspective, as well as valida-
tion from an expert panel. Further insights to this study can be derived from examining
consumer opinions and encounters with the online privacy policies and how that affects
consumer habits. This paper only sampled eighteen South African retail stores and this
number could be increased for a broader view of the content of online privacy policies
within the retail industry.

9 Conclusion

The objective of this study was to propose guidelines for the content of online
privacy policies and to apply it to determine whether the online privacy policies on
South African retail websites address the proposed guidelines, and to make recommen-
dations for improvement. For this purpose, an embedded single case study, with multi-
ple units of analysis, was used where eighteen different South African retail online pri-
vacy policies were analyzed against the proposed online privacy policy guidelines as
derived from a scoping literature review. It was found that not all the guidelines were
addressed in the online privacy policies. Access, third-party, information quality and
accountability were aspects that required attention in online privacy policies. The
guidelines and recommendations can aid retail website owners to improve their online
privacy policies. Future research will focus on expanding the guidelines to incorporate
more guidance from a regulatory perspective and to include a larger sample of retailers’
online privacy policies in the review.
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