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Abstract

Globally, there is growing concern over transparency and fairness when processing personal information and
upholding the privacy of individuals. South Africa faces specific challenges in defining and implementing privacy
policies and guidelines while meeting individuals’ expectations as to how their personal information is handled.
There is limited data available about individual concerns and expectations for privacy in South Africa across
demographic groups. Such data can aid in informing privacy policies and guidelines and addressing differences
and sensitivity among demographical groups concerning information privacy. This paper explores the information
privacy concerns and expectations of individuals in South Africa. Data were collected through a cross-sectional
survey using the Information Privacy Concern Instrument (IPCI) that was developed in previous studies in line
with the Protection of Personal Information Act (POPIA) No. 4 of 2013 of South Africa. Privacy concern was
found to be high in South Africa, while confidence in organisations meeting data privacy principles was low.
Statistically significant differences showed that older participants, females and white participants had higher
privacy expectations than Generation Y participants, males and black participants, who were more confident that
organisations were meeting privacy principles. A visual index for information privacy concerns and expectations
is proposed to comprehend it across demographic groups and to monitor change going forward. The
recommendations provided can serve as input for further development of privacy guidelines by stakeholders such
as the South African Information Protection Regulator and responsible parties handling personal information
while considering differences among demographical groups in South Africa concerning information privacy.
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1. Introduction

Organisations have to exercise good judgement when processing personal information of customers. The
processing of personal information should be conducted in line with data privacy laws and regulations; however,
the expectations of customers must also be considered. Respecting an individual’s expectations about the manner
in which their personal information is processed is integral to privacy (Internet Society and the Commission of
the African Union, 2018). Individuals (i.e. consumers, citizens and end users) care about the privacy of their
information and have been found to have high expectations for privacy (Auxier, Raine, Anderson, Perrin, Kumar
& Turner, 2019; Da Veiga & Ophoff, 2020b; Degirmenci, 2020; Longerman Research, 2020; Rath & Kumar,
2021; Republic of South Africa, 2019) when they share their personal information with organisations. This also
brings about concern for information privacy (Degirmenci, 2020; Kokolakis, 2017; Rath & Kumar, 2021),
whereby individuals are concerned about the security, sharing and use of their personal information by those who
collect and process it. The privacy concerns and expectations of individuals are informed by the perceptions of
individuals and groups of individuals (Rath & Kumar, 2021), who could be customers of an organisation, a wider
community or a nation (Kosmala, 2020). While individuals have an expectation that their personal information
should be processed in line with both privacy laws and regulations, as well as their expectations (ISF 2004), these


mailto:dveiga@unisa.ac.za
https://doi.org/10.1016/j.clsr.2022.105769

expectations could vary based on demographical factors such as age or national culture (Arslan & Dayyala, 2017,
Lee, Wong, Oh & Chang 2019). Organisations should obtain an understanding of the privacy expectations of their
customers to aid in minimising concern for information privacy and to address privacy expectations across
different demographical groups.

In South Africa, personal information is regulated under the Protection of Personal Information Act (POPIA) No.
4 of 2013 (Republic of South Africa, 2013) which commenced in 2021. Public and private organisations in South
Africa have to process personal information in line with POPIA, which specifies conditions for the collection, use
and protection of personal information. While South African organisations are implementing measures to comply
with POPIA, the privacy expectations of their customers should also be considered, and privacy concerns must
be addressed to demonstrate due diligence and to maintain customer trust. South Africans have been found to
have a high expectation for privacy when sharing their personal information with organisations; yet, individuals
have indicated that their privacy preferences are not met by organisations, resulting in information privacy
concerns (Baloyi & Kotze, 2017b; Da Veiga & Ophoff, 2020b).

Various studies have been conducted in South Africa to measure concern for information privacy, with limited
studies to establish the privacy expectations of individuals and if the expectations vary across demographical
groups. In one of the earlier studies, Zukowski and Brown (2007) used the Internet Users’ Information Privacy
Concerns (IUIPC) scale of Malhotra, Kim and Agarwal (2004) to identify the influence of demographical factors
in South Africa regarding concern for information privacy. However, this study did not incorporate privacy
expectations and in addition the privacy concerns and perceptions of South Africans could have changed over
time, as this study was conducted more than 10 years ago. Research has shown that over time, concern for
information privacy can change due to various influences such as new or changed privacy laws, personal
experiences of a data breach, or attendance of privacy education and training (Koohikamali, French & Kim, 2019;
Hong, Chan & Thong, 2021). While later studies on information privacy concerns in South Africa have been
conducted (Baloyi & Kotze, 2017b; Blauw & Von Solms, 2017; Jordaan & Ndhlovu, 2017; Mapande & Dagada,
2017; Parker & Van Belle, 2016; Tshiani & Tanner, 2018; Van der Merwe & Van Staden, 2015), the researchers
did not use a validated privacy concern instrument incorporating all the conditions of POPIA and did not include
a focus on privacy expectations in their studies.

The Information Privacy Concern Instrument (IPCI) questionnaire (Da Veiga, 2017; Da Veiga, 2018a, Da Veiga,
2018b, Da Veiga 2020a, Da Veiga & Ophoff 2020b) was developed and validated in more recent studies, and was
applied in South Africa to measure both information privacy concerns and expectations in the context of POPIA
principles. While both the concern for information privacy and expectations were measured in previous South
African IPCI studies, the results were not analysed across demographic groups. It is important to understand if
there are varying levels of privacy concerns and expectations among different demographical groups (e.g., gender
and age) to aid in protecting the privacy of individuals as well as to put privacy policies in place that address
unique characteristics (Lee et al, 2019) of demographical groups. More data are required to understand the privacy
concerns and expectations of individuals in South Africa across demographical groups in order to direct and tailor
interventions for each group to address specific concerns identified as well as to improve compliance with POPIA.

2. Research Objectives

The first objective of this study was to expand the understanding of information privacy concerns and expectations
in South Africa across demographical groups. The IPCI was used in this study to conduct a cross-sectional survey
and the data were analysed in terms of age, gender and race in order to propose recommendations to address
privacy concerns and expectations of the demographic groups as well as to propose recommendations across the
POPIA conditions to improve compliance.

The second objective was to determine if there was a change in the privacy perceptions compared with data of an
earlier study where the IPCI was developed and applied to collect data in South Africa (Da Veiga 2017, Da Veiga,
2018a). The earlier study was conducted with 1007 participants and the results showed that South Africans had



high expectations for privacy but organisations failed to meet the expectations in practice (Da Veiga 2017, Da
Veiga, 2018a). T-tests and analyses of variance (ANOVASs) were used to compare the data of the earlier study
(Da Veiga 2017, Da Veiga, 2018a) and the data collected in this study. The data collected in this study were
further used to propose an index to depict the data derived from the IPCI visually to aid in further comprehending
the results. The results were quantified using the total privacy scores derived and portrayed on the index to
ascertain the level of the information privacy concerns and expectations across four proposed segments.

3. Background

This section provides an overview of information privacy and a background to data protection in South Africa
and POPIA.

3.1 Information privacy

The concept of privacy initially focused on the protection of a person and the property of a person (tangible
possession of a person, e.g. land), which over time incorporated “the right to be let alone” (Warren & Brandeis
1890: p. 193). While the initial understanding of privacy related only to physical aspects of a person’s life or
property, the concept of the right to let alone expanded to the right of life and freedom, which include intangible
aspects. Today privacy is still understood as the right to be let alone, but it has been further expanded to
incorporate more interpretations and dimensions on privacy such as data or information privacy. Personal
information falls within the definition of information privacy, whereby a person’s personal information should
receive protection. Clarke (1999) explains that privacy can be grouped into four dimensions, comprising privacy
of a person, behaviour privacy, communications privacy and personal data privacy. The Information Security
Forum (ISF) (2004) also presents privacy as four dimensions, namely bodily privacy, territorial privacy,
communications privacy and data privacy (ISF 2004). Both these categorisations of privacy dimensions
incorporate the concepts of communications privacy and data privacy. The dimensions of communications
privacy and data privacy have become interrelated, and these two concepts are often jointly referred to as
information privacy (ISF, 2004; Malhotra et al., 2004). Information privacy is defined by Stone, Gueutal, Gardner
and McClure (1983: p. 459) as “the rights of individuals to control information about themselves”. The
information about oneself (namely personal information) is information relating to an identifiable, living and
natural person, and in the case of POPIA also includes a juristic person. POPIA (Republic of South Africa 2013:
p. 14) includes a comprehensive definition of personal information that applies to this study, namely:

“(a) information relating to the race, gender, sex, pregnancy, marital status, national, ethnic or social origin,
colour, sexual orientation, age, physical or mental health, well-being, disability, religion, conscience,
belief, culture, language and birth of the person;

(b) information relating to the education or the medical, financial, criminal or employment history of the
person;

(c) any identifying number, symbol, e-mail address, physical address, telephone number, location
information, online identifier or other particular assignment to the person;

(d) the biometric information of the person;

(e) the personal opinions, views or preferences of the person;

(F) correspondence sent by the person that is implicitly or explicitly of a private or confidential nature or
further correspondence that would reveal the contents of the original correspondence;

(g) the views or opinions of another individual about the person; and

(h) the name of the person if it appears with other personal information relating to the person or if the
disclosure of the name itself would reveal information about the person.”

If individuals believe they do not have adequate control over their personal information, it can result in concern
(Lee et al., 2019; Malhotra et al., 2004) which are referred to as information privacy concern or concern for
information privacy. The perceptions and beliefs about fair control over personal information varies between



individuals due to influences or external sources, and have been studied using various concerns for information
privacy questionnaires (Malhotra et al., 2004) — of which an overview is presented in section 3.2.3.

3.2 Data privacy in South Africa

This research study was conducted in South Africa and hence background is provided in this section about the
privacy legislation of the country. The Bill of Rights included in the Constitution of the Republic of South Africa,
1996 provides for the right to privacy in section 14 of chapter 2, namely: “Everyone has the right to privacy,
which includes the right not to have (a) their person or home searched; (b) their property searched; (c) their
possessions seized; (d) the privacy of their communications infringed” (Republic of South Africa, 1996: p. 7). To
address the right to privacy in the constitution, POPIA was promulged in 2013 as the data protection law of South
Africa. The objective of POPIA is to regulate the processing of personal information in harmony with
international standards for the processing thereof by public and privacy bodies in South Africa in order to address
the right of privacy and to provide individuals with rights and remedies to protect their personal information in
line with the conditions of the Act (Republic of South Africa, 2013).

3.2.1 Protection of Personal Information Act No. 4 of 2003 of South Africa: Status

The sections of POPIA became effective on an incremental basis. Some sections were effective as early as 11
April 2014, namely section 1 (Definitions and Purpose), sections 39 to 54 in Part A of Chapter 5 (Information
Regulator), section 112 (Regulations) and section 113 (Procedure for making Regulations). That was followed by
the commencement of the other sections (except for sections 110 and 114[4]) on 1 July 2020. Sections 110 and
114(4) relate to the amendment of laws and the effective transfer of functions of the Promotion of Access to
Information Act (PAIA) No. 2 of 2000 (Republic of South Africa, 2000) from the South African Human Rights
Commission to the Information Regulator of South Africa and came into effect on 30 June 2021. While
the commencement date of POPIA was 1 July 2020, a one-year grace period to comply was allowed. That period
ended on 30 June 2021. In anticipation of the final effective date of POPIA on 1 July 2021, developments in the
Office of the Information Regulator resulted in the following commencement dates for the regulations issued in
terms of section 112(2) of POPIA: Regulation 5 pertaining to the “Applications for issuing code of conducts”
became effective on 1 March 2021 and Regulation 4 pertaining to the “Responsibilities of Information Officers”
became effective on 1 May 2021.

The conditions included in POPIA were originally included in chapter VIII of the South African Electronic
Communications and Transactions Act (ECTA) No. 25 of 2002 (Republic of South Africa, 2002). Although the
chapter merely establishes a voluntary system for the protection of personal information and only applies to
electronic transactions, conditions or principles for the protection of personal information are provided in nine
statements of the Act, including: processing should be for a lawful purpose, the specific purpose of processing
should be disclosed in writing, collected data should not be used for alternative purposes and any personal
information collected should not be disclosed to a third party without written consent.

Multinational organisations in South Africa with operations in other jurisdictions or that process data of
individuals residing in other data protection jurisdictions had to comply with data protection conditions in terms
of the data privacy laws of those jurisdictions prior to the commencement of POPIA. As such, many organisations
were in effect already preparing for POPIA compliance long before the legislation became effective. The status
of regulation and compliance in South Africa is seen as moderate (DLA Piper, 2022). However, this could change
going forward with the commencement of the conditions of POPIA and their enforcement by the Information
Regulator. POPIA includes penalties for non-compliance with the Act whereby the Information Regulator can
issue fines to a maximum of R10 million (approximately €5 851 900) or imprisonment for a maximum of 10 years
(section 107).



3.2.2 Protection of Personal Information Act No. 4 of 2013 of South Africa: Conditions

There are common information privacy principles or conditions that are covered in most regulatory frameworks
for data privacy, such as:

e Fair Information Practice Principles (FIPPS, n.d.): FIPPs originated from the work of Westin in
1967, which was followed by a proposal of similar principles by the United States Department of
Health, Education and Welfare (HEW) that were later incorporated in the United States Privacy Act
of 1974 (Teufel, 2008). The eight FIPPs are accountability, notice/transparency, individual
participation/choice, data quality/integrity, security, use limitation, purpose specification and
collection limitation.

e Organisation for Economic Co-operation and Development (OECD) Privacy Guidelines (OECD,
2013): The HEW privacy principles were also considered in Europe and the Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data were initially drafted in 1980 by the
OECD (Teufel, 2008), also informed by the original FIPPs (Harper, 2021). The guidelines include
limitation, collection limitation, purpose specification, data quality, openness, accountability,
individual participation and security safeguards.

e Asia-Pacific Economic Cooperation (APEC) Privacy Framework (APEC, 2005): The framework
incorporates the initial FIPPs and extended it to the concept of preventing harm (Harper, 2021). It
covers preventing harm, notice, collection limitation, uses of personal information, choice, integrity
of personal information, security safeguards, access, and correction and accountability.

The data protection principles covered in the frameworks above are adopted in data privacy laws and incorporated
in POPIA as conditions. The conditions in POPIA also resemble the privacy principles of the European Union
(DTTL, 2017; Taplin, 2021) and General Data Protection Regulation (Regulation [EU] 2016/679) (GDPR)
(OneTrust DataGuidance, 2020). While there are similarities between POPIA and the GDPR (e.qg., definitions and
data subject rights) there are also differences, for example the GDPR refers to the right of data portability, defines
pseudonymised data and makes provision for a data protection impact assessment, whereas POPIA does not
(OneTrust DataGuidance, 2020). POPIA incorporates juristic persons and there are differences in what is defined
as special or sensitive data, responding to data breaches and the penalties that can be issued (OneTrust
DataGuidance, 2020). However, from a privacy principle perspective, there are alignment between POPIA and
the GDPR.

POPIA encompasses eight data privacy conditions that must be implemented by responsible parties for the
processing of the personal information of data subjects. Table 1 outlines the eight POPIA conditions, including a
mapping thereof to the FIPPs, the OECD Privacy Guidelines and the APEC Privacy Framework with the objective
of illustrating the alignment of POPIA with international privacy best practice principles from the initial FIPPs
through to later developments such as that of the OECD and APEC. While the FIPPs serve as the foundation for
the privacy guidelines, the OECD has been found to influence policy and legislation in the OECD member states
and beyond (OECD, 2011). The APEC Privacy Framework is of relevance to the Asia-Pacific region for the
transfer or personal information (OECD, 2011). Table 1 includes a mapping of the POPIA, FIPPs, OECD Privacy
Guidelines and APEC Privacy Framework to illustrate how the IPCI maps to POPIA as well as to the
aforementioned principles and frameworks that enable utilisation of the IPCI in regions where any of these
frameworks or guidelines are used by organisations for easier adoption and integration. The “POPIA section
included in TPCI” column indicates whether the respective condition of POPIA is incorporated in the IPCI
guestionnaire, utilised in this study for data collection, with the objective of illustrating the completeness of the
scope of the IPCI in terms of the POPIA conditions and similarity to international best practice privacy principles.
This allows for the adoption and utilisation of IPCI in other jurisdictions whereby it can be further customised for
alignment (the IPCI questionnaire is discussed in section 4).

With reference to the terms used in the table, the term “data subject” is used in POPIA when referring to the
individual whose personal information is processed and “responsible party” (controller) is the organisation that



processes the personal information of data subjects and determines the purpose of collection. “Processing” of
personal information refers to the handling of personal information by the responsible party and includes the “(a)
collection, receipt, recording, organisation, collation, storage, updating or modification, retrieval, alteration,
consultation or use; (b) dissemination by means of transmission, distribution or making available in any other
form; or (c) merging, linking, as well as restriction, degradation, erasure or destruction of information” (Republic
of South Africa, 2013: p. 14) of personal information in electronic and paper records.

Table 1: POPIA conditions and mapping to FIPPs, OECD Privacy Guidelines, APEC Privacy Framework and

IPCI

POPIA
condition

Description based
on POPIA

POPIA
section

POPIA
section
included
in IPCI

FIPPs

OECD
Privacy
Guidelines

APEC Privacy
Framework

Condition
Accountability

1

The responsible party
should ensure that the
conditions in POPIA
are implemented
when personal
information is
processed.

Section 8

Y

Accountability

Accountability

Accountability

Condition
Processing
limitation

2:

Lawfulness of
processing includes
that personal
information must be
processed  lawfully
and in a reasonable
manner, and should
not infringe data
subject privacy;
minimality (must be
adequate, relevant and
not excessive);
consent, justification
and objection
conditions apply; and
collection directly
from the data subject
is covered under
processing limitation.

Section 9 to
12

Use limitation

Use limitation

Collection
limitation

Uses of personal
information

Condition 3:
Purpose
specification

Purpose specification
includes collection of
personal information
for a specific,
explicitly defined and
lawful purpose,
together with
retention and
restriction of records
requirements.

Section 13
& 14

Purpose
specification

Purpose
specification

Uses of personal
information

Condition 4:
Further
processing
limitation

Further  processing
limitation focuses on
ensuring that further
processing is
compatible with the
original purpose of
collection.

Section 15

Individual
participation/Choice

Individual
participation to
an extent

Uses of personal
information/Choice

Condition
Information
quality

5:

The responsible party
should ensure that
personal information

Section 16

Data
quality/Integrity

Data quality

Integrity of
personal
information




POPIA
condition

Description based
on POPIA

POPIA
section

POPIA
section
included
in IPCI

FIPPs

OECD
Privacy
Guidelines

APEC Privacy
Framework

is complete, accurate,
not misleading and
updated where
necessary to ensure
information quality.

Condition 6:
Openness

Openness includes
documentation of all
processing under
PAIA. It  further
includes notification
to the data subject
when collecting
personal information
with specific aspects
that the data subject
must be made aware
of.

Section 17
& 18

Notice/Transparency

Openness

Notice

Condition 7
Security
safeguards

The security
safeguards condition
focuses on the
integrity and
confidentiality of
personal information
against loss, damage
and unlawful access.
Information  security
assurance of personal
information processed
by operators (third
parties) and
notification of
security compromises
are included.

Section 19
to 22

Security

Security
safeguards

Security safeguards

Condition 8:
Data subject
participation

Data subject
participation  gives
rights to data subjects
to access and request
correction of personal
information under
certain conditions.

Section 2,
24 & 25

Individual
participation

Individual
participation

Access and

correction

Direct marketing

Chapter 8 includes
data subject rights
regarding direct
marketing using
unsolicited electronic
communications,
directories
automated  decision
making. Direct
marketing is
prohibited unless
certain conditions
apply. The opt-in
principle is
applicable.

and

Section 69
to71

Transborder
information
flows

Chapter 9
transborder
information

covers

flows.

Section 72




POPIA Description based POPIA POPIA FIPPs OECD APEC Privacy

condition on POPIA section section Privacy Framework
included Guidelines
in IPCI

Responsible  parties
within South Africa
may not transfer
personal information
of a data subject to a
foreign country unless
certain conditions
apply such as binding
corporate rules,
consent or necessity
for the performance of

a contract.
Sensitive/Special | Parts B and C of | Section 26 Y - - -
personal POPIA  cover the | t035
information requirements for the

processing of

sensitive or special
personal information
(e.g., religious, health,
trade union
membership and
children information)
which is prohibited if
certain conditions do
not apply.

Condition 7 (security safeguards) focuses on the integrity and confidentiality of personal information, including
the implementation of technical and organisations’ measures to prevent loss, damage or unauthorised access to
personal information. The implementation of technical measures should be considered in the context of other
information, communications and technology (ICT) laws in South Africa. While POPIA specifically regulates the
security of personal information, the other ICT laws in South Africa provide for regulations on aspects such as
access to and interception of information which include personal information. Section 2 of POPIA states, “If any
other legislation provides for conditions for the lawful processing of personal information that are more extensive
than those set out in Chapter 3 then, the extensive conditions prevail”. Organisations should thus follow an
integrated compliance approach whereby requirements relating to information processing and security in other
legislation are also integrated. ICT laws that should also be consulted are for example PAIA, giving effect to
section 32 of the constitution; the Electronic Communications and Transactions Act No. 25 of 2002; the
Regulation of Interception of Communications and Provision of Communication-Related Information Act No. 70
of 2002; the Electronic Communications Act No. 36 of 2005; and the Independent Communications Authority of
South Africa Act No. 13 of 2000. The Cybercrimes Act No. 19 of 2020 defines cybercrime and provides for the
regulation and investigation of cybercrime. The Cybercrimes Act should also be considered in future, but is yet
to commence. It should be noted that the scope for this study is limited to POPIA and the specific requirements
for each of the conditions of POPIA only.

3.2.3 Related work: Concern for information privacy studies

Studies on concern for information privacy are discussed to provide an overview of the initial concern for
information privacy questionnaires that were developed and why these questionnaires were not adequate to
achieve the objectives of this study. The discussion illustrates the necessity of obtaining additional data on concern
for information privacy across all data privacy principles in South Africa with specific motivation to use the IPCI
questionnaire.



Concern for information privacy relates to individuals (the data subjects) who have certain concerns about the
processing of their personal information by organisations or governments (responsible parties) and who
experience anxiety over the loss of their privacy (Smith, Milberg & Burke, 1996). Various studies have been
conducted to measure concern for information privacy; however, most of these studies did not include all the
information privacy principles in the questionnaire (scales) but rather focused on specific contexts, resulting in
an incomplete view of concern for information privacy across data privacy principles.

The Concern for Information Privacy (CFIP) questionnaire (Smith et al., 1996) and the IUIPC scale (Malhotra et
al., 2004) are regarded as the most influential privacy concern instruments (Morton & Sasse, 2014). The CFIP
guestionnaire (15 items) measures an individual’s concern over the practices of organisations when processing
their personal information. It depicts information privacy concern as concern over the extensive collection and
storing of personal information; unauthorised secondary use whereby collected information is used for purposes
other than the purpose it was collected for; improper access by unauthorised persons; and concern over protection
against errors (accidental and deliberate); computer anxiety and behavioural intention. These concerns create
psychological anxiety that could prevent individuals from sharing personal information or interacting in
cyberspace (Cheah, Lim, Ting, Liu & Quach, 2020). The IUIPC scale, comprising 10 items (Malhotra et al.,
2004), is based on the social contract theory and incorporates internet user concerns relating to collection, control
and awareness. Through structural equation modelling, the study of Malhotra et al. (2004) confirmed that the
IUIPC scale, together with the CFIP questionnaire, are valid for measuring internet users’ privacy concerns.
However, these questionnaires do not cover all the privacy principles in POPIA and not that of, for example, the
FIPPs or the OECD Privacy Guidelines but rather measure concern for information privacy relevant to
organisational privacy practices and internet users’ privacy concerns. As such, these two questionnaires were not
found to be all inclusive of the privacy principles and could not be used as the questionnaire to measure concern
for information privacy across the POPIA conditions for the purposes of this study.

According to Kumaraguru and Cranor (2005), Westin (2003) developed privacy indexes from 1990 to 2003 that
were used in over 30 studies to measure privacy concerns. The first index is referred to as Westin’s privacy
segmentation index and also as the general privacy concern index of Westin (Kumaraguru & Cranor, 2005). It
comprises four questions developed as part of the Harris—Westin surveys (Kumaraguru & Cranor, 2005; Westin,
2003). The indexes were expanded to the medical privacy concern index (addition of two medical questions), the
computer fear index (addition of three computer fear questions), the distrust index (addition of four questions)
and the privacy concern index (use of six questions) (Kumaraguru & Cranor, 2005). Another privacy index
developed by Westin (2003) was the core privacy orientation index, in accordance with which the American
public were categorised as “privacy pragmatists”, “privacy fundamentalists” or “privacy unconcerned”. Westin
(2003) measured the concerns of individuals by dividing them into three categories (high, medium and low
privacy concern), with the index for distrust adhering to the same categories. Westin’s (2003) questions focused
on concern for threats to privacy; the view of businesses; governments’ collection of personal information;
privacy rights and control; and context-specific questions relating to technology or medical information. In his
studies, he used different question-and-answer options to develop the indexes. The data of the indexes can
therefore not be compared. The surveys developed by Westin was mostly focused on an organisational context
and to influence public policy (Kumaraguru & Cranor, 2005). The privacy questions and indexes of Westin do
not map to privacy principles from a legal perspective and do not incorporate all the conditions of POPIA. The
objective of the Westin questionnaires was not related to privacy concerns across privacy principles, but rather a
general privacy context of individual or citizen concern over government or organisational processing of their
information.

Morton and Sasse (2014) defined an index that groups individuals into five categories (information controllers,
security concerned, benefit seekers, crowd followers and organisational assurance seekers) in accordance with
their privacy concerns and use of technology to aid in understanding users’ adoption of technology services. The
work of Westin and that of Morton and Sasse have been used or adapted in other information privacy concern



studies and researchers have developed additional information privacy concern instruments. Studies were for
example conducted in the contexts of the internet (Heales, Cockcroft & Trieu, 2017; Rook, Sabic & Zanker,
2020), social media and websites (Adhikari & Panda, 2018; Kaushik, Kumar Jain & Kumar Singh, 2018; Osatuyi,
2015), online shopping (Pavlou, Liang & Xue, 2007), health (Esmaeilzadeh, 2019; Kuo, Talley & Ma, 2015) and
mobile devices (Degirmenci, 2020). The questions and indexes developed by Westin (2003) and Morton and
Sasse (2014) focus on specific study topics and therefore do not address all the information privacy principles of
POPIA. These instruments and indexes were not suitable for the purpose of this study, as they do not focus on
both concerns and expectations nor are they comprehensive in covering all the privacy principles of POPIA.

Studies on concern for information privacy have also been conducted in South Africa. Jordaan (2007) studied
privacy awareness in South Africa in the context of direct marketing and online shopping behaviour that mapped
only to section 69 of POPIA (Republic of South Africa, 2013). In that study, the dependency of privacy awareness
on age, education and knowledge levels was investigated. The results showed that the level of privacy awareness
(in name-removal procedures) was not dependent on age or educational levels. The study used a quantitative
method, but the questions did not cover all the information privacy principles incorporated in POPIA. Concern
for information privacy was also investigated among South African internet users by applying the IUIPC scale,
showing that gender did not influence information privacy concern but that older people were more concerned
than younger people (Zukowski & Brown, 2007). The study did not investigate race groups, and the concerns and
expectations were not investigated across all the POPIA conditions. These studies were conducted in the early
2000s and individuals’ perceptions about privacy could have changed since then (Hong et al., 2021; Koohikamali
etal., 2019). A later study by Jordaan and Ndhlovu (2017) considered socio-demographical variables to establish
concern for information privacy relevant to Facebook activities. While that study also did not cover all the privacy
conditions of POPIA, the results contributed to an understanding of differences between demographic groups in
South Africa such as that females were found to be less likely to share their personal information on social media
sites like Facebook and that there were differences between race groups relevant to perceptions of social media
concerns.

Further work related to privacy and security concerns relevant to mobile devices in South Africa was done and
confirmed that users who were concerned over privacy would have less confidence in using mobile computing
systems (Mapande & Dagada, 2017). Baloyi and Kotze (2017a) conducted a quantitative study to measure
individuals’ privacy knowledge and awareness of the collection of their personal information. They used 12
guestions, two of which focused on trust in organisations. It was found that most of the participants (71.9%) did
not trust organisations to secure their personal information. The questionnaire included perception questions about
unsolicited messages and transborder transfer, which mapped to sections 69 and 71 of POPIA. Another study
focused on information privacy concerns of South Africans in smart cities and findings showed that South
Africans were concerned over privacy when considering the security of their personal information (Tshiani &
Tanner, 2018). These studies in South Africa did not include all the privacy conditions of POPIA; they
furthermore did not focus on both concerns and expectations and did not look at differences between
demographical groups in terms of age, gender and race.

The IPCI has been used in studies in South Africa to measure information privacy concerning the processing of
personal information in a general business context and was also adapted to an online context in relation to research
studies in which it was referred to as the Online Information Privacy Concern Instrument (Da Veiga, 2020a) and
the Online Information Privacy Culture Index Questionnaire (Da Veiga, 2018b; Da Veiga & Ophoff, 2020b). The
aforementioned questionnaires comprised off the same questionnaire items and response scales, but the online
context questionnaire included the words “online companies (websites)” in the questionnaire items to adapt it to
the online context. The results of the IPCI studies consistently showed that individuals in South Africa had a high
concern for information privacy and that their expectations across all the information privacy conditions of POPIA
were not met (Da Veiga, 2017; Da Veiga, 2018a; Da Veiga, 2018b; Da Veiga, 2020a; Da Veiga & Ophoff, 2020b).
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The IPCI questionnaire includes statements covering all the conditions of POPIA and incorporates concerns and
expectations about privacy, making it suitable for use in this study to address the research objectives. An
understanding of concern for information privacy across all the privacy conditions of POPIA will provide a
complete view of concern in terms of the principles that relate to privacy in order to determine which privacy
principles individuals are most or least concerned about for a comprehensive understanding thereof. In the
previous IPCI studies in South Africa, data were not analysed in terms of age, gender and race to understand
concern for information privacy across demographical groups and a corresponding index to display the results
visually was not developed for the IPCI, which necessitated additional data collection to further understand data
privacy concerns in South Africa.

4. Theoretical Perspective of Concern for Information Privacy: Expectations, Confidence and Legal
Concerns

The concepts of information privacy expectations and confidence were introduced in previous studies (Da Veiga,
2017; Da Veiga, 2018a) and are expanded in this discussion in the context of this study. Individuals have
expectations for privacy and believe or have confidence that organisations are indeed meeting their privacy
expectations. Examples of such expectations could be that a society has a high expectation for transparency and
holds the view that personal information should not be used for alternative purposes. An individual could expect
organisations not to collect excessive data, to keep it up to date and not to share it with third parties. Individuals
have expectations for privacy in relation to the information privacy conditions of data privacy laws. A society or
individual subsequently experiences in practice whether organisations or governments meet their expectations,
with resultant belief or confidence that an organisation is transparent in handling their personal information or
concern that an organisation collects too much personal information.

Figure 1 provides an explanation of information privacy concerns and expectations as comprising three pillars,
namely legal requirements, expectations and confidence. The three pillars are explained as follows:

i. Legal requirements. Data protection law requirements, such as encapsulated in POPIA, are based on
international accepted information privacy principles and must be implemented by organisations as a
minimum obligation to comply with legal requirements.

ii. Privacy expectations. Individuals have expectations relevant to information privacy principles or
conditions (such as those in POPIA) which they expect organisations to uphold. It builds trust when
consumers perceive organisations to meet their privacy expectations (Weller & Leach, 2020). Their
expectations could vary based on factors such as age, national culture or trust (Arslan & Dayyala,
2017), or be influenced by continued use of and exposure to applications (Koohikamali et al., 2019)
or the reputation of an organisation or website (Gerber, Gerber & Volkamer, 2018). The expectations
are synonymous with individuals’ perceptions of or attitudes about privacy. Their expectations could
be met or they could have higher or lower expectations than the minimum requirements of data privacy
laws for each of the privacy principles. Furthermore, their expectations in respect of each information
privacy principle are twofold (i.e., are they in line with the legal requirements of a specific privacy
law like POPIA and are they met by the organisations that process their personal information). This
links to the social contract theory postulated by Head and Yuan (2001). According to that theory,
individuals share their personal information with responsible parties based on certain expectations and
the principle that they can decide on the usage of the personal information (Phelps, Nowak & Ferrell,
2000). That is supported by the work of Martin (2016), according to which individuals have
expectations prior to entering into a contract with a responsible party.

iii. Privacy confidence. Individuals experience in practice whether their privacy expectations are met by
organisations and where it is not, it could result in a lack of trust (Martin, 2016). Organisational failure
to meet such expectations indicates a gap in either not meeting the expectations from a bottom-up
perspective or not meeting a regulatory requirement from a top-down perspective. That could be a
representation of the level of organisational compliance with information privacy principles as
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perceived by individuals. The aim is to focus on the perceptions of individuals, as that could shed light
on whether organisations need to revise their privacy programmes to meet certain privacy principles
or need to share more information about their privacy practices to promote a reputation of trust and be
seen as being compliant as opposed to being non-compliant.

Figure 1: Information privacy expectations, confidence and concerns
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4.1 The Information Privacy Concern Instrument (IPCI)

The IPCI addresses the three pillars of figure 1. The objective of the IPCI (Da Veiga, 2017; Da Veiga, 2018a; Da
Veiga, 2018b; Da Veiga, 2020a; Da Veiga & Ophoff, 2020b) is to measure individuals’ information privacy
concern from two perspectives: expectations about privacy principles (conditions) and perception about whether
individuals have confidence in organisations meeting privacy conditions. The privacy conditions are based on the
conditions in POPIA and hence give a view if the legal requirement is met and if the expectation is met when
comparing the perceptions of the expectations and confidence constructs. The IPCI includes all the information
privacy conditions of POPIA, making it inclusive to obtain the perceptions of individuals about each privacy
condition.

This questionnaire considers concern for information privacy from both an expectation and a confidence
perception perspective, that is the privacy expectations of individuals (consumers) and their confidence of
organisations meeting their expectations in practice. The IPCI comprises 11 constructs for expectations and 11
constructs for confidence, each with 22 statements. The statements for both the expectations and confidence were
developed with a pared statement (expectation and confidence) for each POPIA condition. Two additional
statements are included in the confidence section which are not paired with the expectation section. These two
additional statements relate to accountability. A total of 44 paired statements are thus included in the IPCI for the
purpose of comparing the means of the expectations with confidence statements in order to establish if there is a

gap.

12



Table 2 presents the statements of the IPCI with a mapping to POPIA, the FIPPs and the OECD Privacy
Guidelines to illustrate completeness in terms of POPIA conditions and completeness in terms of the international
accepted privacy principles making the IPCI applicable for use in other jurisdictions. The statements in table 2
were used to collect the data for this study. The data was analysed across demographical groups to understand
each group’s unique concerns and expectations across the POPIA conditions. The data were further analysed in

line with the POPIA conditions to make recommendations for improving compliance.

Table 2: Mapping of IPCI constructs and statements to POPIA, FIPPs, the OECD Privacy Guidelines and APEC

Privacy Framework

IPCI constructs — Expectations IPCI constructs — Confidence items | POPIA FIPPs OECD APEC
items mapping mapping Privacy Privacy
Guidelines Framework
Expectation_Processing (use) Confidence_Processing (use) Processing Use limitation Use limitation Uses of
limitation (PR) limitation (PR) limitation personal
information
Q24b. “I expect companies to use my | Q25b. “I feel confident that Condition 2, Use limitation Use limitation Uses of
personal information in a lawful companies are using my personal Section 9, personal
manner (e.g. never to sell my information in lawful ways (e.qg., Processing information
information; publish my confidential never sell my information, publish my | limitation,
information; never use my confidential information or use my Lawfulness
information for fraudulent information for fraudulent
transactions).” transactions).”
Q24c. “I expect privacy when a Q25c. “I feel confident that Condition 2, Use limitation Use limitation Uses of
company has to process my personal companies respect my right to privacy | Section 9, personal
information for services or products when collecting my personal Processing information
(e.g., never share my information with | information for services or products limitation,
unauthorised personnel or use my (e.g., never to share my information Lawfulness
information for other purposes).” with unauthorised personnel or use
my information for other purposes).”
Expectation_Collection limitation Confidence_Collection limitation Processing Collection Collection Collection
(CL) (CL) limitation limitation limitation limitation
Q24d. “I expect companies not to Q25d. I feel confident that Condition 2, Collection Collection Collection
collect excessive or unnecessary companies are requesting only Section 10, limitation limitation limitation
information from me (e.g., my relevant and not information other Processing
children’s information, my salary, my | than what is needed for them to offer limitation,
health information, my race or me a service or product. (e.g., Minimality
religion) than what is needed for them | information on my children, my
to offer me a service or product.” salary, my health, my race or
religion).”
Q24e. “I expect companies to only Q25e¢. “I feel confident that Condition 2, Collection Collection Collection
collect my personal information when | companies are collecting my personal | Section 11, limitation limitation limitation
I have given my consent or if it is information only with my consent or Processing
necessary for a legitimate business for a legitimate business reason (e.g., limitation,
reason.” not collecting my information without | Consent
my consent while | browse the
internet, or buying my information
from other companies).”
Q24f. “I expect companies to only Q25f. “I feel confident that companies | Condition 2, Collection Collection Collection
collect my personal information from are collecting my personal Section 12, limitation limitation limitation
myself and not from other sources information from legitimate sources.” | Processing
(e.g., from other companies or people limitation,
I know).” Direct
collection
Expectations_Purpose specification Confidence_Purpose specification Purpose Purpose Purpose Uses of
(PS) (PS) specification specification specification personal
information
Q24g. “I expect companies to Q25g. “I feel confident that Condition 3, Purpose Purpose Uses of
explicitly define the purpose for companies are explicitly defining the Section 13, specification specification personal
which they want to use my purpose for which they want to use Purpose information
information.” my information.” specification,
Specific
purpose
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IPCI constructs — Expectations IPCI constructs — Confidence items | POPIA FIPPs OECD APEC
items mapping mapping Privacy Privacy
Guidelines Framework
Q24h. “I expect companies to only Q25h. “I believe that companies are Condition 3, Purpose Purpose Uses of
use my personal information for only using my personal information Section 13, specification specification personal
purposes | agreed to and never for for purposes | agreed to and never for | Purpose information
other purposes (e.g., telemarketing or other purposes (e.g., telemarketing or | specification,
targeted advertising) than those targeted advertising).” Specific
agreed by me.” purpose
Q24i. “I expect companies to only Q25i. “I believe that companies are Condition 3, Purpose Purpose Uses of
keep my personal information for as keeping my personal information Section 14, specification specification personal
long as required for business purposes | indefinitely.” Purpose information
or regulatory requirements.” specification,
Retention
Expectations_ Processing (use Confidence_Processing (use Further Individual Individual
limitation) (PR) limitation) (PR) processing participation/Ch | participation
oice
Q24j. “I expect companies to obtain Q25j. “I feel confident that companies | Condition 4, Individual Individual Individual
my consent if they want to use my are obtaining my consent to use my Section 15, participation/Ch | participation to participation/Ch
personal information for purposes not | personal information for purposes Further oice an extent oice
agreed to with them.” other than those agreed to with me.” processing
limitation
Expectations_Openness (OP) Confidence_Openness (OP) Openness Notice/Transpa | Openness Notice
rency
Q24a. “I expect companies to notify Q25a. “I feel confident that Condition 6, Notice/Transpa | Openness Notice
me before they start collecting my companies are notifying me before Section 18, rency
personal information.” collecting my personal information.” Openness,
Notification
Q24k. “I expect companies to inform Q25k. “I feel confident that Condition 6, Notice/Transpa | Openness Notice
me of the conditions (e.g., purposes, companies adequately inform me of Section 18, rency
consequences, recipients of my the conditions (e.g., purposes, Openness,
information, my rights and the way in | consequences, recipients of my Notification to
which they protect confidentiality) for | information, my rights and the way in | data subject
processing my personal information.” | which they protect confidentiality) for | when collecting
processing my personal information.” | personal
information
Expectations_Information (data) Confidence_Information (data) Quality of Data Data quality Integrity of
quality (1Q) quality (1Q) information quality/Integrity personal
information
Q241. “I expect companies to keep my | Q251. “I feel confident that companies | Condition 6, Data Data quality Integrity of
personal information updated.” keep my personal information up to Section 16, quality/Integrity personal
date.” Openness, information
Quality of
information
Expectations_ Security safeguards Confidence_Security safeguards (SS) Security Security Security Security
(SS) safeguards safeguards
Q24m. “I expect companies to protect | Q25m. “I feel confident that Condition 7, Security Security Security
my personal information.” companies are protecting my personal | Section 19, safeguards safeguards
information (e.g., keep my data Security
confidential and protect it from being
accessed by unauthorised parties).”
Q24n. “I expect companies to have all | Q25n. “I feel confident that Condition 7, Security Security Security
the necessary technology and companies have all the necessary Section 19, safeguards safeguards
processes in place to protect my technology and processes in place to Security
personal information.” protect my personal information.”
Q24o0. “I expect companies to ensure Q250. “I feel confident that Condition 7, Security Security Security
that their third parties (processing my | companies ensure that their third Sections 20 and safeguards safeguards
personal information) have all the parties have all the necessary 21, Security,
necessary technology and processes in | technology and processes in place to Operator
place to protect my personal protect my personal information.”
information.”
Q24p. “I expect companies to inform Q25p. “I feel confident that Condition 7, Security Security Security
me if records of my personal data companies inform me if records of my | Section 22, safeguards safeguards
were lost, damaged or exposed personal data were lost, damaged or Security,
publicly.” exposed publicly.” Notification of
security

compromises
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IPCI constructs — Expectations IPCI constructs — Confidence items | POPIA FIPPs OECD APEC
items mapping mapping Privacy Privacy
Guidelines Framework
Expectations_Data subject Confidence_Data subject Access to Individual Individual Access and
participation (DS) participation (DS) information participation/Ch | participation correction
oice

Q24q. “I expect companies to tell me Q25q. “I feel confident that Condition 8, Individual Individual Access and
what records of personal information companies can tell me what records or | Section 23, participation/Ch | participation correction
they have about me when | enquire personal information they have about Data subject oice
about it.” me.” participation,

Access to

information
Q24r. “I expect companies to correct Q25r. “I feel confident that companies | Condition 8, Individual Individual Access and
or delete my personal information at will correct or delete my personal Section 24, participation/Ch | participation correction

my request.”

information at my request.”

Data subject
participation,
Correction of

oice

personal
information
Expectations_ Sensitive (special) Confidence_Sensitive (special) Special - - -
personal information (SP) personal information (SP) information
Q24s. “I expect companies not to Q25s. “I feel confident that companies | Section 26-35, - - -
collect sensitive personal information only collect sensitive personal Special
(e.g., information on my children, information (e.g., information on my information
religious beliefs, race or ethnic origin, | children, religious beliefs, race or
trade union membership, political ethnic origin, trade union
persuasion, health or sex life, criminal | membership, political persuasion,
record or biometric information) health or sex life, criminal record or
about me with my explicit consent.” biometric information) about me with
my explicit consent.”
Expectations_Unsolicited marketing Confidence_Unsolicited marketing Direct - - -
(UN) (UN) marketing
Q24t. “I expect companies to honour Q25t. “I feel confident that companies | Section 69, - - -
my choice if | decide not to receive honour my choice if | do not want to Direct
direct marketing.” receive direct marketing.” marketing by
means of
unsolicited
electronic
communications
Q24u. “T expect companies to give me | Q25u. “Companies always give me a Section 69, - - -
a choice if | want to receive direct choice to indicate if | want to receive Direct
marketing from them.” direct marketing from them.” marketing by
means of
unsolicited
electronic
communications
Expectations_Cross-border transfers Confidence_ Cross-border transfers Transborder - - -
(CB) (CB) information
flows
Q24v. “I expect companies to protect Q25v. “I feel confident that Section 72, - - -
my information when they have to companies protect my information if Transborder
send it to other countries.” they have to send it to other information
countries.” flows
Confidence_ Accountability (AC) Accountability Accountability | Accountability Accountability
Q25w. “I feel confident that if T Section 40, Accountability | Accountability Accountability
submit a complaint, it will be dealt Information

with appropriately by the relevant
authorities.”

Regulator duties

Q25x. “I believe that organisations
take their responsibility seriously to
protect my personal information.”

Condition 1,
Section 8,
Accountability

Accountability

Accountability

Accountability

Note: Questionnaire items from Da Veiga, 2018a. The question numbering reflects the numbering format used in the online

survey of this study.

The data derived from the IPCI are used in this study to propose an index with four quadrants for the IPCI
(displayed in figure 2). The data derived from the IPCI are plotted, with the x-axis representing the overall
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confidence mean and the y-axis the overall expectations mean. Individual statement means can also be plotted on
the index.

Figure 2: Information Privacy Concern and Expectation Index
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The four quadrants represent the information privacy concern across an expectations and confidence axis as

follows

Q1: Compliance confidence low; expectations low. In this quadrant, individuals have a low
expectation for privacy and experience that organisations do not meet privacy conditions in practice —
which could be higher or lower than their privacy expectations. However, there might not be a match
between their expectations and compliance confidence, which could result in concern for information
privacy.

Q2: Compliance confidence low; expectations high. Individuals in this quadrant have a high
expectation for privacy, but experience that in practice organisations do not meet the privacy
conditions. Hence, their privacy expectations are never met in this quadrant, which represents a gap.
In this quadrant, the individual’s expectation for privacy is always higher than their compliance
confidence. That gives rise to concern for information privacy.

Q3: Compliance confidence high; expectations high. Here individuals have high privacy
expectations and their experience in practice is that organisations are mature in meeting the privacy
principles, hence their confidence in compliance is higher. However, there might still not be a match
between their expectations and their compliance confidence. Again, concern for information privacy
is experienced where a gap is identified.

Q4: Compliance confidence high; expectations low. This quadrant reflects a culture or society
where the experience in practice of whether organisations are complying with privacy conditions is
always higher than the individual’s expectation for privacy.
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The diagonal line (0:0; 5:5) reflects the points on the graph where the information privacy expectations and
confidence are in balance; thus, the privacy expectations of individuals are met by organisations that implement
the privacy conditions in line with the individuals® expectations. However, this line does not signify that the
manner in which organisations meet the privacy conditions aligns with privacy best practice or the conditions
(principles) of data privacy laws. Dotted line Z (4:0; 4:5) on the graph indicates the scores where organisations
meet the privacy conditions of data privacy laws and consequently comply with the minimum score for each data
protection principle. This represents “4 — agree” or “5 — strongly agree” on the Likert scale for the IPCI items.
The aim is to have a minimal information privacy concern that can be plotted to the right of line Z for the
compliance confidence mean in Q3 or Q4. That would indicate that individuals’ experience that both the privacy
conditions and their expectations are met when organisations process their personal information. The proposed
index is illustrated in section 7.5, with the data derived from this research study.

5. Research Methodology

The research methodology is discussed in this section. An overview is provided of the approach followed and the
results.

5.1 Research approach

A quantitative approach was followed for the research study. Surveys with questionnaires have been found to be
useful in measuring perceptions in social and information system studies related to this study (Saunders, Lewis
& Thornhill, 2016). A cross-section survey was conducted using the IPCI in an online survey.

5.2 Research instrument

The IPCI (Da Veiga, 2018a) statements of table 2 were used in this study to collect the data. The questionnaire
comprised four sections:

i. Section A, consisting of eight demographical questions focusing on province, race, year born, gender,
gualification, employment status, industry and income.

ii. Section B, consisting of 16 questions about technology use and privacy concerns (e.g.: Which devices
are mostly used and for what purpose? How concerned are respondents about the protection and
sharing of their personal information and different categories of personal information? How do
respondents rate their knowledge about privacy rights? Where do they obtain information about their
privacy rights? Has their personal information ever been misused?). The question scales include “Yes”
and “No0” responses as well as Likert scales (e.g.: Not concerned, Somewhat concerned, Neutral,
Concerned and Extremely concerned).

iii. Section C, consisting of 22 privacy expectation statements applying a Likert scale about the 11
constructs in the IPCI (e.g.: | do not expect this, | sometimes expect this, | am neutral, | mostly expect
this and | always expect this).

iv. Section D, consisting of 22 privacy confidence statements applying a Likert scale about the 11
constructs in the IPCI (e.g.: Not at all confident, Somewhat confident, Neutral, Quite confident and
Very confident). Two additional questions are included, focusing on condition 1 which relates to
accountability, giving a total of 24 statements.

5.3 Data collection

The target sample comprised 400 individuals in South Africa across the demographic profile of the country as
follows: race group — Black (African), Coloured, Indian/Asian, White; age — above 18 years; and gender — male
and female. The race group of black South Africans is referred to as “African” or “Black African” in South Africa.
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For clarity purposes, so as not to confuse the terminology “African” with citizens from other African countries,
the term “Black™ is used in the remainder of this paper to only include black South Africans.

The market research company InSites Consulting South Africa was used to develop and send out the online survey
for online data collection. The research project obtained research ethical clearance from UNISA. Participation in
the survey was voluntary and answers were submitted anonymously. The participants provided consent for the
data to be used in the research study. The market research company monitored participation in the survey to
ensure that the required number of responses was obtained, whereafter the survey was closed.

6. Results

The results of the online survey are discussed in the next sections. The biographical information is presented first,
followed by the results of the different IPCI sections. Finally, the data are depicted on the proposed index for the
IPCI. The Statistical Package for the Social Sciences (SPSS) was used to analyse the data.

6.1 Biographical information

The biographical information of the respondents is shown in table 3, with a total of 400 participants (respondents)
in the survey.

Table 3: Biographical information of participants (respondents)

Race group Frequency %
Black 258 65
Coloured 44 11
Indian/Asian 20 5
White 78 20
Year born Frequency %
1925-1945 Post-war group 3 1
1946-1954 Baby Boomers 1 11 3
1955-1964 Baby Boomers 2 29 7
1965-1980 Generation X 92 23
1981-2000 Millennials/Generation Y 265 66
Gender Frequency %
Male 208 52
Female 192 48
Education Frequency %
Below Grade 12 in high school 22 6
Grade 12 in high school 153 38
Diploma 95 24
Three-year university degree 46 12
Higher diploma 24 6
Postgraduate certificate 24 6
Honours gualification 19 5
Master’s qualification 13 3
Doctoral qualification 0 0
None 4 1
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6.2 Results: Section B — Technology use and privacy concern guestions

The results indicate that the participants were very concerned over the processing of their personal information
and specifically the protection thereof. Yet, they were significantly less concerned (3.97 mean; 73%) over time
to share their information with companies over the internet compared with the results of a previous study (4.09
mean; 79%) (Da Veiga, 2018a). This could be due to familiarity with websites over time (Koohikamali et al.,
2019) or due to the appointment of the Information Regulator in South Africa to regulate POPIA. Most of the
respondents also seemed not to be too concerned about sharing their personal information with companies in
everyday business transactions not involving the internet (3.51 mean; 57%).

However, the majority of the participants remained concerned about their financial (4.49 mean; 90% ), health
(4.07 mean; 74%) and identification information (4.57 mean; 92%), which corresponds with concern about
financial details, addresses, dates of birth and phone numbers among Australians (Van Souwe, Gates, Bishop &
Dunning, 2017). Similarly, individuals in Europe were concerned about their financial information (Republic of
South Africa, 2019).

Most participants (60%) knew someone who had experienced misuse of their personal information. That could
be as a result of the various data breaches that have occurred in South Africa in recent years (Mohapi, 2020).
When individuals experience breaches of their personal information, concern for information privacy and
specifically concern for financial information result (Mlaba, 2020).

The participants used websites as their main source of information about privacy and privacy rights. Other sources
were banks, family, and the organisations they worked for or provided information to, as well as television/radio
and schools/universities. Schools played a smaller role, although there have been initiatives to incorporate cyber
awareness in school curriculums that could aid awareness from an early age (Department of Basic Education,
2010; Kritzinger, 2017). The preferred method of acquiring information on privacy was in line with the places
where it was obtained. Only 42% of the respondents indicated that they had good knowledge about their privacy
rights, indicating that more awareness and education were required to ensure that everyone was aware of their
rights.

6.3 Results: Sections C and D — Expectations and confidence

The overall privacy expectation among participants was high, with a mean of 4.52 for the items on expectations.
Privacy confidence relating to respondents being confident that organisations indeed met privacy conditions was
lower than expectations at an overall mean of 3.00 for the confidence items. This indicates that organisations did
not meet privacy conditions, which supports the perception of non-compliance with the conditions of POPIA. The
gap between expectations and confidence reflected an overall score of 1.52.

The paired statements were compared, resulting in a statistically significant (two-tailed) p-value of 0.000 for all
the paired statements. That correlated with the findings of Da Veiga 2018a and showed that the respondents had
a very high expectation for privacy across all 11 information privacy conditions. However, they felt that none of
the information privacy conditions were met in practice and as such their expectations were not met, resulting in
the gap that also illustrates the perception of hon-compliance with the conditions of POPIA.

Table 4 shows the privacy condition in column 1, with the related expectation and confidence means in columns
2 and 3. The t-values for the significance test are included for each pair under “t”. The gap column provides the
difference between the expectations and the confidence means. The results of table 4 show that the expectation
for privacy was very high, but that the level of confidence that expectations and privacy conditions were met in
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practice was low. The results thus reflect a gap in terms of the paired statements, with a significant difference for

all the statement pairs.

Table 4: Significant differences between statement pair means

Privacy condition of combined expectation and Privacy Mean for t Gap
confidence item concept expectation confidence
mean items

“a. Notify me before they start collecting my 4.54 3.03 18,555 | 1.51
personal information.”
“b. Use my personal information in a lawful 4.63 2.97 19.357 | 1.66
manner.”
“c. Privacy when a company has to process my 4.63 3.02 18.875 | 1.61
personal information for services or products.”
“d. Not to collect excessive or unnecessary 4.23 3.08 12.637 | 1.15
information from me.”
“e. Only collect my personal information when | 4.56 3.08 17.258 | 1.48
have given my consent or for a legitimate business
reason.”
“f. Only collect my personal information from myself 4.48 2.96 17.386 | 1.52
and not from other sources.”
“g. Explicitly define the purpose for which they want 4.60 3.01 20.180 | 1.59
to use my information.”
“h. Only use my personal information for purposes | 4.60 2.92 19.160 | 1.68
agreed to and never for other purposes.”
“i. Only keep my personal information for as long as 4.39 3.34 13.933 | 1.05
required for business purposes or regulatory
requirements.”
“J. Obtain my consent if they want to use my 4.55 2.86 19.676 | 1.69
personal information for purposes not agreed to with
them.”
“k. Inform me of the conditions.” 4.56 2.93 20.425 | 1.63
“l. Keep my personal information updated.” 3.93 2.98 12.348 | 0.95
“m. Protect my personal information.” 4.76 3.01 22.476 | 1.75
“n. Organisations to have all the necessary 4.69 3.10 20.541 | 1.59
technology and processes in place to protect my
personal information.”
“0. Ensure that third parties have all the necessary 4.52 2.94 19.019 | 158
technology and processes in place to protect my
information.”
“p. Inform me if records of my personal data were 4.69 2.88 21.731 | 181
lost, damaged or exposed publicly.”
“g. Inform me what records or personal information 4.54 3.07 19.097 | 1.47
they have about me.”
“r. Correct or delete my personal information at my 4.54 3.06 18.407 | 1.48

request.”
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Privacy condition of combined expectation and Privacy Mean for t Gap
confidence item concept expectation confidence
mean items

“s. Do not collect sensitive personal information 4.26 2.86 17.019 1.4
about me.”
“t. Honour my choice if I decide not to receive direct 4.56 2.95 19.023 | 1.61
marketing.”
“u. Give me a choice whether | want to receive direct 4.52 3.10 16.961 | 1.42
marketing from them.”
“v. Protect my information when they have to send it 4.63 2.90 21.520 | 1.73
to other countries.”

(Statements of the IPCI (Da Veiga, 2018a)

6.4 Results: Sections C and D — Expectations and confidence of demographical groups

The expectations and confidence means for the age, gender and race groups are shown in figure 3. The groups
with the highest privacy expectations were Baby Boomers 1 (1946-1954), females and white participants. The
groups with the lowest privacy expectations were the Generation Y group, males, Coloured participants and black
participants. All the groups reflected a discrepancy between the expectation for privacy and confidence that
organisations were meeting privacy principles. The groups that were the most negative in this regard were the
Post-war group, Baby Boomers 2 (1955-1964), females and white participants; the Generation Y group, males,
black participants and Coloured participants were more positive.

Figure 3: Expectations and confidence of demographical groups
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Comparisons of column proportions were conducted in SPSS to identify significant differences (p > .05) based
on two-sided tests for the age, gender and race groups, with the results in table 5 in the appendix. The table in the
appendix displays the statements for three sections of the IPCI with the corresponding means for the items that
had significant differences for the age, gender and race groups. A summary of the key findings for the significant
differences is provided below.
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Age

e Technology use and privacy concern questions: The results of this study show one significant
difference concerning age. A significantly higher percentage of Generation X (1965-1980) than Baby
Boomers 2 (1955-1964) knew someone whose personal information had been misused.

e  Expectations: There were no significant differences between the age groups in the expectations
section.

e Confidence: The confidence section revealed 13 significant differences. While still reflecting a
negative perception, the Generation Y (1981-2000) group had significantly more confidence that
companies were meeting privacy conditions than the other age groups, specifically participants
belonging to the Generation X and Baby Boomers 2 groups.

Studies in Europe found that people in the age group 45 to 60 years (Baby Boomers) had a higher concern about
privacy, while younger people (19-24 years/Generation Y ) were less concerned about privacy (Miltgen & Peyrat-
Guillard, 2014) — which is in line with the results of this study. A study in the Western Balkans also indicated that
older people were more concerned about privacy (Budak, Rajh & Ani¢, 2015), which also supports the results of
this study. All the age groups in this study had equally high privacy expectations. However, while the Generation
Y participants were not confident that companies were meeting privacy principles, they were more positive about
it than the Generation X and Baby Boomer participants.

Gender

¢  Technology use and privacy concern questions: Males in this study were significantly more positive
than females about their knowledge of privacy rights. However, they experienced significantly greater
loss or harm due to misuse of personal information than females.

e  Expectations: There were 18 significant differences in the expectations section. Females had a
significantly higher expectation for privacy than males for the respective privacy principles.

e Confidence: There were 13 significant differences in the confidence section where, apart from one
item, all the items reflected a significant difference between males and females concerning greater
positivity that organisations were meeting their privacy expectations.

Previous studies found that females were more concerned about their privacy than males and that females would
implement more measures to protect their privacy (Baruh, Secinti & Cemalcilar, 2017; Gerber et al., 2018; Regan
etal., 2013; Tifferet, 2019). In contrast, a study in Croatia (Anic, Skare & Milakovi¢, 2019), supported by a study
in Hong Kong (Hong et al., 2021), found no difference between gender and age groups for online privacy concern.
The significant differences among gender groups in this study show that the female participants in South Africa
had significant higher expectations for privacy and significant lower confidence that privacy was met in practice
than their male counterparts.

Race groups

¢ Technology use and privacy concern questions: Black participants in this study were significantly
more concerned about the protection of their personal information, specifically their health
information. They also experienced greater loss due to information misuse than white participants.

e Expectations: The expectations section showed 14 significant differences among race groups. Of all
the groups, the white participants had a higher expectation for privacy than the black participants.

e Confidence: There were 13 significant differences in the confidence section, with the black and
coloured participants significantly more confident than the white participants that organisations were
meeting privacy principles.
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There are limited studies on privacy concerns among race groups in South Africa. Studies have been conducted
in the United States, where it was found that white people tended to be less concerned about privacy than black
people (Regan et al., 2013). More recent industry surveys showed that there were different perceptions about
privacy issues between white and black adults in the United States. The study of Auxier et al. (2019) showed that
black American adults were more concerned about what others knew about them compared with white adults;
whereas the results of this study showed that, compared with the black participants, the white participants had a
significantly higher expectation for privacy and were significantly less confident that organisations were meeting
privacy principles in practice.

6.5 Index for the information privacy concerns and expectations

Figure 4 reflects the index for the IPCI based on the data of this study and the data of an earlier study of Da Veiga
2018a where 1007 participants participated. The data were plotted, with the x-axis representing the confidence
means and the y-axis the expectation means. The values of the survey in this study (3.00; 4.52) and those of the
earlier study (3.02; 4.57) are closely aligned, as reflected in quadrant 3. The index also shows the means of the
demographical groups based on the data of this study only as the earlier study did not include an analysis of the
data across demographical groups. The South Africans participating in this study had a high expectation for
privacy. However, their experience in practice was that organisations were not mature in meeting the principles
of privacy. Hence, their confidence in compliance was low, which represents a gap between expectations and
compliance confidence, contributing to concern for information privacy across all the demographic groups.

Figure 4: Index for the information privacy concerns and expectations
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A gap concerning expectation and compliance confidence means presented for all the demographic groups. Had
there been a match between the compliance confidence and expectation means, the two survey points would have
been on diagonal line XX. The survey points are to the left of line Z, hence the gap between the compliance
experienced by participants and the minimum data protection requirements, indicating a gap between perceived
organisational compliance and POPIA and that privacy expectations were not met.

The slight differences between the means of the two surveys relate to changes in perceptions. Compared with the
first study (significant difference p < 0.05), the respondents in this study’s survey showed significantly less
concern over four of the statements in sections C and D relating to expectations that companies should only collect
personal information when consent is given or if it is necessary for a legitimate business reason (4.64; 4.56); that
companies should ensure that their third parties (e.g. suppliers and vendors) have the necessary technology and
processes in place for the processing and security of personal information (4.64; 4.52); and that companies should
honour the choice of individuals to either opt out of (4.66; 4.56) or opt in (4.67; 4.52) to receive direct marketing.

The graph in figure 5 aids in comprehending the perceptions of different demographic groups. Organisations
could leverage this information to improve their privacy programmes and awareness initiatives based on the
market segment targeted. For example, if Baby Boomer 2s are part of the customer profile of an organisation,
specific and more attention should be given to improve the confidence of that group that the organisation would
indeed protect their privacy compared with, for example, Generation Y customers.

7 Discussion and Implications

An objective of this study was to expand the understanding of information privacy concerns and expectations in
South Africa across demographical groups. An understanding of the relevant privacy concerns and expectations
was achieved by conducting an online survey in South Africa using the IPCI questionnaire. Significant differences
were identified for age, gender and race groups. The results of the survey show that participating South Africans
had very high privacy expectations while not perceiving in practice that organisations were meeting their
expectations. Furthermore, they had the perception that organisations were not meeting the regulatory
requirements of POPIA. All the paired statements in the survey had a statistically significant difference between
expectations and confidence. A further objective was to determine if there was a change in the privacy perceptions
of this study compared with data of an earlier study (Da Veiga, 2017, Da Veiga 2018a) where the IPCI was
originally developed and applied to collect data in South Africa. South Africans were very concerned about the
protection of their personal information in both studies. The perception remained consistent over time, with a
slight decrease in the means from the earlier survey to the survey conducted in this study, but not statistical
significant. The results of the information privacy concerns and expectations in South Africa across
demographical groups as well as the means of this survey and the earlier survey (Da Veiga 2017, Da Veiga 2018a)
were depicted on the proposed index for the information privacy concerns and expectations as illustrated in figure
4. Organisations establish trust with consumers if they respect and protect customer data, whereas the
consequences of a weak privacy posture and the lack of respect for personal data of consumers have negative
consequences for organisations (ISACA, 2021) and results in a lack of trust (Martin, 2016). Consumer trust in
privacy measures is critical and organisations need to illustrate that they are protecting privacy and meeting
privacy expectations.

South Africa is classified as “moderate” in respect of privacy regulation and enforcement (DLA Piper, 2022).
While POPIA came into effect on 1 July 2020, the grace period for compliance only elapsed on 30 June 2021. As
such, the Information Regulator could only start to enforce the conditions of the Act actively from 1 July 2021. It
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is expected that views on privacy and compliance with POPIA will mature over time as organisations implement
their data protection compliance programmes and the Information Regulator enforces POPIA requirements.
Similarly, information privacy concerns and expectations might change over time as individuals become more
aware of their privacy rights and experience data breaches or become more conscious of the lawful processing of
their personal information by organisations. The data of this study provide a baseline for benchmarking
information privacy concerns and expectations after commencement of POPIA and for continuous monitoring
over time. The benefit is that recommendations can be identified to direct interventions in order to uphold privacy
requirements and to meet individual information privacy expectations as well as to address areas of non-
compliance or concern as perceived by individuals across the demographic groups.

8.1 Practice implications

The practice and managerial implications of this study relate to the findings that organisations are perceived as
not complying with POPIA and not meeting consumers’ privacy expectations. To address this, organisations
should prioritise the implementation of the data privacy requirements of POPIA to meet privacy expectations and
privacy regulatory requirements. A privacy principle framework is seen as one of the most effective assets to
assist organisations in achieving privacy compliance (ISACA, 2021). According to ISACA, the General Data
Protection Regulation, National Institute of Standards and Technology (NIST) Privacy Framework, and ISO/IEC
27002:2013 Information Technology-Security Techniques — Code of Practice for Information Security Control
are the three most-used frameworks to manage privacy in organisations that can also be used by organisations in
South Africa. Participants in this study perceived organisations as not meeting the POPIA conditions across all
11 constructs of the IPCI. The perceptions about the practices of organisations thus indicate a view of non-
compliance with POPIA. Since the IPCI does not constitute a compliance audit, it is recommended that
organisations review their data processing practices and implement privacy programmes to meet the privacy
regulatory requirements by considering POPIA as well as related ICT laws and regulations in South Africa for
the protection of personal information.

Governance of privacy in existing structures should also be implemented and internal oversight should be ensured
(OECD, 2013). The privacy conditions should be implemented across the full life cycle of personal information
processes, including all formats and systems. Such a programme should extend to third parties processing personal
information on behalf of the responsible party. Furthermore, employee training and awareness should be
implemented (Weller & Leach, 2020). Privacy impact assessments, self-assessments, audits and privacy by design
are also important aspects requiring incorporation (Debos, 2021; ISACA, 2021). Organisations should implement
redress mechanisms for their customers to aid in giving customers control of their information processing.
Consequently, organisations would also comply with the human rights requirement of meeting privacy rights in
the digital age (CIPESA, 2018). In addition, section 5 of POPIA (pertaining to codes of conduct) is now effective.
South African organisations and industries are therefore urged to participate in developing codes of conduct. The
South African universities and researchers embarked on such a project when Universities South Africa (which
represents public universities in South Africa) drafted a code of conduct (Universities South Africa, 2020). The
Academy of Science of South Africa is also developing a code of conduct for research, focusing on aspects such
as consent and social media in research (Adams, Veldsman, Ramsey & Soodyall, 2021).

Furthermore, organisations should ensure that customers are aware of the practices and controls implemented to
protect their information by communicating it in their terms and conditions as well as in their privacy policies on
data processing. They should also implement communication and awareness programmes to inform customers of
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their practices to uphold privacy. That would aid in increasing trust in organisations, as would organisations
meeting the privacy expectations of individuals when handling their personal information. Failure to meet privacy
expectations could, however, be perceived as harmful by individuals (Martin, 2016). Privacy information should
continue to be shared using the preferred information sources as indicated in the results of this study (hamely
websites; banks and organisations; television/radio; and schools, colleges and universities) to create awareness
about privacy rights and the practices organisations implement to comply with POPIA and meet individual
privacy expectations.

Several specific recommendations for South African public and privacy bodies to concentrate on have been
identified based on the IPCI statements that scored the lowest in the study. For the recommendations to be
addressed successfully, organisations should ensure that there is an accountable role for privacy in the
organisation such as a chief information officer or chief privacy officer. Such roles will aid in ensuring that
resources and support are made available to implement the regulatory requirements for privacy (ISACA, 2021).
The relevant recommendations are the following:

o Demographical groups. Governments and organisations need to pay special attention to the privacy
preferences and expectations of race, age and gender groups. While all groups in this study displayed
negative perceptions about their privacy expectations being met, the Baby Boomers 2 group, the
Generation X group, females and white participants were significantly more negative compared with
the other groups. The Generation Y group, as well as males, black participants and coloured
participants were significantly more positive that organisations were implementing the privacy
principles. The concern for privacy differs from one study to the next, from one country to the next,
and from one demographical group to the next. It is therefore recommended that organisations
establish the privacy concerns and expectations of their customers to develop tailored interventions
for each group in order to minimise privacy concern and meet privacy expectations using for example
customer awareness and communication to address unique expectations and concerns of the various
demographic groups. Similarly, regulators should determine the privacy concerns of their citizens to
inform strategy and policy. Researchers are called on to conduct more research in this area, as there
are limited studies on privacy concern across demographical groups in South Africa.

e Breach notification process. Respondents indicated that that they were not confident that
organisations would inform them if their personal data were lost, damaged or exposed publicly (2.88).
There were no significant differences between the demographic groups for confidence in whether
organisations would inform them of a data breach of personal information. However, from an
expectations perspective, females had a significant higher expectation that organisations should inform
them if their personal information were lost, damaged or exposed publicly. Section 22 of POPIA
requires public and private organisations to have a notification process in the event of a security
compromise (e.g., access to personal information by an unauthorised person). The study participants
also indicated that they were not confident that organisations would inform them if their data had been
breached. Organisations should define such a process in line with the requirements of section 22 of
POPIA. Multinational organisations should also ensure compliance with data privacy laws of other
jurisdictions, such as the GDPR in terms of which organisations could face up to 4% of their total
global turnover in the event of a fine.

e  Further processing and consent. Participants neither felt positive that their personal information was
only used for purposes they had agreed to and not for other purposes (2.92), nor that their consent was
obtained for further processing (2.86). White participants had a significant higher expectation than the
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black and coloured participants, and females had significant higher expectation than males, that
consent should be obtained for further processing of their personal information; however, the results
show that they had significant less confidence that organisations were obtaining their consent for
further processing. In addition, Generation X was significantly less confident than Generation Y that
organisations were obtaining their consent for further processing. In terms of section 15 under
condition 4 of POPIA, further processing of personal information may only occur if it is in line with
the original purpose of the collection. Where that is not the case, several requirements apply, such as
consent for the further processing.

Transborder information flows. Participants felt that information was not necessarily protected
when sent across the borders of South Africa (2.9). Females had a significant higher expectation than
males that organisations should protect their information when sending it to other countries.
Responsible parties are prohibited from transferring personal information to a foreign country unless
several conditions are met. Therefore, organisations should ensure that transborder flow of information
— whether via internal organisational systems, the cloud, e-mail or other electronic platforms —
complies with the Act and individuals are made aware of protection mechanisms as part of awareness
exercises. Such mechanisms should also be included in terms and conditions and related privacy
policies.

Third-party protection. The perception of study participants was that their information was not
protected adequately when responsible parties sent it to third parties (2.94). White participants had a
significant higher expectation than black participants; and females had a significant higher expectation
than males, that companies should ensure that their third parties had all the necessary technology and
processing in place when sharing personal information with them. Section 20 of POPIA stipulates that
responsible parties must have a written contract in place with third parties (the “operator”) in which
security measures to protect the processing of personal information are agreed to. Organisations must
review third-party contract processes to ensure that all third parties have contracts in place that
stipulate applicable privacy and security requirements. Individuals should also be made aware of the
third-party categories with which their information is shared, as required in section 23 of the Act.
Direct marketing. The respondents indicated that their choice to opt out of direct marketing was not
honoured (2.95). White participants had a significant higher expectation than black participants and
coloured participants that companies should give them a choice if they wanted to receive direct
marketing; similarly, females had a higher expectation of this than males. Section 69 of POPIA
requires that individuals only be contacted for similar products or services if their personal information
was obtained in the context of the sale of a product or service together with other provisions of section
69. Individuals can opt out of future direct marketing and potential customers may only be contacted
once, whereafter they must opt in for future direct marketing. Studies showed that the opt-in and opt-
out choices of customers are not met (Zenda, Vorster & Da Veiga, 2020). As such, organisations
should review their marketing processes and implement measures to comply with the direct marketing
requirements of the Act.

Openness. Participants expected organisations to inform them of the conditions (e.g., purpose and
consequences of data collection, recipient categories, their rights, and confidentiality and security
protection) for processing personal information and they felt that was not done (2.93). The gender
group was the only group where there was a significant difference for expectations, with females
having a significant higher expectation than males that organisations should information them of the
processing conditions of their personal information. The white participants were significantly less
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confident compared to all the other race groups that companies were adequately informing them of
processing conditions; females were also significantly more negative than males; and Generation X
and Baby Boomers 2 were significantly less confident than Generation Y in this regard. Section 23 of
POPIA stipulates that data subjects have the right to ask responsible parties what personal information
they hold about them. In South Africa, organisations must furthermore abide by the provisions of
PAIA. Responsible parties must also ensure that data subjects are aware of the list of specific
information detailed in section 18 of POPIA when their personal data are collected. That list includes
the name and address of the responsible party, whether data provision is voluntary or mandatory, and
privacy rights. Organisations must update their application forms, terms and conditions, and privacy
policies to reflect this requirement.

e  Sensitive personal information collection. Respondents indicated that they were not confident that
organisations only collected sensitive personal information with their consent (2.86). White
participants had a significant higher expectation than black participants that organisations should not
collect sensitive personal information about them, and females had a significantly higher expectation
than males in this regard. Individuals need to trust organisations to not collect unnecessary personal
information (in line with the minimality principle) or special personal information as outlined in
section 26 of POPIA, for example information about children or health, unless such collection meets
the requirements of POPIA. Organisations should review the content of online and hard-copy data
collection forms, whether on paper or in electronic format, and verify that no unnecessary personal
information is collected. Forms should be updated and additional controls should be implemented in
the event of special personal information being collected.

e  Collection from data subject. Section 12 under condition 2 of POPIA requires responsible parties to
collect personal information directly from data subjects, except if certain conditions are met.
Organisations should review their data collection processes whereby individual data are collected from
third parties to ensure that the relevant conditions are met, since respondents did not perceive that as
happening in practice (2.96). White participants had a significantly higher expectation than black
participants; and females had a significant higher expectation than males, that organisations should
collect their personal information directly from them.

The IPCI can further be mapped to the data privacy laws of other jurisdictions to measure the as-is information
privacy concerns and expectations, and to plot the latter on the proposed index. That could be beneficial in
providing insight into the privacy concerns and expectations of various jurisdictions and how responsible parties
could align their data processing with applicable regulatory requirements. It could also shed some light on the
expectations of individuals to improve compliance and minimise information privacy concerns. Regulators could
furthermore benefit from the outcome of this assessment by using the results obtained as input for policy, strategic
planning and awareness, training and implementation guidance for responsible parties. That would be of specific
value where organisations have a global presence with customers across jurisdictions, each with possible different
privacy expectations. Understanding the customer base and implementing different strategies to meet privacy
expectations could aid in addressing privacy concerns.

8.2 Theoretical implications

From a theoretical contribution perspective, the study illustrates that age, gender and race groups have different
privacy expectations and confidence levels. Interventions to address information privacy concern should not be
generic across a population or customer base, but should be tailored to different age, gender and race groups.
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Understanding customer concerns and preferences could aid organisations in understanding market trends and
meeting the demands of different customer groups more successfully. The proposed index for the IPCI could be
used in future studies to assist in comprehending information privacy concerns and expectations visually and to
monitor change over time, not only in South Africa but also in other jurisdictions. The IPCI and the corresponding
index could furthermore be used to identify improvement actions to address information privacy concerns among
individuals and different groups of individuals in a population, thereby aiding to improve trust and compliance
with regulatory requirements for data privacy. The index for the IPCI provides a hovel approach to understanding
concern for information privacy in the context of privacy expectations aligned with privacy principles.

9. Limitations and Future Research

It is acknowledged that this study was conducted prior to the commencement of POPIA and that the sample size
was 400 therefore representing the perception of respondents in this study and should be repeated to further
monitor changes in privacy concerns and expectations. That would enable researchers to monitor changes in
perceptions and compliance maturity among organisations. It would also provide additional data for a longitudinal
study. It is recommended that further studies be conducted in other jurisdictions to allow comparison of
information privacy concerns and expectations between individuals in different jurisdictions that can provide
input to guidelines for cross-border transfers. It is acknowledged that a correlation analysis between the
demographical groups was not conducted and that it should be included in future studies. The scope of the IPCI
is limited to POPIA and other ICT regulations and laws were not incorporated. Future research can be conducted
to further expand the IPCI with incorporation of relevant ICT regulations and laws that might be applicable to the
protection and security of personal information such as the Cybercrimes Act of South Africa which is still to
commence.

10. Conclusion

This study aimed to expand the understanding of information privacy concerns and expectations in South Africa
across demographical groups. An online survey was conducted using the IPCI. The results indicate that privacy
concern remains high in South Africa, while confidence in organisations meeting data privacy principles remains
low. Differences between age, gender and race groups were investigated, which showed that white participants
had higher privacy expectations than black participants and less confidence that organisations were meeting
privacy requirements; females had higher expectations for privacy than males, and they had less confidence in
organisations meeting privacy principles; and the Generation Y group had lower expectations for privacy than
older participants, but more confidence that organisations were meeting privacy principles. Specific
recommendations are made for organisations to address information privacy concerns and compliance aspects
relating to POPIA conditions. The proposed IPCI index portrays the information privacy concerns and
expectations of the demographical groups visually and aids in understanding relevant differences (that is, that
each group indeed had different privacy expectations and varying confidence in organisations meeting privacy
conditions). The proposed index for the IPCI can be used to conduct further information privacy concern studies
to track changes over time, not only in South Africa but also in other jurisdictions for comparison studies.
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Appendix

Table 5: Race group significant differences

The table displays only the items with significant differences. Grey cells indicate that there was no significant
difference for the respective group.

Questions section

Race groups

Age groups mean

Gender groups

mean or % or % mean of %
Section B: Technology use and privacy concern questions

1. Q11. “How concerned are you about the protection of your personal Black 4.32*
information? « White 3.83

2. Q12. “How would you rate your knowledge of your privacy rights? Male 3.63*

Female 3.16

3. Q15. “Do you know what your privacy rights are to protect your personal Male Yes 71%*
information when providing it to a company (what rights you have to privacy Female Yes 55%
and confidentiality of your personal information when providing your
information to a company)? «

4. Q16. “Have you or your immediate family members experienced personal loss, Black 37%* Male 38%*
financial loss or harm as a result of my personal information that was White 21% Female 28%
misused/lost/shared by a company? (Yes/No)

5. Q17. “Do you know of someone whose personal information has been misused 1955-1964 34%
by another person (conducted fraudulent transactions, exposed confidential 1965-1980 64%*
information)?

6. Q22. “How concerned are you about the protection of your health information?” | Black 4.29*

White 3.54
Section C: Expectations

1. Q25b. “I expect companies to use my personal information in a lawful manner Coloured 4.36 Male 4.51
(e.g. never to sell my information; publish my confidential information; never White 4.86* Female 4.76*
use my information for fraudulent transactions). «

2. Q25c. “I expect privacy when a company has to process my personal Male 4.53
information for services or products (e.g. never share my information with Female 4.73*
unauthorised personnel or use my information for other purposes. “

3. Q25d. “I expect companies not to collect excessive or unnecessary information Black 4.12 Male 4.03
from me (e.g. my children’s information, my salary, my health information, my | Coloured 3.89 Female 4.45*
race or religion) than what is needed for them to offer me a service or product. “ | White 4.72*

4. Q25e. “I expect companies to only collect my personal information when | have | Black 4.49 Male 4.47
given my consent; or if it is necessary for a legitimate business reason. White 4.79* Female 4.65*

5. Q25f. “I expect companies to only collect my personal information from myself | Black 4.40 Male 4.37
and not from other sources (e.g. from other companies, people | know). « White 4.74* Female 4.60*

6. Q25g. “I expect companies to explicitly define the purpose for which they want Coloured 4.41 Male 4.49
to use my information. White 4.81* Female 4.71*

7. Q25h. “I expect companies to only use my personal information for purposes | Male 4.52
agreed to and never for other purposes (e.g. telemarketing, targeted advertising) Female 4.69*
than those agreed by me. «

8. Q25i. I expect companies to only keep my personal information for as long as Black 4.31 Male 4.23
required for business purposes or regulatory requirements. Indian 4.10 Female 4.55*

White 4.73*

9. Q25j. “I expect companies to obtain my consent if they want to use my personal | Black 4.47 Male 4.40

information for purposes not agreed to with them. Coloured 4.41 Female 4.70*
White 4.86 *

10. | Q25k. “I expect companies to inform me of the conditions (e.g. purposes, Male 4.44
consequences, recipients of my information, my rights and the way in which Female 4.69*
they protect confidentiality) for processing my personal information.

11. | Q25I. “I expect companies to keep my personal information updated. Indian 3.20*

Black 3.93
Coloured 4.02
White 4.03

12. | Q25n. “I expect companies to have all the necessary technology and processes in Male 4.61
place to protect my personal information. Female 4.77*

13. | Q250. “I expect companies to ensure that their third parties (processing my Black 4.41 Male 4.40
personal information) have all the necessary technology and processes in place White 4.82* Female 4.65*
to protect my personal information.

14. | Q25p. “I expect companies to inform me if records of my personal data were Male 4.61
lost, damaged or exposed publicly. Female 4.78*
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15. | Q25g. “I expect companies to tell me what records of personal information they Black 4.45 Male 4.45

have about me when | enquire about it. « Coloured 4.39 Female 4.64*
White 4.81*

16. | Q25r. “I expect companies to correct or delete my personal information at my Black 4.48

request. Coloured 4.32
White 4.79*

17. | Q25s. “I expect companies not to collect sensitive personal information about Black 4.19 Male 4.13
me (e.g. information on my children, religious beliefs, race or ethnic origin, White 4.58* Female 4.40*
trade union membership, political persuasion, health or sex life, criminal record
or biometric information). «

18. | Q25t. “I expect companies to honour my choice if | decide not to receive direct Black 4.51 Male 4.43
marketing. Coloured 4.34 Female 4.71*

White 4.82 *

19. | Q25u. “I expect companies to give me a choice if | want to receive direct Black 4.46 Male 4.38

marketing from them. « Coloured 4.27 Female 4.67*
White 4.76*

20. | Q25v. “I expect companies to protect my information when they have to send it Male 4.50
to other countries. Female 4.77*
Section D:Confidence

1. Q26a. “I feel confident that companies are notifying me before collecting my Black 3.24 1955-1964 2.24 Male 3.41*
personal information. Coloured 3.39 1965-1980 2.67 Female 2.63

Indian 3.20 1981-2000 3.30 *
White 2.10*

2. Q26h. I feel confident that companies are using my personal information in Black 3.15 1955-1964 2.24 Male 3.23*
lawful ways (e.g. never sell my information, publish my confidential Coloured 3.30 1965-1980 2.68 Female 2.69
information, or use my information for fraudulent transactions). « White 2.18* 1981-2000 3.19*

3. Q26¢. “I feel confident that companies respect my right to privacy when Black 3.22 1955-1964 2.34 Male 3.32*
collecting my personal information for services or products (e.g. never to share Coloured 3.45 1981-2000 3.22* Female 2.69
my information with unauthorised personnel or use my information for other White 2.12*
purposes).

4. Q26d. I feel confident that companies are requesting only relevant and not Black 3.29 1955-1964 2.34 Male 3.33*
information other than what is needed for them to offer me a service or product. | Coloured 3.20 1981-2000 3.21* Female 2.80
(e.g. information on my children, my salary, my health, my race or religion). « White 2.41*

5. Q26e. “I feel confident that companies are collecting my personal information Black 3.28 1955-1964 2.31 Male 3.41*
only with my consent, or for a legitimate business reason (e.g. not collecting my | Coloured 3.41 1981-2000 3.29* Female 2.71
information without my consent while | browse the internet, or buying my White 2.27*
information from other companies).

6. Q26f. “I feel confident that companies are collecting my personal information Black 3.13 1946-1954 2.64 Male 3.25*
from legitimate sources. Coloured 3.09 1955-1964 2.10 Female 2.66

White 2.33* 1981-2000 3.17*

7. Q26g. I feel confident that companies are explicitly defining the purpose they Black 3.23 1955-1964 2.07 Male 3.24*

want to use my information. « Coloured 3.23 1965-1980 2.71 Female 2.76
White 2.17* 1981-2000 3.26*

8. Q26h. | believe that companies are only using my personal information for Black 3.14 1965-1980 2.53 Male 3.24*
purposes | agreed to and never for other purposes (e.g. telemarketing, targeted Coloured 3.23 1981-2000 3.15* Female 2.56
advertising. “ White 2.03*

9. Q26j. “I feel confident that companies are obtaining my consent to use my Black 2.98 1965-1980 2.47 Male 3.13*
personal information for purposes other than those agreed to with me. Coloured 3.09 1981-2000 3.05* Female 2.56

Indian 3.20
White 2.24*

10. | Q26k. “I feel confident that companies adequately inform me of the conditions Black 3.08 1981-2000 3.15* Male 3.20*
(e.g. purposes, consequences, recipients of my information, my rights and the Coloured 3.23 1965-1980 2.59 Female 2.63
way in which they protect confidentiality) for processing my personal Indian 3.15 1955-1964 2.21
information. “ White 2.18*

11. | Q26l. “I feel confident that companies keep my personal information up to date” | Black 3.16 1981-2000 3.19* Male 3.30*

Coloured 3.18 1965-1980 2.66 Female 2.64
White 2.32* 1955-1964 2.28

12. | Q26m. “I feel confident that companies are protecting my personal information Black 3.22 1981-2000 3.29* Male 3.39*
(e.g. keep my data confidential and protect it from being accessed by Coloured 3.39 1965-1980 2.57 Female 2.60
unauthorised parties). « White 2.15* 1955-1964 2.24

13. | Q26n. I feel confident that companies have all the necessary technology and Black 3.25 1981-2000 3.32* Male 3.44*
processes in place to protect my personal information.” Coloured 3.48 1965-1980 2.77 Female 2.74

White 2.42* 1955-1964 2.48

* Significantly at 0.5; Questionnaire items from (Da Veiga 2018a)
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