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SUMMARY

The research was conducted as a result of the researcher’s concern with the limited
available literature on the topic and lack of awareness among SAPS members about
the subject. The aim of the study was to explore vetting investigation in the SAPS. The
researcher adopted a non-empirical research design that focused on a systematic
overview of mass media articles as sources of information. The study highlighted that
a security clearance in the SAPS is linked to a rank rather than access to sensitive
information. The effective vetting investigation of police members is an important
element in a global world that requires the police members who act with integrity and
within the law. The recommendations based on the research indicate a need for a
change in the attitude to vetting investigation in the SAPS. More importantly, the
requirement for a specific clearance for specific posts, at all levels must be decided on

and implemented.



NKOMISO

Vulavisisi lebyi byi endliwe hikokwalaho ka ku karhateka hi ku kala ka matsalwa eka
nhlokomhaka na ku kala ka vulemuki exikarhi ka swirho swa Vutirheli bya Maphorisa
ya Afrika Dzonga ku nga South African Police Service (SAPS) hi mhaka leyi ku
vulavuriwaka hi yona. Xikongomelo xa dyondzondzavisiso leyi, a ku ri ku valanga
mpfumelelo wa vulavisisi byo kambisisa eka va SAPS. Mulavisisi u tirhise dizayini yo
ka yi nga ri ya ndzavisiso wa ku kambela vumbhoni (non-empirical research design)
kambe u kambele tiatikile ta matsalwa ya va mahungu ya hinkwavo (mass media)
tanihi xihlovo xa wvutivi. Dyondzondzavisiso leyi yi humesela mhaka erivaleni ya
leswaku mpfumelelo wa xinawu eka vusirheleli (security clearance) eka va SAPS wu
fambisana na xiyimo xa munhu eka vuphorisa ku tlula ku fikelela vutivi bya xihundla
lebyi nga ri ku bya hinkwavo (sensitive information). Ku valanga mpfumelelo wa
vulavisisi (vetting of investigation) wa maphorisa i mhaka ya nkoka swinene emisaveni
hinkwayo leyi lavaka leswaku swirho swa maphorisa swi tirha hi ku tshembeka na hi
ku landzelela nawu. Swibumabulelo ku ya hi vulavisisi lebyi, swi komba xilaveko xa ku
cinca ka mavonelo hi ku valanga mpfumelelo na ku amukeleka eka va SAPS. Xa
nkoka ngopfu, i xilaveko xa ku endliwa ka vuvalangi bya mpfumelelo wa xinawu eka
vusirheleli (security clearance) bya maphorisa eka tilevhele hinkwato, leswi ku fanele

ku tekiwa xiboho hi swona na ku tlhela swi tirhisiwa.



KAKARETSO

.....

di lego gona e se tSe dintSi ka ga taba ye, le go hloka temo$o magareng ga maloko a
Tirelo ya Maphodisa ya Afrika Borwa (SAPS) ka ga sererwa se. MaikemiSetSo a
SomisitSe sebopego sa nyakisiso sa go ithekga ka boitemogelo, seo se SeditSego go
kakaretSo ya tatelano ya diathekhele tSa bokgoboketSaditaba bjalo ka methopo ya
tshedimoSo. NyakiSiSo e laeditSe gore tumelelo go tshedimoSo ya sephiri e
kgokagantSwe le maemo, e sego phihlelelo go tshedimo$o ya sephiri. NyakiSiSo ya
tekolo ya nnete ya maloko a maphodisa, ke karolo e bohlokwa lefaseng ka bophara
yeo e nyakago maloko a maphodisa ao a Somago ka potego, le ka go latela molao.
Ditigelo tSeo di ithekgilego ka nyakiSiSo ye, di laetSa nyakego ya phetogo ka go tsela
yeo re lebelelago dinyakisiSo tSa tekolo ka go SAPS. Seo se lego bohlokwa kudu ke
nyakego ya tumelelo ye itSego, go meSomo ye itSsego, mo maemong ka moka, go
swanetSwe go tSewa sephetho ka yona le gore e phethagatswe.
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CHAPTER 1:
GENERAL ORIENTATION
1.1 INTRODUCTION

Since the dawn of democracy in South Africa in 1994, the South African Police Service
(SAPS) has been facing criticism over the lack of vetting investigations for its police
members. When one looks at the composition of the SAPS, it was formed by the
integration of South African Police (SAP) members with former homeland police
forces. There is no comprehensive research indicating that the SAPS members went
through a vetting process during the transition from apartheid to democratic policing
(see section 3.5). This research explores the use of vetting investigations in the SAPS
to determine the security competence of police members who, by virtue of their

appointments, have access to sensitive information.

This chapter explains the research problem, the nature and extent of the problem. The
research presents the aim and objectives of the study. The researcher articulated the
key concepts and the value of the research. The research design, approach,
population, sampling as well as the data collection process are identified. The
processes followed during data analysis to ensure trustworthiness and bracketing are

explained. This chapter concludes with ethical considerations and a summary.
1.2 BACKGROUND TO THE RESEARCH PROBLEM

The vetting of employees has become critical for the proper running of any government
or organisation that deals with classified and sensitive information. Government
employees who have access to critical areas of information are expected to conduct
themselves in a way that will not disclose information that can bring the employers’

reputation into disrepute or cause harm to national security.

Grobler (2013:1) states that criminality within the SAPS is a problem and many of the
members continue with their acts undetected and unpunished. Grobler and Prinsloo
(2012:44) argue that police members are recruited from different community
backgrounds. This results in some members, who lack integrity, ending up joining the
SAPS due to flawed and ill-implemented vetting practices. Mokone (2019) reported
that not all the SAPS employees in top management positions have security
clearances. According to the Parliamentary Monitoring Group (2016), the SAPS

1



management admitted in parliament that some of their serving members have criminal
records and that some of them have been convicted of crime prior to joining the SAPS.
The Sunday Times online media reported in (2017) about a former head of crime
intelligence, the division responsible for vetting did not have a security clearance. The
Daily Dispatch (Mokone, 2019) quoted the national commissioner, General Khehla
Sithole, admitting in parliament that vetting in the SAPS is not taken seriously and that
some of the top generals resist undergoing vetting. The national commissioner
explained that having a security clearance was not a compulsory requirement for
senior positions. Going forward employment contracts would be linked with vetting
investigations to ensure that any negative change in vetting status would lead to a
review of an employment contract. Merten (2019) argues that a security clearance
should not be linked to a rank, but rather to access to classified information as not all
senior members have access to sensitive information. Molapo (2017:3) emphasized
that in order to eliminate the risk of employing people who are easily influenced to
commit espionage, corruption and other crimes, vetting should be prioritized before
access to classified information is granted to government employees. Magubane
(2017) states that the national commissioner, General Khehla Sithole, made an
undertaking that police officials will be subjected to vetting investigations and lifestyle

audits, specifically prior to appointment and promaotion.

Mdluli (2011:4) states that in order for the public not to lose confidence in government
institutions, public servants who have access to classified information or intelligence
must be people who conduct themselves with integrity, impartiality and
professionalism. The vetting of employees and new applicants has the potential of
preventing criminals from entering the service and confirming the credentials of
employees. The vetted employees will not pose obvious threats to the organization or
discredit the police service. Employees who undergo vetting and are denied a security
clearance can then be deployed in roles within the SAPS where they would not have
access to sensitive information. The SAPS, as a government department, has to
safeguard against compromising classified information in relation to its employees and
service providers. It is the responsibility of the relevant division within the SAPS to
conduct vetting investigations as per the level of access to classified information. It is

clear that this is not implemented consistently.



1.3 NATURE AND EXTENT OF THE PROBLEM

The SAPS Annual Performance Plan for 2018/2019 (2019) indicates that the SAPS
has 192 000 members. The Independent Police Investigative Directorate (IPID)
Annual Report for 2018/2019 (2019) states that a total of 5 651 criminal cases were
reported against police officials. The majority of those cases, namely 3 661 were
related to assault, 677 were for discharging of an official firearm, 436 for death as a
result of police action and 217 for torture. The IPID Annual Report 2017/2018 (2018)
further states that a total of 1 428 cases were referred to National Prosecuting
Authority and 1 823 were referred to the SAPS for disciplinary action, whilst 234 police
officers were convicted. Grobler (2013:1) mentions that a corrupt police official is
capable of committing any crime in the book and issues of police criminality is a reality
which can no longer be ignored. From 2014 to 2019, there have been allegations of
failure to conduct vetting investigations on SAPS employees in different media reports
(Davis, 2013). It was reported by Dentlinger (2018) that members are not vetted when
they are employed or promoted to sensitive areas, while Business Day (Magubane,
2017) states ‘DA slams police clearance failure’ and News24 (Dolley, 2017) reported

that “Top cops are flouting vetting processes’.

Merten (2019) reports that one in ten senior police officials have no security clearance.
This was confirmed by the national commissioner before the Parliamentary Portfolio
Committee on Policing that several high ranking police officers had no security
clearance to operate in security graded posts. He cited that the SAPS challenge was
a lack of capacity to conduct vetting investigations on all 192 000 of its members.
Mokone (2019) states that Lieutenant General Jacobs, the Divisional Head of Crime
Intelligence, said that vetting investigation for senior police officials has already
commenced and revealed that of the 33 lieutenant generals, 6 security clearances had
expired; of 183 major generals, 5 security clearances were denied, while 7 had expired
and 5 did not apply for a security clearance as required. It was also revealed that out
of 680 brigadiers, 13 were denied security clearances and 19 had expired security
clearances. In addition there are 316 brigadiers whose security clearances are still
being processed as of May 2019. Mokone (2019) reports that this figures represent a

systematic failure in leadership at the SAPS.



Cowan and Wa Afrika (2017) report that three quarters of crime intelligence staff have
no security clearance and this was stated by the Democratic Alliance (DA) member of
parliament, Dianne Kohler Barnard, who referred to this as a crisis which needed
attention from the then minister of police, Mr Fikile Mbalula. She further revealed that
at the time 125 SAPS generals and brigadiers had failed to apply for security
clearances, whilst more than 1 300 crime intelligence officials’ security clearances had
expired. A further 85 officials were denied clearances and 6 130 members had no
security clearances. This number reflects a disturbing picture of a division that is
supposed to protect citizens and classified information that will enhance crime-

intelligence functions.

The Parliamentary Monitoring Group (2016) reported that the SAPS conducted an
audit of its members and found that some of its serving members are convicted
criminals. It was reported that 1 448 members had been convicted in different criminal
cases and many of these were senior officers. Findings were made that out of that
number, 306 members managed to get into the police, despite not having a clean
criminal record, which was a requirement on their application. When this figure of 306
members who had entered the police service undetected is considered, it reflects a

breakdown in the recruitment system.

When one looks at the number of criminal cases reported against police officials, one
can conclude that there is high level of criminality and unethical behaviour in the SAPS.
The study explored the implementation and effectiveness of vetting investigations to
detect unethical police officials and eliminate criminals before they enter the police

service.
1.4 AIM AND OBJECTIVES OF THE STUDY

Terre Blanche and Durrheim (2004:55) explain that the research aims of a study
specify and operationalize the focus of the research. De Vos, Strydom, Fouché and
Delport (2002:107) state that the aim of research is to establish the facts to gather new
data and to determine whether there are interesting patterns in the existing data. De
Vos et al. (2002:45) explain that research is an examination, like an especially critical
and exhaustive investigation or experimentation, aiming at the discovery of new facts
and their correct interpretation, the revision of accepted conclusions, theories or laws

in the light of the new discoveries. The aim of this study is to explore vetting



investigation in the SAPS. Denscombe (2002:25) is of the opinion that the research
purpose has to do with the focus of the research and it provides the researcher with

criteria to evaluate the results or outcome of the research.

Following the guidelines presented by Denscombe (2002:27), the objectives of this
research will be:

e To explain the legislative authority for vetting investigation in the SAPS.
e To explore the nature and extent of vetting investigation in the SAPS.

e To identify international best practices of vetting in other police organisations in
order to enhance knowledge in the field of vetting in the SAPS.

e To make recommendations resulting from the outcome of the research.
1.5 DEFINITIONS OF KEY CONCEPTS

Leedy and Ormrod (2005:119) maintain that the purpose of defining key concepts is
to prevent any misunderstanding. Terre Blanche and Durrheim (2004:2) explain that
key concepts describe and set the parameters of the research topic. Welman and
Kruger (2001:23) define key concepts as formulations entailing the control of the study
focus which regulates the content before the data are collected. For the purpose of
this study the key concepts are defined and will be used as described below.

151 Counter-intelligence

Counter-intelligence means information gathering and activities that are conducted
against espionage, other intelligence activities, sabotage or assassinations conducted
on behalf of a foreign government or elements of a foreign organisation or foreign
persons or international terrorist activities (Van Cleaver, 2013:58). Counter-
intelligence is the national effort to prevent foreign intelligence services and foreign
controlled political movements and groups, which are supported by intelligence
services, from infiltrating the state institutions at home and abroad (Geneva Centre for
Democratic Control of Armed Forces (GCDCAF), 2006:16). Counter-intelligence
involves measures and activities conducted, instituted or taken to impede and
neutralise the effectiveness of foreign or hostile intelligence operations, to protect
intelligence and any classified information, to conduct vetting investigations and to

counter any threat or potential threat to national security (Nathan, 2012). The authors



highlight that counter-intelligence encompasses information and activities which must
be performed for institutional protection. Van Cleaver (2013:59) states that counter-
intelligence includes defensive and offensive activities. Defensive measures include
actions such as the vetting of employees. Offensive actions involve the collation of
information about foreign intelligence services, their modus operandi, through
recruiting agents and the initiation of operations to penetrate, disrupt, deceive and

manipulate these services and related organizations to one’s own advantage.
1.5.2 Vetting investigation

Dolley (2017) refers to vetting investigation as a process carried out by national
intelligence structures to test the security competence of candidates and if they are
suitable to handle classified information. Lucas (2018:3) mentions that vetting
investigation is used to determine the security competence of employees, applicants
and service providers in organs of state. Mayer-Rieckh and de Greiff (2007:17) define
vetting investigation as a process of assessing a person’s integrity by determining their
suitability for public employment. According to the authors, a vetting investigation is a
set of processes performed to arrive at a particular decision about the character or

capacity deficit of persons.
1.5.3 Security competence

Security competence is defined as the knowledge and attitude that persons have
regarding the protection of information and assets of that organisation (Thomson &
von Solms, 2006). Security competence is a person’s ability to act in such a way that
he prevents classified information from being disclosed to unauthorised persons so
that it may not endanger the security of the employing institution (Mdluli, 2011:3).
Security competence means a person’s ability to act in such a manner that he does
not cause classified information or material to fall into unauthorised hands or by
harming or endangering the security or interest of the state or institution (Carrol &
McCrackin, 1998).

There are host of benefits ascribed to these key concepts. It is thus vital that the SAPS
must protect itself against any potential threats by safeguarding their classified
information and conduct vetting investigations before entrusting any persons with
sensitive information. Their integrity must be tested to prevent them from

compromising the security of the organisation.
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1.6  SIGNIFICANCE OF THE STUDY

Denscombe (2002:43) points out that the study must be relevant, in terms of
contributing to existing knowledge, solving practical needs and be of use to current
issues. This study will contribute to knowledge regarding the value of vetting practices
in the SAPS. Mdluli (2011) states that there is not enough written material on the
subject of vetting in South Africa. As a result, this study will benefit the community by
imparting knowledge and public awareness on the subject of vetting. Information such
as the importance of vetting of all persons applying for appointment in the SAPS must
be shared. It must furthermore be stressed that all who are already employed and are
dealing with classified information, will be vetted. The research will be available to
UNISA and the greater academic community where it can be used both in curriculum
development where students could be taught about ethics and the consequences of
irresponsible behaviour in relation to vetting. The research can also serve as a source

for researchers.

The negative perception about the police has the potential to destroy the healthy
relationship between the police and communities. Therefore, it is envisaged that a
thorough vetting process would enhance trust and restore confidence amongst the
public because the SAPS will be capable of weeding out criminal elements within their

ranks.

The outcome of this study will be useful for the SAPS management as it will outline
factors that should be taken into consideration by human resource management and
crime intelligence. This is especially true when considering the suitability of an
employee or potential employee to meet the standards that have been set by the
organisation with regard to integrity, credibility, reliability, loyalty and trustworthiness.
Vetting investigators will also benefit from this research, because it will empower
vetting officers with knowledge and they will be able to benchmark their current
practices against the findings of this research. The SAPS will be the major beneficiary
of this research because, if an applicant fails the vetting process, the applicant can be

denied employment, dismissed or at least be redeployed to a less sensitive area.



1.7 RESEARCH DESIGN AND APPROACH

Kumar (2014:122) describes a research design as a road map that the researchers
decide to follow to find answers to the research questions as validly, objectively and
economically as possible. Mouton (2001:55) defines a research design as a blueprint
of how one intends to conduct the research. The researcher employed a non-empirical
research design in systematic literature review of media as sources of information to
gain a broader understanding of the situation as there is little information known about
the topic. Molapo (2017:17) states that vetting investigation is an intelligence process
resulting in limited academic studies on this subject. Petticrew and Roberts (2006:21)
opine that a systematic literature review should be considered when there is doubt
about the effectiveness of policy or service in the organisation. Kitchenham (2004:1)
describes a systematic literature review as a systematic, explicit, comprehensive and
reproducible method to identify, evaluate, interpret and synthesise all existing data

relevant to a particular research objective.

Content analysis is a method that finds itself at the intersection of quantitative and
gualitative research (Kort-Butler, 2016:2). This sentiment is shared by Silverman
(2014:16) who explains that in media investigation, content analysis is a preferred
method. Mayring (2000) and Gbrich (2007) describe content analysis as a systematic
approach of coding and categorising that is used to explore textual information to
determine patterns of words and their frequency in related categories. In order to find
meaningful insight in the texts of documents, the researcher adopted content analysis

as the chosen method of research.
1.8 POPULATION AND SAMPLING

Welman, Kruger and Mitchell (2005:52) define a population as the entire study of
objects or people which is the focus of the research and of which the researcher
wishes to make specific conclusions. This study is not dealing with any persons as the
data were gathered from printed media reports and online newspaper articles related
to the topic. Krippendorff (2004:98) explains that sampling is the “units that are
distinguished for selective inclusion in an analysis.” The sampling units are therefore
chosen from the complete body of content. This argument is supported by Trochim
(2006) who highlights that in a non-probability sample the unit of analysis is usually

selected by the purposive judgment of the researcher. The researcher used the UNISA



online library to search Sabinet Legal Product and utilised the SAePublication
database to review scientific and grey literature on the South African perspective. The
data were obtained from 1 January 2019 to 31 June 2019 selecting articles related to
vetting investigations, security clearances and the vetting process. This approach
outlined key words that could filter the information that is relevant to the research

objectives as illustrated in Table 1.1 below.

Table 1.1: Sabinet Legal Product: Table showing frequency of predetermined

keywords
Keywords Frequency Percentages
Vetting investigation 3 956 13%
Vetting process 3592 14%
Security competence 19 847 73%
Total 27 395 100%

The keywords referenced in Table 1.1 above produced the number of data sources
that could be utilised to answer the research objectives. However, the relevant studies
were determined by applying inclusion and exclusion criteria as explained by
Kitchenham (2004). He mentions that the quality of the study is affected by the criteria
which the researcher wishes to maintain. This sentiment is shared by Punch
(2014:108) who highlights that systematic literature reviews develop inclusion and
exclusion criteria search strategies for the relevance and acceptability of literature to
be reviewed such as literature, time-frame and publication types. The criteria used for
inclusion were articles published from 2008 to 2019, which included collections from
law journals to identify relevant databases in their academic field. The language of the
publications was English with available article titles or abstracts.

The exclusion criteria involved publications dated before 2008, which the researcher

felt were outdated and may not give a true reflection of the current situation under
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investigation. Nkoana and Dichaba (2017:218) suggest that consideration should be
given to academic studies which were published within ten years. The articles, journals
and newspaper articles which represented vetting on animals were excluded, including
other academic documents or collections in languages other than English. The search

results were as illustrated in Tablel1.2 below.

Table 1.2: Percentage of inclusion and exclusion criteria

Keywords Inclusion Percentage | Exclusion Percentage | Total
criteria criteria

Vetting 2 0.018% 3 956 13.8% 13.980

investigation

Vetting 4 0.022% 3592 14.02% 14.020

process

Security 3 0.0048% 19 847 72.98% 72.9866

clearance

Total 9 0.02% 27 395 100% 100

The data collected, as illustrated in Table 1.2, produced the total number of relevant
sources which were included in the study. A sample of five newspaper articles that
were linked to vetting investigation in the SAPS was identified. Mills and Birks
(2014:10) state that newspapers can be a source of information for qualitative studies.
The researcher made use of the electronic database Sabinet Media on SA Media-
newspaper, to purposively select newspaper articles which are relevant to the
research objectives. The search was conducted by restricting data to the period 2017
to 2019 for inclusion and exclusion and keywords vetting investigation and security
clearance were searched for information. The search result produced five newspaper

articles that were analysed and selected for this study as illustrated in Table 1.3 below.
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Table 1.3: Online newspaper articles analysed

Author and date Tittle of article Inclusion criteria

Mokone, T. 2019 Not all top cops gain | SA Media Newspaper

security clearance

Cowan, K. & Wa Afrika, M. | Top cop in vetting row SA Media Newspaper
2017
Magubane, K. 2017 Sweeping reforms for | SA Media Newspaper
SAPS, including beefing

up vetting process

Bornman, J. 2017 Relief as police in on crime | SA Media Newspaper

intelligence boss

Cowan, K. & Wa Afrika, M. | Still no clearance for crime | SA Media Newspaper
2017 boss
Total 5 5

These articles indicate that since 2017, the SAPS has been facing challenges with the
vetting investigations of its members who have access to classified information. This
situation has eroded the public trust in the police service to clear out corrupt elements

in their system.
1.9 DATA COLLECTION

Maxfield and Babbie (2005:209) emphasise that the value of research depends on
how the data are gathered. The researcher utilised documents and a systematic
literature review to collect primary data relevant to the study. Leedy and Ormrod
(2005:99) advise researchers who embark on qualitative research to use more than
one method for data collection to address the research objectives. The researcher
made use of documents related to the legislation and policy reports on vetting
investigation. Denscombe (2002:70) explains that it is crucial to gain access to
documents or else the researchers will engage in speculation on the subject. Matthews
and Ross (2010:282) concur that one can ask questions of documents in the same

ways as one might ask questions to research respondents.

11



The researcher conducted a systematic literature review by breaking down the topic
into key concepts to search all available literature which is relevant to the topic, aim
and objectives of the study. Nkoana and Dichaba (2017:213) opine that a systematic
literature review is comprehensive in that it produces all primary studies that fall within
the reviewer’s identified search protocol and search boundaries. Bryman (2012:103)
indicates that the researcher should seek studies relevant to the research topic and
make use of keywords. The researcher utilised the following key concepts for the
systematic investigation of literature: vetting investigation, the vetting process and

security clearance.
1.10 DATA ANALYSIS

De Vos et al. (2002:334) describe data analysis as the process of bringing order,
structure and meaning to the mass of collected data. In order to explain the meaning
of the phenomenon that was studied, the researcher conducted content analysis to
help transform data into findings. Elo and Kyngéas (2007:110) explain that qualitative
data content analysis happens mainly in three phases and the same steps were

followed to analyse the data:

e Preparation. In this phase, the researcher read and re-read the data that were
gathered from documents in order to have an understanding of its content. Polit
and Beck (2004:105) explain that to become immersed in the data, written
material should be read several times. After making sense of the data, the
researcher selected manifest content as a unit of analysis that was informed

by the predetermined keywords.

e Organising. This involved organising the qualitative data. The researcher
embarked on the three step process of coding the data, namely open coding,
creating categories and abstraction as explained by (Elo and Kyngas
(2007:109). Firstly, in open coding, the researcher went through the data to
identify related segments based on their similarities and relationship. This was
done by writing down and labelling data that were significant to represent some
facts. Secondly, the codes were analysed to find similarities and they were
grouped together into categories based on their meanings (Cavanagh,

1997:5). Thirdly, each category was named using content-characteristic words.
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Sub-categories that emerged with similar events were grouped as categories

and categories were grouped as main categories.

e Reporting. This is the last phase entailing the report on data analysis. A table
was constructed with each group of categories reflecting the frequency and a
percentage was calculated. As a result, the magnitude of phenomena being

studied appeared more clearly.
1.11 TRUSTWORTHINESS

In order to ensure that this research is credible, the researcher established the
protocols and procedures necessary for a study to be considered worthy of
consideration by readers (Amankwaa, 2016). Shelton (2004:63) argues that
trustworthiness in qualitative research is often questioned by positivists because
validity and reliability cannot be addressed in the same way in realistic work. However,
Lincoln and Guba (1985) have demonstrated how qualitative research can deal with
these issues of validity and reliability in qualitative studies. They propose four criteria
that the researcher needs to consider in a qualitative study in pursuit of

trustworthiness. They are discussed below.
1.11.1  Credibility

Holloway and Wheeler (2002) define credibility as the assurance that the findings of
the research are factual. The data collection for this study was conducted over six
months, as suggested by Bitsch (2005), to enable the researcher to immerse himself
in the study field. In order to enhance credibility to this study, the researcher collected
data from various sources such as open source documents relating to legislation and
policy reports. In addition, a systematic literature review was done to obtain
corroborating evidence. Bryman (2012:392) explains that triangulation entails using
more than one method or source of data in the study of social phenomena or multiple
approaches to analysing data to enhance the credibility of the study. Neuman
(2011:164) points out that the idea of triangulation is to look at something from multiple

points of view to improve validity.
1.11.2  Transferability

Bitsch (2005:85) describes transferability as the degree to which the results of

qualitative research can be transferred to other research. This means that other
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researchers should be able to replicate the study in similar conditions and arrive at the
same conclusion. The researcher followed a systematic literature review research
design due to the scarcity of literature on the topic. The qualitative approach was
followed to support the systematic literature review. The population of the study was
based on the research topic and sampling was based on where information was likely
to be obtained. Data were collected from documents, newspaper articles and
published articles available from prominent databases. This data were analysed using
content analysis.

1.11.3  Dependability

Bitsch (2005:86) refers to dependability as the stability of the research findings. In
order to achieve dependability the findings and recommendations were based on the
information obtained from the credible databases Sabinet Legal and Sabinet media.
Tobin and Begley (2004) highlight that dependability can be established by using an
audit trail. Bryman (2008) states that an audit trail involves keeping complete records
of all phases of the research in a presentable format. The researcher will keep all the
information that contributed towards this study for five years as raw data, documents,
newspaper articles and published articles. Lincoln and Guba (1985) argue that for an
auditor to conduct a thorough audit trail, documents should be kept for cross checking

the research process.
1.11.4  Confirmability

Tobin and Begley (2004:392) explain that confirmability is concerned with establishing
how conclusions and interpretations have been reached. In order for other readers to
understand how decisions were made to come to the conclusion, the researcher was
guided by the research methodology and data analysis process. Lincoln and Guba
(1985) suggest that confirmability can also be achieved by reflexivity. Dowling (2008)
describes reflexivity as a researcher’'s engagement for scrutiny and explanation of how
they have influenced the research. This sentiment is shared by Lincoln and Guba
(1985) who say the researcher records personal reflections of their values, interests

and insights information about themselves as human instruments.

14



1.12 BRACKETING

Gearing (2004:1430) explains bracketing as a “scientific process in which a researcher
suspends or holds their presuppositions, biases, assumptions, theories or previous
experiences to see and describe the phenomenon” about the natural world to instead
focus on analysis of experience. The researcher had to hold on to his assumptions
and ensure that none of his experiences, ideas and concepts about vetting
investigation cloud his judgment as explained by Gearing (2004:1430).

The researcher has ten years’ experience in the investigation of crime in the SAPS of
which three years were in Crime-Intelligence, as a vetting officer until June 2016. The
researcher has experience and knowledge of vetting principles, guidelines and the

vetting mandate in terms of the National Strategic Intelligence Act, 39 of 1994.

The researcher obtained a National Certificate in Policing from the SAPS Pretoria
West College in 2006, National Diploma in Security Risk Management from UNISA in
2012 and a B-Tech Degree in Policing from UNISA during 2013. The researcher
attended the SAPS Basic Vetting course in 2013 and conducted plus minus 242

vetting investigations.
1.13 ETHICAL CONSIDERATIONS

The researcher has adhered to the UNISA Policy on Research Ethics (2012:2). The
policy covers all activities through which research information is collected. The
researcher took steps to ensure ethical norms and standards were adhered to as
suggested by Leedy and Ormrod (2005:101-102). Before the research was conducted,
the researcher applied for permission to conduct a systematic literature review at the
College of Law Ethical Clearance Committee and the certificate was granted (see
Addendum A). The document states that the researcher may undertake research that
involves no human participation. The researcher conducted a systematic literature
review to obtain information about vetting investigation which by its nature is a counter-
intelligence activity of which the information is classified. The policy implies that the
research should refrain from undertaking secret or classified research of which the

findings are to remain confidential.

The researcher has acknowledged all sources that were used during the research and

the list of references is included in the research report. This was done in order to avoid
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committing plagiarism. In terms of the policy, researchers have to be honest and
accountable for their actions by acknowledging contributions of colleagues or

collaborators.
1.14 SUMMARY

In this chapter, the researcher described the processes that were followed to
undertake this research. The problem statement, aim and objectives of the study were
outlined, which included the reason why a systematic literature review research design
was suitable for this study. A qualitative research approach was followed that included
the population and sampling relevant to this study. Before arriving at the findings, the
method of data collection was highlighted together with the process of analysing such
data. To ensure that this study is credible, the criteria for trustworthiness were
explained and how the researcher can withhold his bias or assumptions from his
experience. The UNISA Policy on Research Ethics was adhered to.
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CHAPTER 2:

THE LEGAL FRAMEWORK TO CONDUCT VETTING INVESTIGATION IN THE
SAPS

2.1 INTRODUCTION

In South Africa there is little known or written about the concept of vetting, especially
in the field of policing. Therefore, it is imperative for police officials to have an
understanding of vetting and the legislation that is applicable to conduct vetting
investigations. Police officials should have an understanding of the vetting practices
to effectively comply with the process as it is a necessary requirement for their work.
In a democratic country police officials are expected to act within the law and conduct
themselves with integrity. This means that they must be seen to be upholding and
promoting these standards. The SAPS should develop a policy that links employment

to intelligence and classified information to a security clearance.

In this chapter the legal framework that is applicable to vetting investigations in the
SAPS is discussed such as the Constitution of the Republic of South Africa, Act 108
of 1996, the National Strategic Intelligence Act, 39 of 1994 and the SAPS Act, 68 of

1995, including the policy on personnel security.

2.2 SOUTH AFRICAN LEGISLATION FOR VETTING INVESTIGATION IN THE
SAPS

Chapter 11 of the Constitution of the Republic of South Africa, 1996, deals with issues
of national security in South Africa, which must be pursued in line with the domestic
and international laws. Section 199 (1) of the Constitution, 1996, refers to security
services and the establishment of a single police service in the Republic of South
Africa. Section 205 (3) of the Constitution, 1996, contains the responsibilities of the
police service to prevent, combat, investigate crime and maintain public order, which
includes to protect and secure the inhabitants of South Africa and their property and
uphold and enforce the law. Section 207 (2) of the Constitution, 1996, empowers the
national commissioner to exercise control over and manage the police service in

accordance with the national policies.

Chapter 2 of the Constitution, 1996, contains the Bill of Rights, which the state must
respect, protect and promote. This implies that vetting investigations must be
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undertaken in respect of the fundamental rights of all persons as stated in the

Constitution.
2.2.1 National Strategic Intelligence Act, 39 of 1994

Section 2 (3) (b) of the National Strategic Intelligence Act, 39 of 1994, (NSIA) as
amended by the National Strategic Intelligence Amendment Act, 67 of 2002, describes
various issues in relation to intelligence functions and vetting investigation of the
SAPS.

e The function of the SAPS in terms of the National Strategic Intelligence Act, 39
of 1994

Section 2 (3) (b) of the National Strategic Intelligence Act, 39 of 1994, as read with the
General Intelligence Law Amendment Act, 11 of 2013 (GILAA), prescribes that the
SAPS must institute counter-intelligence measures within the police service.

Counter-intelligence is defined as measures and activities that are conducted to
impede and neutralise the effectiveness of hostile intelligence operations, to protect
intelligence and any classified information by conducting vetting investigation to
counter threats or potential threats to national security (Van der Merwe, 2014). Nathan
(2012) explains that this definition entails four functions of which two are clearly
identified to protect intelligence and classified information. The other two are
problematic as they are to impede and neutralise hostile intelligence operations and
counter subversion, sedition, treason and terrorist activities. Van Cleaver (2013:59)
defines counter-intelligence measures as a mission that gathers the information and
conducts counter-intelligence activities. The definition clearly explains that counter-
intelligence includes many functions which are broader and incorporate other
intelligence services with different mandates, as discussed in the previous section.
Section 2A of National Strategic Intelligence Act, 39 of 1994, was inserted to deal with
issues of vetting investigation and the process of conducting vetting investigations to

determine the security competence of employees and service providers in the SAPS.
e Vetting investigation

Section 2A (1) of National Strategic Intelligence Amendment Act, 67 of 2002 read with
GILAA (2013), stipulates that vetting investigation must be conducted by an
intelligence structure within the SAPS. This implies that no other structure within the
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SAPS may conduct vetting investigations. Mdluli (2011:69) states that the SAPS Crime
Intelligence Division is responsible for counter-intelligence measures and the conduct

of vetting investigations.

Section 2A (1) (a) (b) of the National Strategic Intelligence Amendment Act, 67 of 2002,
prescribes that any person who is an employee, applicant for employment and service
provider or intending to provide a service to SAPS, must be subjected to a vetting
investigation to determine their security competence. This section further stipulates
that the SAPS may conduct a vetting investigation if such a person has access to
classified information, intelligence or to the national key points as prescribed by the
National Key Points Act, 102 of 1980 (NKP).

e Polygraph test

Section 2A (4) (a) of National Strategic Intelligence Amendment Act, 67 of 2002, states
that the Intelligence Division of the SAPS may use a polygraph to ascertain the
reliability of information that was collected during a vetting investigation. According to
Section 2A (4) (b) of the National Strategic Intelligence Amendment Act, 67 of 2002,
polygraph means an instrument used to ascertain, confirm or examine in a scientific
manner the truthfulness of a statement made by a person. Mdluli (2011:108) mentions
that the polygraph is used with other investigative tools to arrive at a conclusive
decision. On its own it cannot determine the outcome of the security competency of a

person. Its use can imply that there is suspicion about the applicant.

The security competence of a person can be determined by the standards set out by
the employer in terms of integrity, credibility, reliability, loyalty, honesty and
trustworthiness. In addition, before an employee is promoted, hired or transferred to a
sensitive or classified area, the employer must be satisfied that the individual is
competent in such a way that he will not perform an act endangering national security.

Section 2A (5) of the National Strategic Intelligence Amendment Act, 67 of 2002,
describes information that may be gathered during a vetting investigation such as
criminal records, financial records, personal information or any other personal
information which is relevant to determine the security clearance of a person. The
section further prescribes the possibility for interception and monitoring of
communication to gather information of such a person, but it must be done within the

prescripts of the Interception and Monitoring Prohibition Act, 127 of 1992.
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e Issuing, downgrading, withdrawing or refusal of security clearance

Section 2A (6) of the National Strategic Intelligence Amendment Act, 67 of 2002,
provides that the divisional head of crime intelligence, after evaluating the information
that was gathered during the vetting investigation, must issue, downgrade, withdraw
or refuse to grant a security clearance. This section states that the head of crime
intelligence may establish a Vetting Investigation Advisory Board that includes
members or employees of the relevant Intelligence Division of the SAPS to assist to

resolve the security competence of the applicant.
e Appeal in respect of denial, withdrawal or downgrade of security clearance

Section 2A (8) (a) of the National Strategic Intelligence Amendment Act, 67 of 2002,
provides that when the applicant has been refused a security clearance, he can appeal
the decision to the minister of police within 60 days. The minister will consider the merit
of the case and as soon as practicable, the decision can be confirmed, set aside or
amended. It should be noted that the decision of the minister is final and binding. In a
case were the applicant is not satisfied with the decision of the minister, he has a right

to seek appropriate relief from a court of law.

The Constitution, 1996, makes provision for national security to be conducted in line
with the law. The National Strategic Intelligence Act, 39 of 1994, mandates the SAPS
to institute counter-intelligence measures as well as the procedure to be followed to
determine the security competence of their employees. The successful
implementation of vetting investigation in policing can effectively enhance the trust in
the police service by removing those who have questionable integrity or those who

make them untrusted to fulfil their obligations.
2.2.2 The South African Police Service Act, 68 of 1995

The South African Police Service Act, 68 of 1995, provides for the establishment,
organisation, regulation and control of the SAPS. Section 24 of SAPS Act, 1995, states
that the minister must make regulations regarding the recruitment, appointment,
promotion and transfer of personnel. This includes the training, conduct and conditions
of service of members and other aspects which are not relevant to the research.
Section 34 of the SAPS Act, 68 of 1995, empowers the national commissioner to

inquire into the fitness of persons to remain in the service if their continued

20



employment constitutes a security risk for the state. Regulation 38 (1) (c) of the SAPS
Employment Regulations, 2008, provides for the national commissioner to require of
an employee or candidate for employment to be subjected to pre-employment checks
for suitability or security clearance. Section 70 of the SAPS Act, 1995, deals with
unauthorised disclosure of information by stating that any members who wilfully
disclosed information in circumstances in which they know, or could reasonably be
expected to know, that such disclosure will or may prejudicially affect the exercise or
performance by the service of powers or functions referred to in section 205 of the
Constitution,1996, shall be guilty of an offence and liable on conviction to a fine or
imprisonment for a period not exceeding two years. Section 71 of the SAPS Act, 1995,
regulates unauthorised access to or modification of computer material. It stipulates
that when a person gains access or makes modifications to any IT equipment or
computer without authorisation, such person will be liable on conviction to a fine or

imprisonment for a period not exceeding five years.

e The establishment of the Directorate for Priority Crime Investigation (DCPI) as
a division in the SAPS

The South African Police Service Act, 68 of 1995, was amended by the South African
Police Service Amendment Act, 57 of 2008. This Act of 2008 prescribes the
establishment of the Directorate for Priority Crime Investigation (DPCI), as a division
in the SAPS to investigate national priority crimes. Section 17B (b) of the SAPS Act,
2008, stipulates that the directorate must be staffed through transfer, appointment or

secondment of personnel whose integrity is beyond reproach.

Section 17E (1) of the SAPS Act, 2008, refers to the consideration of secondment for
appointment in the directorate. This section explains that such a person must be
subjected to a vetting investigation as stipulated in National Strategic Intelligence Act,
1994, as amended in 2002. Section 17E (2) (1) of the SAPS Act, 2008, forbids any
person to be appointed to the directorate, unless a security clearance has been issued
by the head of the Intelligence Division. Section 17E (3) of the SAPS Act, 2008, states
that when a person is appointed on a temporary basis, a security clearance shall be
subject to the finalisation of the vetting investigation and the issuing of a security

clearance.
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Section 17 E (5) of the SAPS Act, 2008, gives powers to the head of the DPCI, to
subject members to vetting investigation at regular intervals. This section further states
that if the head of DPCI reasonably believes that such person poses a security risk,
he may be required to undergo further vetting investigation. The section further, states
that at appropriate intervals members must disclose their finances and other interests

including that of their immediate family members.

The head of the directorate has an obligation to oversee that no member within the
directorate is excused from vetting investigation or re-vetting when the security
clearance has expired. It shall be the responsibility of the head to ensure that members

disclose their financial status at regular times to curb corruption.
e Downgrading, withdrawal or refusal of security clearance for members of DPCI

Section 17E (4) of SAPS Act, 2008, prescribes that whenever the divisional head of
crime intelligence had refused a security clearance for the applicant, the national
commissioner may transfer such as person from DPCI, or if such a person cannot be

redeployed somewhere in the police service, be discharged.

From the aforementioned, it can be said that these provisions will apply to all members
of DPCI to ensure that they conduct themselves with integrity and to enhance effective

policing.
2.2.3 The Public Service Act, 103 of 1994

Section 3 (4) of the Public Service Act, 103 of 1994, contains directives regarding
security requirements with which officers and employees shall comply. Section 17 (2)
(h) of the Public Service Act, 1994, provides that an employee may be discharged if
their continued employment constitutes a security risk to the state. Section 20 of the
Public Service Act, 1994, deals with some forms of misconduct, which may result in
security vetting in certain circumstances. Some of the employees in the SAPS are
employed under this Act and it is essential that all members or prospective employees
comply with this provision of the Public Service Act, 103 of 1994.

2.2.4 The Employment Equity Act, 55 of 1998

The Employment Equity Act, 55 of 1998, highlights that a person may not directly or

indirectly be unfairly discriminated against in any employment policy or practice. In a
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nutshell, vetting investigation must be conducted in fairness and objectivity. For
instance a vetting institution cannot discriminate against an employee based on their
belief, sexual orientation or other grounds without proper process as stipulated in the
Labour Relations Act, 66 of 1995.

2.25 Minimum Information Security Standard (MISS) 1998

The MISS (1998) is a cabinet document on the national information security policy
which was approved in 1998. Chapter 5 of the MISS (1998) deals with personnel
security and provides guidelines in relation to vetting investigations in all government
departments (Nkwana, 2017:26). Some of these guidelines are applicable to the
SAPS, e.g. relating to the vetting criteria, vetting of persons who have lived and worked
abroad for long periods, vetting of contractors who want to do business with the SAPS,
the procedure for requesting a vetting investigation, transferability of a security
clearance, responsibilities of the police officer who is travelling and the period of
security clearance validity. The responsibilities of the head of crime intelligence to
grant or deny clearances is dealt with in Section 2A (8) (a) of the National Strategic
Intelligence Amended Act, 68 of 2008.The guidelines listed in the MISS (1998)
describe the requirements that must be complied with for applicants to be vetted prior
to being appointed in a sensitive post or in the crime-intelligence environment. These
are also applicable to current serving members, those applying for promotions in
sensitive environments and contractors. Therefore, it is essential that the members of
the SAPS and those willing to do business with the SAPS familiarise themselves with

the requirements as stipulated it the document.
2.3 SUMMARY

In this chapter, the Constitution, 1996, was discussed pertaining to the formation of
security services, the establishment of a single police service and the function of the
police service. The National Strategic Intelligence Act, 1994, which established
counter-intelligence measures in the SAPS, was outlined and the definition of counter-
intelligence was addressed. The SAPS Act, 1995, highlighted the protection of
information and the obligations of the national commissioner when it comes to security
clearances, including considerations before employment in DPCI. The legislation and
regulations pertaining to vetting investigation and personnel security in terms of the
MISS (1998) were discussed.
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CHAPTER 3:

LITERATURE REVIEW OF VETTING INVESTIGATION OF POLICE
ORGANISATIONS

3.1 INTRODUCTION

Vetting investigations are carried out on persons who by virtue of their duties and
functions are required to have a valid security clearance. This implies that for a person
to possess a security clearance he must undergo a vetting investigation. The vetting
processes generally involve two distinct activities namely vetting administration and
vetting investigation. These activities include the application, information collection,

assessment and decision-making.

There are different levels of investigation depending on the level of risk, sensitivity of
the position or access requirements. Therefore, no fieldwork is conducted for a
confidential security clearance. In order to complete the vetting investigation process,
the applicant will be required to complete a form which needs personal information to
be provided. The form that resembles the required Z 204 is attached as Addendum B.
In terms of the SAPS procedure this process is undertaken by Personnel Security

Vetting within the SAPS Division Crime Intelligence.

This chapter focuses on the vetting investigation and how it is conducted. The
researcher explores the two distinct activities of the vetting process and the vetting

perspective from an international police perspective is discussed.
3.2 POLICE REFORMS IN TERMS OF VETTING INVESTIGATION IN AFRICA

Smit, Minnaar and Schnetler (2010:5) state that the SAPS is mainly a body of people
patrolling the public places in blue uniform, with a broad mandate of crime control,
maintenance of order and some negotiable service function. Furthermore, they have
non-uniform members who are primarily tasked with the investigation of criminal
offenses and administrative duties. In Africa, a percentage of the police are often
politicised to serve the interests of their respective governments rather than to do
effective policing. Stapleton (2011:47) mentions that during apartheid the black police
members were referred as sell-outs because they were a symbol of oppressive
authority and cruelty to the black people. Hills (2007:32) points out that a number of
African countries had experienced widespread instability and civil war due to internal
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and external conflict Kingshott and Prinsloo (2004) highlight that police officers engage
in unethical behaviour which often originates from the norms of the organisational
culture. Wambua (2015) reports that most of people who have come into contact with
the police in Africa said they had paid bribes to get things done. Rausch (2006:134)
argues that civil wars have caused disorder in African countries where police are

involved in conflict and as a result they could not do effective policing.

Hills (2007:29) argues that there is a need for police to reform in Africa in order to
maintain capable, professional and accountable policing. Molapo (2017:9) states that
vetting investigation is practised in other African countries, including Ghana, Liberia,
Nigeria and Botswana.

Hussey (2019:67) states that in post-conflict reform, the police should be transparent
and accountable for their actions and they must be seen as legitimate by the
population they serve. In addition, they must view themselves as serving the entire
population and not the government, a select few, or themselves. Sikkink (2011)
mentions that there is a growing expectation in the international community that post-
conflict or post-authoritarian countries should conduct vetting investigations in the
police institutions to bolster the citizen’s trust in the police. This is supported by Hussey
(2019:69) who highlights that after the conflict is over, there will be a need by the
country to hire police officers and those who have passed the prerequisites must be
vetted to ensure that they have complied with the professional conduct and the
international standards of human rights. The United Nations (2006) suggests that
vetting should be prioritized in institutions that support the rule of law, such as the

police.

3.3 VETTING INVESTIGATION OF POLICE IN THE SOUTHERN AFRICAN
DEVELOPMENT COMMUNITY (SADC)

In 1985, Southern African countries established the Southern African Regional Police
Chiefs Cooperation Organisation (SARPCCO), with the objective of formulating
systematic regional strategies with regard to effective policing. In 2001, SARPCCO
developed and adopted a Code of Conduct which is guided by human rights as a
minimum standard for policing in the region. The Code of Conduct recognises integrity
and ethical practices as important aspects of professionalising the police services. For

the purpose of this study, the SADC countries Angola, Botswana, Democratic Republic
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of the Congo, eSwatini, Lesotho, Madagascar, Malawi, Mauritius, Mozambique,
Namibia, Seychelles, Tanzania, Zambia and Zimbabwe are discussed. Their guiding
legislation on vetting investigations to effectively enhance the integrity of police
officials and eliminating human right abuse from the police service will be presented.

3.3.1 Angola

The United States Department of State (2017) reports that in Angola, the police are
controlled by the ministry of interior who is responsible for law enforcement, while
sensitive state security matters are the competence of the state intelligence which
resorts under the president. The African Policing Civilian Oversight Forum (APCOF)
(2012:9) reports that there is a high level of mistrust of the police due to their role
during the civil war. However, in 2003, the Angolan National Police Force launched a
ten year modernisation and development plan, which focused on improving their
professionalism, community responsibility and transparency. APCOF (2012:21) states
that the information on police recruitment procedures are publicised, but the process
is undermined by corruption and nepotism. This results in unsuitable people being
recruited into the police. APCOF (2012:22) reports that Law No0.12/02 provides for the
protection of confidential information in the possession of police officials.

3.3.2 Botswana

There is limited literature pertaining to the vetting process of the Botswana Police
Service (BPS). The Botswana government (2011:3) states that the professional
conduct of the BPS is based on the integrity of the police officers who are expected to
display ethical behaviour and appreciate the need for confidentiality when dealing with
police information. APCOF (2012:33) states that the vision of the BPS is to build a

service that is free from any unethical acts.
3.3.3 Democratic Republic of the Congo

Research done by the Human Rights Watch (HRW) (2014) states that the Democratic
Republic of the Congo has a comprehensive law on vetting investigations for security
forces. The establishment of a vetting mechanism followed the Peace, Stability and
Cooperation Framework Agreement for Congo, which was signed in Addis Ababa in
2013. The HRW (2014) states that over the past two decades the country was plagued

with violent attacks on civilians and members of the police forces were responsible for
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the worst human rights abuses. The HRW (2014) mentions that the legislation on
vetting investigations contains four categories of police who will be excluded from
forming part of the police reform. They are those of retirement age, responsible for
grave human rights violations, children and others who do not fit the profile of serving
in the police force. The legislation also makes provision to conduct vetting for new
recruits and those who are currently serving in the police. The HRW (2014) states that
those who are found to have been involved in past abuses are excluded or removed,
if those allegations are confirmed. Furthermore, the HRW (2014) states that while
there is progress in vetting investigations, the majority of police responsible for

massive abuses still remain in Congo Police Force.
3.34 eSwatini

In eSwatini there is no information about the policy of vetting investigation in the Royal
Swatini Police (RSP). Lengwenya (2013:118) states that the recruitment process in
RSY is fairly comprehensive and it includes matching the applicant qualifications with
the entry requirements for selection, writing tests and a physical fithess test.
Lengwenya (2013:127) states that discipline in the RSY is regulated by Part 3 of the
Police Act as well as by Parts 4 and 5 of the Regulations and both may be viewed as
a code of conduct. They set out the norms in terms of the behaviour of the police
officials and lay down the punishments that may be imposed in case of breaches.
Lengwenya (2013:128) states that there is no independent and impartial body which
has the authority to investigate police abuses in eSwatini. The United States
Department of State (2009) reports that the police force in eSwatini acts with impunity
and many cases of torture, beatings and suspicious deaths in police custody were
reported in 2008.

3.35 Lesotho

Dissel, Masuku, Tsholo and Tait (2011:34) state that the process of vetting
investigation in the Lesotho Police Service (LPS) is the responsibility of the country’s
intelligence service, the National Security Services (NSS). APCOF (2011:37) indicates
that Section 27 of the LPS Act, 7 of 1988, deals with issues of confidentiality and
provides that when police officers perform their duties and exercise their functions or
when lawfully required to do so by a competent court, no police officer shall disclose

to any person any information acquired by them in the course of their duty.
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3.3.6 Madagascar

There is no official data about vetting investigation in the Madagascar National Police.
APCOF (2012) reports that there are two police agencies in Madagascar, the National
Police under the minister of public safety, which is responsible for urban areas and the
Gendarmerie that operates outside of urban areas under the minister of defence. Child
Soldiers International (2008) reports that the recruitment of children younger than
eighteen years of age into the police force is prohibited in Madagascar. Those who
contravene this provision shall be prosecuted under the code of justice on national

service or the Penal Code.
3.3.7 Malawi

The United States Department of State (2016) reports that police in Malawi act with
impunity and when they are suspected of misconduct they are transferred to another
unit rather than being investigated. APCOF (2012:73) states that police who fail to
respect and protect human rights are dealt with by the Police Service Commission that
was established under the Police Act. The APCOF (2012:74) reports that the Malawi
Police Service has also established an Institutional Integrity Commission that is

mandated to look at ways to prevent corruption and unethical conduct by the police.
3.3.8 Mauritius

There is no official information about vetting investigation in the Mauritius Police Force
(MPF). The United States Department of State (201la) states that the police in
Mauritius are responsible for policing, security and military functions. APCOF (2012)
reports that after widespread violence by the police on civilians in 2010, the MPF

introduced various reforms to change from a force to a service oriented culture.
3.3.9 Mozambique

There is no official information about the policy of vetting investigation in the police of
the Republic of Mozambique. Dereymaker (2016:20) reports that the Mozambican
government in recent years has adopted several strategies and policies to modernise
the police. He states that the police are mandated to regulate public order, guarantee
fundamental freedoms of citizens and prevent and combat crime. An Amnesty
International Report (2008) states that the Mozambican police faces several
challenges that have impacted on their ability to guarantee safety in the country. This
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situation resulted from a lack of information within the criminal justice system, lack of
resources, high levels of corruption and accusations of political control and extra-

judicial killings.
3.3.10 Namibia

In Namibia, the Namibia Police has no policy on vetting investigation. Nawa (2015)
states that the presence of criminality and corruption in the Namibia Police has been
created by poor recruitment policies. It is therefore important that the process of
selecting the recruits must be tightened. Nawa (2015) suggests that recruits must be
vetted before entering the police and background checks must be conducted to
establish whether they have criminal records. Their financial records must also be
scrutinised. The applicant’s relatives, neighbours and friends should be interviewed
and testimonials requested from the last school they attended. Nawa (2015) states
that security clearances must be a requirement for all new recruits and not just for

officers who are entering special units.
3.3.11  Seychelles

In Seychelles there is no official information about the policy of vetting investigations
in the Seychelles Police Force (SPF). The United States Department of State (2011b)
reports that compliance with human rights is included as a core teaching in the training
of the SPF, but such training was limited. The report also states that corruption within

the SPF is a problem.
3.3.12 Tanzania

There is no vetting investigation policy in the Tanzania Police Force (TPF). The
Commonwealth Human Rights Initiative Report (2014:36) states that in 2006, the TPF
went through a comprehensive review of the police to reform. Despite this effort it
retains the outdated colonial model of policing that emphasises the role of the police
to prevent and control crime and maintain security, rather than upholding the law and
responding to the needs of the community. The Commonwealth Human Rights
Initiative Report (2014:37) indicates that there are several problems facing the TPF in
the realisation of democratic policing such as poor management, a lack of

independence, poor management systems, illegal conduct and a lack of
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accountability. This is the result of inadequate oversight mechanisms and a lack of

resources to improve policing processes.
3.3.13  Zambia

The Zambia Police Service (ZPS) has no policy on vetting investigation. The United
States Department of State (2005) states that the police in Zambia fall under the
minister of home affairs, while the Zambia Security Intelligence is responsible for
internal security, which means that they have the mandate to conduct counter-
intelligence. The Zambia Watchdog (2017) reports that eight Chinese nationals were
employed in the (ZPS), while Article 194 of the Constitution of Zambia prohibits any
persons to serve in the security service if they are not Zambian citizens. Even
Zambians who hold dual citizenship are not allowed to serve in the police. Phiri (2019)
reports that there is an urgent need to fix the ZPS to ensure that police officers are not
inclined to act in a partisan manner. Phiri (2019) further mentions that the ZPS rarely
identifies itself as a professional police service, but a police force that is ready to

unleash its strength on the defenceless citizens.
3.3.14  Zimbabwe

The Zimbabwean Republic Police (ZRP) has a policy on vetting investigation, but
limited data are available on how vetting investigation is conducted by the ZRP.
Hanson (2008) reports that the Council on Foreign Relations (CFR) mentioned that
under the leadership of President Mugabe, the economic crisis deepened and that
significant power was given to the security sector which included the police. The
United States Department of State (2008) states that the Zimbabwean government
was engaged in systematic human rights abuses where security forces were involved
in intimidation, corruption, unlawful killings and political abductions. In 2017, President
Robert Mugabe was ousted and succeeded by President Emmerson Mnangagwa who
ushered in a new government. The general feeling in Zimbabwe is that the president
has made a commitment to review and update past legislation. Mogabe (2019) reports
that in February 2019, the police amended the recruitment policy where the entry age
at constable level was from 18 to 30 years. The upper limit was then reduced from 30
to 22 years. The amendment states that new recruits would be subjected to a vetting
process that would weed out any criminal elements. Those who intended to join the

force should have a good and clean background without a criminal record (Mogabe,
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2019). The enforcement of vetting investigation legislation on the present serving
members of the ZRP could also prevent future abuses by breaking down informal
networks and removing opportunities for the abuse of privileges that might linger from
the previous system (Mayer-Rieckh & de Greiff, 2007).

Literature has indicated that many SADC countries do not have formal policies on
vetting investigation. The main concern in these countries is the high level of human
rights abuse and corruption at the hands of the police, which might serve as a lesson

for members of the SAPS to act in an ethical manner.

3.4 INTERNATIONAL BEST PRACTICES FOR POLICE VETTING
INVESTIGATION

Vetting investigation is practised globally by most of the police organisations, although
it is conducted differently from country to country. Its main purpose is to ensure that
suitable persons are employed in positions of trust. The effective and thorough vetting
investigation of applicants and employees is a key element when it comes to
assessing a person’s integrity. The police in Australia and Scotland have an open
policy on vetting investigation which are open to the public. These two countries were
selected in order to understand how they conduct their vetting investigation and to

learn from their process on an international level.
3.4.1 Australian Federal Police vetting investigations

Brook, Corkill, Pooley, Cohen, Ferguson and Harmes (2010:35) state that cases of
espionage in Australia are very rare, but the number of people who have access to
classified information is extremely high. This poses a risk to national security for the
security services. The Attorney Generals Department (2016) states that all appointees
and other personnel of the Australia Federal Police (AFP) must have an Australian
Government security clearance, at the minimum level required to have access to its
information, assets and facilities. The Attorney Generals Department (2016) makes it
clear that failure by AFP employees to maintain a valid security clearance may result
in the termination of their employment. This is because the positions and access to
assets of the AFP are based on a security assessment on the classification of
information. Brook et al. (2010) state that, depending on the level of access required,
a security clearance is granted in the AFP. A person with a top secret clearance will

be assigned to a process of aftercare and subjected to periodic security reviews. The
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periodic review and the process of aftercare is recognition of the fact that personal

circumstances change over time and therefore their risk profile changes.
3.4.2 Vetting in the Police Service of Scotland

Mdluli (2011) states that the Police Service of Scotland (PSS) has a policy on vetting
investigation that seeks to safeguard the service’s physical and financial information
and assets. Swanson (2018) reports that the PSS follows the vetting process of the
United Kingdom police forces. Christison (2015) states that the PSS initiates vetting
investigations when individuals join as an officer or member of police staff. All criminal
convictions must be disclosed, irrespective of when they had occurred or the severity
of the crime. Swanson (2018) states that a person with a criminal record is not allowed
to join the police service. A security clearance was therefore denied to a person due
to third party risk which emanated from their criminal records. This is supported by
Christison (2015) who highlights that the PSS takes into account all the convictions
when considering the suitability of the applicant and failure to disclose such record
may result in the termination of employment. Christison (2015) further states that the
vast majority of officers and support staff of the PSS act with integrity and when those
standards have fallen because of criminality, those circumstances are dealt with in the

aftercare processes.

Besides the similarities and differences mentioned above as far as Australia and
Scotland are concerned, vetting is conducted before a person is appointed in a
position where they would have access to classified information. This eliminates the
process of having to establish at a later stage that an employee poses a risk to the

organisation.

The other important lesson for South Africa is the acknowledgement by the above
countries that police members’ circumstances change over a period of time. They,
therefore, continuously review security clearances. The police members are also
required to disclose any information that has affected their criminal records, no matter
how serious the charges might be. Police members need to be made aware of the
repercussions of failure to disclose such information. In South Africa, members have
had an option to refuse going through a vetting process. This clearly illuminates the

failure to enforce vetting processes.
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3.5 DEVELOPMENT OF VETTING INVESTIGATION IN DEMOCRATIC SOUTH
AFRICA

In 1994, when SA transitioned from apartheid to a constitutional democracy, no formal
vetting investigation was undertaken (Klareen, 2007158), due to the absence of a legal
requirement for vetting investigations and to protect labour rights of the then public
servants. Duthie (2000) argue that the use of vetting investigation is viewed as one of
the most important aspect in government processes of employment, especially in a
country like South Africa where the transition to democracy is ongoing. In 2006, the
then National Intelligence Agency (NIA), which is currently known as State Security
Agency (SSA), submitted the National Vetting Strategy (NVS) for SA to enhance the
process of vetting in government departments. Molapo (2017:21) states that the NVS
sought to bring uniformity to all government departments by standardising the
procedure of conducting vetting investigations. The NVS is also applicable to the
SAPS as a government department and a public service employer as previously
indicated (section 2.2.3).

3.5.1 The vetting investigation process in the SAPS

APCOF (2011:39) reports that prior to applicants’ enlistment in the SAPS, they are
subjected to a vetting process by crime intelligence which includes the verification of
gualifications, personal particulars and thorough reference checks. Zulu (2017) states
that the SAPS Human Resource Division (HRD), through their provincial recruitment
office, is responsible for screening new applicants and subjecting them to
psychometric and physical fitness tests, interviews and medical assessments and their
fingerprints would be taken. Grobler and Prinsloo (2012:46) state that the quality of
recruits entering the SAPS appears to be problematic due to inadequate vetting which
has allowed problematic individuals to enter the SAPS. Grobler and Prinsloo (2012:46)
mention that merely checking for a criminal record is not sufficient as there are cases
where these records have been expunged, therefore a vetting investigation is
important to attract suitable individuals to serve in the police. APCOF (2011:39) raises
concern that due to mass recruitment in recent years, the selection processes might
have been less rigorously applied and may have had a negative impact on the ability

of the SAPS to ensure the professionalism and integrity of its personnel in future.
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Dolley (2017) states that crime intelligence is responsible to test the suitability of
candidates to handle classified information. Information is classified according to
different levels of sensitivity. The different levels of security clearance are confidential,
secret and top secret (Lucas, 2018:11). The level of the vetting investigation depends
on the risk, position or access of the individual. In addition, the security clearance is
valid for a specified number of years, for example confidential for 10 years, while secret
and top secret are valid for 5 years. Merten (2019) states that a challenge in the SAPS
is the linking of vetting investigations with a rank rather than the job competence or
the authority to make decisions. Hence, there is a backlog and insufficient capacity to
conduct security vetting in the SAPS employing around 192,000 staff members
(Mokone, 2019). The current norm in the SAPS is that brigadiers responsible for fleet
management would require a top secret security clearance, due to their rank, while
they may not come across classified information as part of their job (Merten, 2019).
The United Nations Development Program (UNDP) (2006:12) states that the positions
that will be subject to the vetting process must be defined and those to be vetted must
be identified. The UNDP (2006:12) reports that failure to identify those positions prior

to establishing a vetting process might render the entire process worthless.
3.5.2 The vetting investigation cycle

The Geneva Centre for the Democratic Control of Armed Forces (GCDCAF) (2006:3)
states that certain general procedures are used in the vetting process. Lucas
(2018:14) opines that there are different levels of investigation depending on the level
of risk, sensitivity of position and access requirements. Therefore, the most extensive
vetting process is applied in a top secret security clearance starting from the record
checks to evaluation. Lucas (2018:11), Mdluli (2011:96) and the GCDCAF (2006:3)
state that the vetting process normally consists of five stages namely the completion
of the security clearance application, record checks, vetting fieldwork, the polygraph

test, employee and evaluation as indicated in Figure 3.1 and is discussed below;
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Figure 3.1: The vetting cycle

Security
clearance
form
Record
‘ checks
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yarep fieldwork

Source: Mdluli (2011:97)

Each stage of the vetting process is important because it ensures accuracy, validity,
and reliability of the results when determining the suitability of persons for appointment
or promotion to a more sensitive post. The next section will discuss these stages of

the vetting process.
e Security clearance form

Mdluli (2011:96) and GCDCAF (2006:3) mention that the vetting process begins with
the completion of the Z 204 form (attached as Addendum B). Mashiloane (2014:129)
argues that without information there is no analysis. As explained by Lucas (2018:11),
this form requires personal information from the applicant relating to personal
particulars, residential addresses, educational qualifications, spouse or cohabiting,
health, previous marriages, relatives, immigrant status, visits or residence outside the
country, contact or suspected contact with foreign intelligence services, legal actions,
employment history, references, service in security services and security clearance
issued or denied and its declaration. The GCDCAF (2006:3) warns that a
misrepresentation of the truth on this form may constitute grounds for denial of
employment or subsequent dismissal.
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e Record checks

As indicated previously, the SAPS has the power to gather information in accordance
with Section 2A (5) of National Strategic Intelligence Amendment Act, 2002. Lucas
(2018:12) explains that the next step in the vetting process is to conduct record checks
on the applicant. The GCDCAF (2006:4) argues that the record checks are done to
identify the information and authenticate documents. For instance, the financial
records may show signs of serious financial difficulties or irresponsibility that could
render individuals vulnerable to bribery. The same applies to unexplained wealth.
Lucas (2018:12) mentioned that the record checks that are commonly used are the
SAPS Criminal Record Centre database for fingerprints, the Home Affairs database
for citizenship and travel records, Experian for credit records and the Financial

Intelligence Centre for financial transactions.
e Vetting investigation (fieldwork)

Lucas (2018:13) states that a vetting investigation must be conducted by a trained
vetting investigator. A vetting investigation is a demanding exercise which requires of
vetting investigators to produce a number of files in a month and due to a shortage of
staff this might compromise the quality of their investigation (Molapo, 2017:73). The
GCDCAF (2006:4) mentions that the vetting investigator has to conduct interviews
with the applicant and references to collect more details about the information that was
furnished on the form. Collins, du Plooy, Grobbelaar, Puttergill, Terre Blanche, van
Eeden, van Rensburg and Wigston (2000:177) state that one-on-one interviews are
intended to obtain detailed information. Lucas (2018:13) explains that the vetting
investigator has to cover several factors to have a whole picture about the applicant
such as family background, past experiences, health, personal life, relationships with
nationals from certain countries, the use of drugs and alcohol, affiliation with certain

organisations, political views and hobbies.
e Polygraph test

It was briefly explained in the previous chapter that a polygraph test is part of the
vetting process. Lucas (2018:21) opines that due to capacity constraints a polygraph
test is mainly used for a top secret security clearance. Lucas (2018:13) and Watson
(2011:17) mention that a polygraph test is conducted in three phases. The first phase

is a pre-test interview where the examiner explains the polygraph component and
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reviews the questions to be asked during the test. The second phase is the in-test
phase which entails attaching the instruments to the body of the examinee and
guestions are asked and the psycho-physiological responses are recorded while
answering questions. The third phase is a post-test interview where the examiner
evaluates the three polygraph charts that have been recorded, making a determination

as to whether the examinee was truthful or deceptive to the issues under investigation.
e Evaluation

The last stage of the vetting process is the evaluation which is mainly conducted by a
vetting evaluator within the vetting unit (Lucas, 2018:14). The evaluator has to analyse
all the information that was gathered during the vetting process (Lucas, 2018:14). This
sentiment is shared by Mdluli (2011:105) who highlights that the information about a
particular person, being past or present, favourable or unfavourable has to be taken
into account before an evaluator takes a decision. Lucas (2018:14) points out that,
after the evaluator has completed the assessment of the applicant, he will make a
recommendation as indicated in the previous chapter in accordance with Section 2A
(6) of National Strategic Intelligence Amendment Act, 2002.

As illustrated in Figure 3.1, the security competence of persons can be determined
when all five stages interconnect. Therefore, it is essential for the SAPS to analyse its

capacity to carry out a thorough vetting process.
3.6 SUMMARY

This chapter discussed vetting investigation from the local and international
perspective to explore the legislation in place to determine the security competence of
police members in their organisations. The vetting investigation strategy followed in
the SADC was discussed as well as the implementation thereof as part of excluding
those police members who are involved in human rights abuses. The processes of
vetting investigation in the SAPS were discussed to explore whether they are in line
with the international best practices of their counterparts. Finally the steps of the
vetting investigation cycle were explained to indicate that much time and effort went
into establishing the facts before a decision was made about the suitability of an

applicant.
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CHAPTER 4:
FINDINGS, RECOMMENDATIONS AND CONCLUSION
4.1 INTRODUCTION

An exploration of vetting investigation in the SAPS was chosen as the topic for this
study. The study focused on the current legislation, the nature and extent of vetting
and the international best practices of vetting with the aim of exploring vetting as a

counter-intelligence measure to protect intelligence and classified information.

This chapter is set to establish whether the research objectives, which were outlined
in Chapter 1, have been realised. The researcher will present the research findings in
order to ensure that the objectives have been met and then present the

recommendations for action and further studies.

42 SUMMARY: THE DEVELOPMENT OF POLICE REFORMS IN TERMS OF
VETTING INVESTIGATION IN AFRICA

The purpose of the research was to explore the use of vetting investigation in the
SAPS. In Chapter 1, the researcher explained the nature and extent of the research
problem. The aim and objectives of the study were deliberated. The research
methodology, approach, population, sampling, data analysis and ethical
considerations were described. Chapter 2 covered the SA legislation with respect to
vetting investigation in the SAPS. In Chapter 3, the researcher presented the literature
perspectives on vetting investigation in other police organisations. Furthermore, the
development of police reforms in terms of vetting investigations in Africa, the vetting
of police in the SADC and the international best practices of vetting investigation in
policing organisations were discussed. In Chapter 4, the researcher presents the
findings, recommendations and conclusion based on the findings.

4.3 FINDINGS

The findings of this study are based on the categories that emerged from the content
analysis in the previous chapters. The researcher analysed the three categories

presented in Chapter 1 (see section 1.8) by relating it to the research objectives.
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43.1 Objective 1: To explain the legislative authority for vetting investigation in
the SAPS

The data analysis of 13% of the relevant sources in this category established that there
is a legislative framework to regulate vetting investigations in the SAPS (see section
2.2.1). However, there are challenges with the enforcement on non-compliance. The
study found that the majority of senior members in the SAPS, who have access to
intelligence and classified information, do not comply with the National Strategic
Intelligence Act, 39 of 1994, with regard to vetting investigation in terms of the
legislation. It also emerged that it is only compulsory for members of DPCI as per
section 17E of SAPS Act, 1995, to have a valid security clearance when they are
appointed or seconded, but there is no such a policy framework for members of crime

intelligence and other senior members who work with sensitive information.

4.3.2 Objective 2: To explore the nature and extent of vetting investigation in the
SAPS

In relation to the data analysis of the five relevant newspaper articles in this category,
it emerged that there are challenges in the SAPS about vetting investigation. These
challenges have negatively affected public confidence in the police (see section 1.3).
The literature indicated that a number of police members are involved in criminality
and they continue with their activities undetected. The study established that some of
the police members have joined the SAPS despite having a criminal record which was
against the employment requirements. There were concerns from members of the
Parliamentary Portfolio Committee on Policing that the lack of vetting investigation for
crime-intelligence members and senior executive managers, has rendered the system
a complete failure because people are allowed to work with classified information
without a valid security clearance. Mokone (2019) reports that it is common for SAPS
members who were denied security clearances to still remain in their sensitive

positions despite adverse findings against them.

4.3.3 Objective 3: To identify international best practices of vetting in other police

organisations in order to enhance knowledge in the field of vetting in the SAPS

From the data analysis of 14% of articles relevant to the vetting process, it emerged
that in Africa and specifically the SADC, vetting investigation is conducted amongst

police officials. This is done as part of police reforms in the post-conflict order or after
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ousting authoritarian regimes to exclude human rights abusers from entering the police
service. There are still some of the police organisations in the SADC who are involved

in human rights abuses.

The AFP and PSS have an aftercare mechanism that deals with issues after the
security clearance has been issued. The international best practice shows that police
organisations safeguard their employees, information and assets in fulfilment of
national security. SAPS members are re-vetted after the security clearance has
lapsed, without taking into consideration that personal circumstances had changed

over time.

It is demonstrated that there are number of challenges when it comes to vetting
investigation of the SAPS members. These challenges have a negative impact on the
image and effectiveness of policing, due to some criminal elements in the system.
Legislative tightening is necessary to ensure effective vetting investigation in pursuit

of national security.

4.3.4 Objective 4: To make recommendations resulting from the outcome of the

research

This objective is covered in the next section which presents the recommendations

followed by the conclusion in the final section.
44 RECOMMENDATIONS

In order to improve and implement effective vetting investigation in the SAPS, the
following recommendations are proposed based on the findings of information that

was analysed in the literature review.

441 The need to examine the legislative and regulatory framework governing

vetting investigation

The findings indicate that some of the members do not want to be subjected to vetting
investigations, although they have access to classified information and intelligence.
The National Strategic Intelligence Amendment Act, 2002, is silent on non-compliance
with vetting investigations, unlike the section 17E of the SAPS Act, 1995, which makes
it compulsory for any person who is appointed or seconded to DPCI to have a valid or

temporary security clearance. The question is what about the members of crime
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intelligence and senior members who are entrusted with sensitive information? The
researcher recommends that the National Strategic Intelligence Amendment Act,
2002, should be amended to provide for sanctions for non-compliance with the vetting
investigations of applicants, employees and service providers who have access to

classified information and intelligence.
4.4.2 Implementation of effective vetting investigation in the SAPS

The findings show that some of the police members have joined the SAPS with
criminal records and they continue with their criminal activities undetected. Individual
factors play an important role in police criminality. This emanates from their previous
background. Vetting should therefore not solely rely on fingerprints for detection. In
order to avoid hiring people with criminal records, it is recommended that new recruits
should be vetted before they are enlisted in the SAPS and if they fail the vetting
process, they can be denied employment. Those who are already in the service,
should be vetted at the regular intervals and when the outcome of the security
clearance is negative, they can be transferred to a less sensitive area. When police
members are promoted or transferred to sensitive areas they must be vetted before
assuming that new position, depending on a positive security clearance.

4.4.3 Increasing the capacity and training of vetting investigators

The study showed that available vetting posts are understaffed. This leads to
unrealistically high volumes of investigations per month expected to be done by
available officers. This high work load might compromise the quality of their
investigations because they are overworked (see section 3.5.2). The researcher
recommends that SAPS should increase their manpower by hiring more vetting
investigators to conduct vetting fieldwork, including evaluators and polygraph
examiners. In addition, the entry level of vetting investigators should be at least at the
rank of captain. This is needed because there is a general expectation that the vetting
investigator as an intelligence officer must be someone who is highly skilled and
innovative and understands how to respond and deal with complex issues. Training
for new vetting investigators should be conducted at least twice a year and the
curriculum should be reconfigured to focus more on practical work than theory in the

classroom.
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4.4.4 Implementing an aftercare mechanism

The study found that re-vetting only takes place sometime after the security clearance
had lapsed. This raises the question of what happens after the security clearance has
been issued to a member who is found to have been involved in unethical behaviour.
From the best international practices (see section 3.4.1) it was found that the personal
circumstance of persons change over a period of time which might render them a
security risk. The researcher recommends that within the value chain of vetting
investigation, a unit dedicated to aftercare should be established to constantly check
the status of applicants after a top secret security clearance was issued to give
feedback about the course of action going forward.

445 Awareness campaign on vetting investigation and training

The study found that Section 2 (3) (b) of the National Strategic Intelligence Act, 39 of
1994, authorises the SAPS to conduct vetting investigations on any person who
requires access to intelligence or classified information. Therefore, it is vital that all
SAPS members and other role players in the police should have the knowledge and
understanding of what a vetting investigation entails, to comply with the process
whenever there is a need to obtain a positive security clearance. It is recommended
that measures be put in place to conduct awareness presentations on vetting
investigations from station level up to the Ministry of Police. The education programme
on vetting investigation should be provided to other role players who intend to do
business with the SAPS. It should also be in the advertised posts in sensitive areas
that the post is subject to a vetting investigation and being awarded a valid security
clearance. These details should also be included in tender documents for service
providers.

The police, through their partnership with the community and civil society forums such
as the Community Police Forums (CPF) should educate members of the community
on vetting investigations by distributing pamphlets with information that those who

intend to join the SAPS and apply for positions in sensitive areas will be vetted.

The issue of police criminality is a reality which can no longer be ignored (see section
1.3). Therefore, the researcher recommends that ethics and integrity training should
be developed and added to the police training curriculums because people are joining

the SAPS due to lack of employment in the country as opposed to taking up a career.
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45 CONCLUSION

The aim of this study was to explore vetting investigation in the SAPS. It was
established that there are shortcomings in vetting investigations which need to be
addressed. The effective vetting investigation of police members is an important
element in a global world that requires the highest ethical standards and professional
police members who act with integrity and within the law.

The study showed that, to protect against compromising classified information and
intelligence, the police must understand the legal framework, policy guidelines,
standard procedures, including the benefits and consequences regarding vetting
investigation. Ethical behaviour should be continuously emphasised as every member
of the SAPS will at all times be deemed responsible for safeguarding any information

within their area of responsibility.
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Qualification: Mtech in Forensic Investigations

Thank you for the application for research ethics clearance by the Unisa CLAW Ethics Review
Committee for the above mentioned research. Ethics approval is granted for 3 years,

The CLAW Ethics Review Committee reviewed the Low risk application on 28 November
2017 in compliance with the Unisa Policy on Research Ethics and the Standard Operating
Procedure on Research Ethics Risk Assessment. The decision was ratified by the committee.

The proposed research may now commence with the provisions that:
1. The researcher(s) will ensure that the research project adheres to the values and
principles expressed in the UNISA Policy on Research Ethics.

CLAW Committee.

3. The researcher(s) will conduct the study according to the methods and procedures
set out in the approved application.

University of South Africa

Preller Street, Muckleneuk Ridge. City of Tshwane

PO Box 392 UNISA 0003 South Africa

Telephene +27 12429 3111 Facsimile: +27 12429 4150
WWww.unisa.ac.za
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4. Any changes that can affect the study-related risks for the research participants,
particularly in terms of assurances made with regards to the protection of
participants’ privacy and the confidentiality of the data, should be reported to the
Committee in writing, accompanied by a progress report.

5. The researcher will ensure that the research project adheres to any applicable
national legislation, professional codes of conduct, institutional guidelines and
scientific standards relevant to the specific field of study. Adherence to the following
South African legislation is important, if applicable: Protection of Personal
Information Act, no 4 of 2013; Children’s act no 38 of 2005 and the Nationai Health
Act, no 61 of 2003,

6. Only de-identified research data may be used for secondary research purposes in
future on condition that the research objectives are similar to those of the original
research. Secondary use of identifiable human research data require additional
ethics clearance.

7. No research activities may continue after the expiry date 27 November 2020.
Submission of a completed research ethics progress report will constitute an
application for renewal of Ethics Research Committee approval,

Note:
The reference number ST71 of 2017 should be clearly indicated on ali forms of
communication with the intended research participants, as well as with the Committee.

Yours sincerely,

/

D GOVENDER 0S SIBANDA
Chait of CLAW ERC (Ac ing Executive Dean : CLAW
E-mail: govendl@unisa .ac.za E-mail: sibanos@unisa.ac.za
Tel: (D12} 429-0482 Tel: (012) 429-8374
. University of South Af
, 504.17 - Decision template (V2) - Approve Prefler Street, Muckleneusk Ridge, City of Tohwane

FO Box 392 UNISA 0003 South Afrca
Telephone' +27 12 429 3111 Facsimile: +27 12 429 4150
Www.unisa.ac.za
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ADDENDUM B

Language editing statement

Professional Carin Thirion

9 FullMemb
EDITORS” et Hte g bt

P Membership number: THIO0Z2 :
Guild Membership year: March 2019 to February 2020 gg‘;ﬁ’”a
082 419 0474
012 329 4273

pthirion@iafrica.com
7 December 2019

www.editors.org.za

LANGUAGE EDITING STATEMENT

Itis herewith certified that the M Tech dissertation with the title An exploration of vetting investigation
in the South African Police Service by Jacob Thabo Nkuna

» has been edited for language correctness and spelling;
* has been edited for consistency (repetition, long sentences, logical flow);
e has been checked for completeness of list of references and cited authors.

The edit was completed making use of the Track Changes function in Word and it is the responsibility of
the student to make the final decision on the acceptances and rejections of the suggested changes.

No changes have been made to the document’s substance and structure (nature of academic content
and argument in the discipline, chapter and section structure and headings, order and balance of content,
referencing style and quality).

Regards

e

C.J/THIRION
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ADDENDUM C
Z 204 form

G.P-S. 09/04 CONFIDENTIAL Z 204 (81/97244)

..................

Photo

..................

(SECURITY CLEARANCE FORMJ

WARNING

THIS QUESTIONNAIRE IS A SWORN/AFFIRMED STATEMENT—ANY FALSE INFORMATION
FURNISHED CONSTITUTES PERJURY

TO BE COMPLETED BY THE INSTITUTION REQUESTING THE SECURITY CLEARANCE

NAME OF IMMEDIATE SUPERVISOR/DELEGATED OFFICIAL:

LEVEL OF CLEARANCE:

RECORD O
CONFIDENTIAL D
SECRET D
TOP SECRET D

CONFIDENTIAL
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CONFIDENTIAL

INSTRUCTIONS FOR THE COMPLETION OF THE QUESTIONNAIRE

This questionnaire is issued for completion in order to fulfil the functions as stipulated
in section 2A of the National Strategic Intelligence Act, Act 39 of 1994, as amended.
For SAPS members, refer to the South African Police Service Act, Act 68 of 1995.

This questionnaire must be completed in PRINT WITH A BLACK PEN or typed and
submitted as SOON AS POSSIBLE/WITHIN ONE MONTH.

ALL QUESTIONS MUST BE ANSWERED by furnishing the required information or by
making a cross in the appropriate block or by using appropriate words such as Yes, No, N/A,
etc.

Attach additional pages if more space is required.

Addresses must be completed in full, for example: Flat number and/or street name, number
and town/city or plot number/name of farm and district.

Only the page ‘Fingerprints for security clearance’ may be removed from this form.

This form must be sworn to/affirmed.

The names of the President, members of the Cabinet, members of Parliament, jurists,
physicians as well as managing directors of large institutions must preferably not be given
as references, because the clearing institutions conduct interviews with every reference
during their investigation, and their busy programmes should not be encroached upon.

Please attach the following items to this questionnaire when completed:

= Certified copy of identity document and passport (applicant, spouse and/or cohabiting
partner).

1z Certified copy of marriage and/or divorce certificate.
1z Certified copy of academic qualification(s).
1z Copy of latest salary advice.

15> Copies of all bank statements: savings, cheque, credit card(s), bond accounts and
other financial loans. These should cover the recent four months.

1= Declaration of directorship(s) in business venture(s).

1z One passport size recent colour photo of the applicant.

CONFIDENTIAL
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CONFIDENTIAL

1. PERSONAL PARTICULARS

IDENTITY No. ‘ i l ‘ l ‘ ’ ! I 1 ’ I } J MALE | ‘ FEMALE ’
CITIZENSHIP | (i) (ii) {
MARITAL STATUS |  SINGLE ’ MARRIED ’ SEPARATED I DIVORCED ’ Lo l COHABITING ’
DATES
SURNAME FULL FIRST NAMES
PRESENT
(i)
PREVIOUS
(ii)
) MAIDEN NAME
DATE OF CHANGE
(ii) NAME CALLED BY
DATE OF BIRTH PLACE OF BIRTH
DAY MONTH YEAR COUNTRY PLACE
WORK TEL. No. CELLPHONE No.

2. RESIDENTIAL ADDRESSES

KINDLY FURNISH THE FOLLOWING PARTICULARS REGARDING YOUR CURRENT AND PREVIOUS ADDRESSES:

CURRENT ADDRESS (NOT POSTAL ADDRESS)

PREVIOUS ADDRESS (NOT POSTAL ADDRESS)

NUMBER AND NAME OF STREET/FLAT OR NAME OF FARM

NUMBER AND NAME OF STREET/FLAT OR NAME OF FARM

CITY/TOWN CITY/TOWN
PROVINCE PROVINCE
COUNTRY COUNTRY

TEL No.

DATE OCCUPIED DATE OCCUPIED

3. EDUCATIONAL QUALIFICATIONS

KINDLY FURNISH THE FOLLOWING PARTICULARS REGARDING ALL SECONDARY AND TERTIARY EDUCATIONAL INSTITUTIONS
(E.G. SECONDARY SCHOOLS, TECHNIKONS, COLLEGES AND UNIVERSITIES) THAT YOU HAVE ATTENDED:

QUALIFICATIONS OBTAINED

NAME OF SCHOOL OR INSTITUTION

CITY/TOWN AND COUNTRY

FROM

TO

CONFIDENTIAL
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CONFIDENTIAL

4. SPOUSE OR COHABITING PARTNER

KINDLY PROVIDE THE FOLLOWING PARTICULARS I.R.0. YOUR SPOUSE OR COHABITANT:

IDENTITY No.
SURNAME FULL FIRST NAMES
PRESENT
PREVIOUS
................ TEL. HOME )
HOME ADDRESS | )
TEL. WORK )
5. HEALTH

HAVE YOU EVER UNDERGONE PSYCHIATRIC TREATMENT AND/OR PSYCHOLOGICAL THERAPY?

YES NO

IF YOUR ANSWER TO THE ABOVE QUESTION IS ‘YES’ A PSYCHIATRIC/PSYCHOLOGICAL REPORT MUST BE ATTACHED.

HAVE YOU EVER BEEN TREATED FOR ALCOHOL ABUSE?

YES NO
HAVE YOU EVER BEEN TREATED FOR DRUG ABUSE? YES NO
IF YOUR ANSWER TO ANY OF THE ABOVE IS ‘YES’, STATE THE FOLLOWING:
INSTITUTION (IF ADMITTED) COUNSELLOR CONTACT NUMBER NATURE OF PROBLEM

(i)

(ii)

(iii)

6. PREVIOUS MARRIAGE(S)

KINDLY PROVIDE THE FOLLOWING PARTICULARS OF YOUR PREVIOUS SPOUSE(S) AND/OR COHABITANTS:

61

DATE OF DIVORCE/
S, SURNAME FIRST NAMES IDENTITY NUMBER
(1)
COUNTRY OF BIRTH NATIONALITY FULL RESIDENTIAL ADDRESS
DATE OF DIVORCE/
CEPARATION SURNAME FIRST NAMES IDENTITY NUMBER
3 S S A
COUNTRY OF BIRTH NATIONALITY FULL RESIDENTIAL ADDRESS
4 CONFIDENTIAL
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CONFIDENTIAL
8. IMMIGRANT

IF IMMIGRATED TO THE RSA, STATE THE FOLLOWING:

HARBOUR, AIRPORT OR PORT OF ENTRY
AND DATE OF ARRIVAL COUNTRY FROM WHICH EMIGRATED DATE AND NUMBER OF IMMIGRATION PERMIT

IF NATURALISED, STATE ‘ DATE: l l CERTIFICATE No: |
A COPY OF THE CERTIFICATE OF NATURALISATION IS REQUIRED.
DO YOU HAVE A PERMANENT RESIDENCE PERMIT FOR THE RSA? YES | NO I
PASSPORT No. ‘ ] COUNTRY ISSUED | DATE

9. VISITS/RESIDENCE OUTSIDE THE RSA

LIST ALL VISITS TO AND/OR PERIODS OF RESIDENCE IN COUNTRIES OUTSIDE THE BORDERS OF THE RSA BY YOU OR YOUR
COHABITANT AND/OR YOUR SPOUSE DURING THE PAST 5 YEARS:

DATE
COUNTRY PURPOSE OF VISIT/RESIDENCE

FROM T0

10. CONTACT OR SUSPECTED CONTACT WITH FOREIGN INTELLIGENCE SERVICES

HAVE YOU HAD ANY CONTACT WITH FOREIGN INTELLIGENCE SERVICES OR SUSPECTED MEMBERS OF FOREIGN INTELLIGENCE
SERVICES?

DATE NAME OF SERVICE NAME OF CONTACT

11. LEGAL ACTIONS

HAVE YOU EVER BEEN CONVICTED OR ARE THERE ANY PENDING CASES FOR A CRIMINAL/

DEPARTMENTAL OFFENCE(S)? (ADMISSION OF GUILT OUTSIDE A COURT MUST ALSO BE SUBMITTED) YES ] I NO {

IF YOUR ANSWER TO THE ABOVE QUESTION IS ‘YES’, STATE THE FOLLOWING:

PLACE DATE NATURE OF CASE/CHARGE FINDING

IF YOU HAVE EVER HAD A SUMMONS SERVED ON YOU FOR DEBT, STATE THE FOLLOWING:

PLACE DATE BY WHOM FINDING

IF YOU OR YOUR SPOUSE AND/OR YOUR COHABITANT HAVE EVER BEEN DECLARED INSOLVENT, OR YOUR ESTATE PLACED UNDER
ADMINISTRATION, OR A COMPANY IN RESPECT OF WHICH YOU ARE OR WERE A DIRECTOR OR OFFICER, OR A CLOSE CORPORATION
OF WHICH YOU ARE OR WERE A MEMBER WAS LIQUIDATED, STATE THE FOLLOWING:

PLACE DATE NAME OF COMPANY/CLOSE CORPORATION

6 CONFIDENTIAL
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CONFIDENTIAL
14. SERVICE IN SECURITY SERVICES (INCLUDING SAPS/FOREIGN SERVICES)

COUNTRY SERVICE NUMBER FROM T0 NAME OF SERVICE

15. HAVE YOU EVER BEEN ISSUED WITH A SECURITY CLEARANCE/DENIED?

LEVEL DATE ISSUED/DENIED INSTITUTION

16. DECLARATION

(A) DO YOU KNOW AND UNDERSTAND THE CONTENTS OF THE ABOVE DECLARATION?

ANEGWER s s
(B) DO YOU HAVE ANY OBJECTIONS TO TAKING THE PRESCRIBED OATH/AFFIRMATION?

ANSWER i
(C) DO YOU CONSIDER THE PRESCRIBED OATH/AFFIRMATION TO BE BINDING ON YOUR CONSCIENCE?

ANSWER wvsssasssssmsssnsissinssssssmsssomsiiiass

(D) I CERTIFY THAT THE ABOVE QUESTIONS WERE PUT TO ME AND THAT THE ANSWERS, AS REFLECTED ABOVE, WERE
WRITTEN DOWN IN MY PRESENCE.

SIGNATURE OF DEPONENT

(E) 1 CERTIFY THAT THE DEPONENT HAS ACKNOWLEDGED THAT HE/SHE KNOWS AND UNDERSTANDS THE CONTENTS OF THIS
DECLARATION WHICH WAS SWORN TO/AFFIRMED BEFORE ME AND THE DEPONENT'S SIGNATURE/THUMB PRINT/MARK
WAS PLACED THEREON IN MY PRESENCE.

COMMISSIONER OF OATHS/
JUSTICE OF THE PEACE
FULL FIRST NAMES AND SURNAME w......ooccoooooooeocr T A R S S B assans st et A
(Print)
DESIGNATION (AN oot e S A o EX OFFICIO  REPUBLIC OF SOUTH AFRICA
P SO AL ADIDIRESS :::7:51555455554witsmepsstee5135605¢52444836038855040 o884 o4 RSB RS S
5] =S T
8 CONFIDENTIAL
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ADDITIONAL INFORMATION
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ADDITIONAL INFORMATION
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FINGERPRINTS FOR SECURITY CLEARANCE 2204 (81/97244)
VINGERAFDRUKKE VIR SEKERHEIDSKLARING
IDENTITY No. MALE FEMALE
IDENTITEITS No. MANLIK VROULIK
SURNAME FULL FIRST NAMES
VAN VOLLE VOORNAME
RACE DATE OF BIRTH COUNTRY AND PLACE OF BIRTH
RAS GEBOORTEDATUM LAND EN GEBOORTEPLEK
Thumb Ouim | Forefinger Wysvinger | Middle finger Middelvinger Ringfinger Ringvinger | Little finger Pinkie
1 2 3 4 5
o
2 Z
< I
I T
£ =
0] o
x &
Fold Vou
6 7 8 9 10
o
2 z
I &
b Y
E s
Fold Vou
LEFT HAND RIGHT HAND
LINKERHAND REGTERHAND

Plain impressions of the four fingers taken simultaneously

Viakafdrukke van die vier vingers tegelyk geneem

FOR OFFICIAL USE ONLY * SLEGS VIR AMPTELIKE GEBRUIK
S| FPio sz
27| vao, 23
m o
o L w
O | CRNo. =
€S | KR:Mo. 50
o s
FP CLASS
VAKLAS
IF YOU HAVE EVER BEEN CONVICTED OF ANY OFFENCE STATE PLACE, DATE AND SENTENCE:
INDIEN U OOIT WEENS 'N OORTREDING SKULDIG BEVIND IS, VERMELD PLEK, DATUM EN VONNIS:
SIGNATURE OF APPLICANT
HANDTEKENING VAN APPLIKANT

| CERTIFY THAT THE ABOVE APPLICANT'S SIGNATURE WAS PLACED ON THIS FORM IN MY PRESENCE.
EK SERTIFISEER DAT BOGENOEMDE AANSOEKER SE HANDTEKENING IN MY TEENWOORDIGHEID OP HIERDIE VORM AANGEBRING IS,

INITIALS AND SURNAME
VOORLETTERS EN VAN

SIGNATURE OF OFFICIAL RESPONSIBLE/HANDTEKENING VAN VERANTWOORDELIKE BEAMPTE

DESIGNATION (RANK)

AMP (RANG)

BUSINESS ADDRESS
BESIGHEIDSADRES

(STREET ADDRESS)
(STRAATADRES)

DATE
DATUM

PLACE
PLEK
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