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Abstract—We live in a world with ever-increasing digital 
technology, hence the need for enhanced security systems is 
vital. In the past a simple PIN or password would have been 
sufficient to maintain the integrity of security systems, however 
with the advancements in technology, these are slowly becoming 
a secondary method of access control. Biometrics provide an 
enhanced level of security since they make use of unique 
characteristics or features of a person making  them 
increasingly popular in security systems. This paper describes a 
project in which the fingerprint biometrics together with the 
Arduino Uno are used to provide access to a home security gate. 
A GSM module is appended to the system and used to provide 
an alert when unauthorized access occurs via a cellphone.  

Keywords—Arduino Uno, Access Control, Biometrics, 
Fingerprint, GSM.  

I. INTRODUCTION 

The current and continuous advancements in the use of 
technology, create the need for enhanced security. Traditional 
methods of securing a system such as pins, passwords and 
access cards can be cloned or replicated. These methods have 
previously been the cause of security breaches resulting in 
major data losses and the exposure of sensitive information. 
Residential security home access systems are often built with 
a simple key or keypad and an alarm system that uses a 
password. This is prone to methods of bypassing. 

Safety is a concern as housebreaking [1] incidents are on 
the rise. Therefore, good security is one of the main measures 
that can be used to prevent housebreaking. Whilst biometric 
based security cannot alleviate the problem of security 
completely, it can at least add an enhanced level of security to 
any system. Unlike keys or passwords, biometric 
characteristics are unique to every individual and cannot be 
easily replicated. 

Biometric technology [2-4] has become popular in recent 
years and a tried and trusted method in security access. These 
include methods such as fingerprints, retina, iris and voice 
recognition for access. Fingerprint technology incorporated 
with the Arduino Uno is described in this paper. 

The current rise in crime statistics in South Africa, creates 
a demand for advancements in the technology used in home 
security systems. The introductions of biometrics to security 
enables the fabrication of more advanced home security 
systems that can create a safer living environment. Biometrics 
use unique human characteristics which add an extra layer of 
security to home security systems. Basic security systems with 
access codes or keypads can be easily breached. This paper 

describes a low-cost solution for a fingerprint based biometric 
access control system with GSM functionality.  

II. LITERATURE REVIEW  

Fingerprint biometric technology was used in a classroom 
attendance management system in [5]. This work involved the 
enrolment of each students fingerprints via the fingerprint 
module. If a match occurred a door was unlocked to the 
classroom. The door was then automatically closed after 5 
secs. If a match does not occur an alarm is set off. The alarm 
has to be manually switched off. The tracking and storage of 
the fingerprints was done via an SQL server or database. In 
addition, all the timing information for the lecture such as the 
start and stop time, course codes and faculty details are stored 
in the database. There is a time period for the recording of the 
fingerprint, the fingerprint must be captured 5 mins before and 
5 mins after the lecture time has started. If the fingerprint is 
not captured in the allocated time-frame, the fingerprint will 
be deemed invalid. Some false rejections occurred with users 
that were registered. This was due to wrong positioning of the 
fingerprint on the scanner. 

A fingerprint-based security system for vehicles was 
implemented in [6]. There fingerprint control is used to put the 
vehicle into motion. A fingerprint will have to be enrolled and 
registered in the system for a person who is allowed to use the 
vehicle. Prior to using the vehicle, the fingerprint scanned 
needs to correspond to the fingerprint recorded in the 
database. Once a fingerprint match occurs a valve attached to 
the fuel tank is opened. If the fingerprint is authentication fails, 
the valve is closed. The fingerprint prototype is low-cost to the 
engineer; however, a valve has to be inserted into the fuel tank 
and such an addition to the vehicle could be costly and in 
general is done on special request. 

A fingerprint sensor and GSM module are used to access 
an Automatic Teller Machine (ATM) in [7]. In this 
application, a fingerprint was registered and stored in the 
database. The cellular phone number of the customer is also 
stored in the database. When the customer makes use of the 
ATM, the fingerprint is initially scanned. If accepted, a one-
time pin is sent to the user as in [4] via an SMS. The SMS is 
sent using the GSM module. The user then types in the 
received code and carries on with the transaction.  

The paper in [8] details the design of a door access system 
which makes use of the iris biometric technique. The system 
makes use of an Arduino Uno and an iris scanner. The 
programming was done in C language. The iris of a user is 
initially enrolled and stored. When a user seeks entry their iris 
is scanned, the module searches for the registered irises in the 



system and if a match is found access is granted. An LCD is 
used to display relevant messages. 

An authentication device for examination purposes using 
fingerprint biometrics was designed in [9]. The demand for 
this project arose as a result of the fact that cheating was 
occurring during examinations in the form of people getting 
other people to write their examinations for them. In this 
system fingerprint authentication is done when a student 
enters an exam venue in order to identify the student partaking 
in the examination. In a sample study some students where 
registered with their fingerprints and some where not 
registered on the system. The students then scanned their 
fingerprints for verification on entry to an exam. The 

unregistered students where not verified and where denied 
access to the examination.  

III. METHODOLOGY 

A. Technical Specifications and Circuit Design  
 

The system consists of the Arduino Uno, R307 fingerprint 
scanner, a servomotor to open a gate or give access, a GSM 
module for communicating the status of access to cellphone, 
two LED’s, LCD screen and limiting resistors. A relay is also 
used to drive the servomotor. The complete circuit diagram 
can be seen in Fig.1 below. 

 

 
Fig. 1 Block diagram of Fingerprint Biometric Access Control. 

 

 

B. Fingerprint Module 

There are two steps followed when using a fingerprint 
scanner namely; the fingerprint enrolment step and the 
fingerprint verification step. In order to enroll a fingerprint, 
a fingerprint scanner is utilized. The optical component of 
the scanner passes light across the surface of the finger and 
creates a digital image. The fingerprint is scanned, a digital 
image is extracted and analyzed. The image is then stored 
in an encrypted form in a secure database, in this case the 
memory of the Arduino Uno. Following storage, the 
verification step then takes place. During verification step 
again the fingerprint is placed on the scanner. Once the 
scanning is completed, the digital image of the fingerprint 
is compared against the stored fingerprint images in the 
database. If a match occurs access is granted. 

C. Arduino Uno 

The Arduino Uno is the microcontroller used in this 
design to control the operation of all the peripheral 
components connected to it to give access control as seen in 
Fig.1. The Arduino Uno can be programmed and re-
programmed to perform a specific function. It is an open 
source platform used for programming devices. The 
programming is done via the IDE software. 

D. GSM Module  

The GSM module in this design is used to communicate the 
status of the access control to a cellular phone that is 
“Access granted” or “Access denied”. The GSM model 
used is the SIM900. The GSM module is connected to the 
Arduino Uno and a SIM card is inserted into the module. 
The GSM module is connected to two PWM enabled pins 
on the Arduino Uno. 



 

The complete circuit diagram or prototype can be seen in 
Fig. 2 below. Incorporating the Arduino Uno, Servomotor, 
GSM module with sim card compatibility, fingerprint 
scanner, potentiometer for controlling the backend lighting 
of the LCD, the LCD, relay and the LED lights for 
indicating the status of access. 

 
 

 
Fig. 2 Circuit diagram of the Fingerprint biometric access control 

IV. EXPERIMENTS AND RESULTS 

A fingerprint biometric access control system with 
GSM functionality was successfully designed and built. The 
solution can contribute to enhanced security for a gate 
access control in a home security system. The GSM module 
provides an added level of security since it communicates 
the status of the access to your cellular phone. 

In general, the mode of operation is described as 
follows; there is a list of authorized users as in [10] that are 
permitted to access the system. The fingerprints are 
registered using the fingerprint scanner and the Arduino 
Uno [11-17] program stored in it. The LCD screen is 
initially programmed to display “Please scan finger” when 
the system is in its idle state. When a user scans their 
fingerprint on the fingerprint module, the algorithm 
programmed into the Arduino Uno [18-20] searches 
through its database to determine if the fingerprint matches 
any digital image of fingerprints in the system. If it detects 
a match, the servo motor will switch on and operate a gate 
to give access. The LCD screen at this point displays a 
message titled “Access granted” as displayed in Fig 3a. A 
yellow LED also lights up to verify access is permitted. If 
the fingerprint is not found on the database, meaning it’s an 
unauthorized fingerprint, the relay does not switch on the 
servomotor and the access gate is not opened. The LCD in 
this case displays “Access denied” as can be seen in Fig.3b. 
In this event the RED LED lights up. 

 

   
Fig. 3a. Fingerprint biometric access control system when Access is granted and 3b. Access is denied. 



When access is not granted the GSM, module sends an 
SMS to the cellphone of the home occupant indicating that 
there has been an attempt to breach the home. This SMS 
basically states that there has been an “Unauthorized user 
attempt to gain access” as can be seen in Fig. 4 below. 

 

 
Fig. 4 SMS Notification of gate Access 

Improvements can be made to the biometric access control 
system such that it can send an SMS for both authorized 
and unauthorized access attempts to the occupants 
cellphone. The project is intended for low cost small-scale 
home utilization and implementation. 

 

A. Testing the system for Authorized and UnAuthorized 
Entry 

The fingerprint biometric access control was tested for 
its performance when authorized and unauthorized 
fingerprints where scanned. In the first instance a 
fingerprint that had been stored in the system for authorized 
access was scanned several times to determine how many 
times it will grant access and how many times it will reject 
access even though authorized. The results show an 
accuracy of 71% as can be seen in Table I below. Basically 
71% of the time when the authorized fingerprint is scanned 
it grants access. 

 

TABLE I TESTING AUTHORIZED FINGERPRINT 

Test Number Fingerprint Accepted (Y/N) 

and access granted  

1 Yes 

2 Yes 

3 No 

4 Yes 

5 Yes 

6 No 

7 Yes 

In the next test an unauthorized fingerprint or a 
fingerprint not registered for access was tested. The results 
show in Table II below, 100% accuracy. Basically, the 
same unauthorized finger was scanned for access several 
times. 100% of the time the fingerprint was not accepted 
for access. 

TABLE II TESTING UNAUTHORIZED FINGERPRINT 

 

In the last test the GSM module functionality to 
communicate with the aid of an SMS the status of 
unauthorized entry was tested. Based on Table III below, 
its shows that this test was 89% accurate. Basically 89% of 
the time an SMS is sent the cellular phone of the occupant 
warning him/her that unauthorized entry has occurred 
accurately. 

 

TABLE III ACCURACY OF SENDING SMS IN THE EVENT 
OF UNAUTHORIZED ACCESS  

 

 

 

 

 

 

Test Number Result 

Fingerprint accepted or rejected 

access 

1 Rejected Access 

2 Rejected Access 

3 Rejected Access 

4 Rejected Access 

5 Rejected Access 

6 Rejected Access 

7 Rejected Access 

Test Number SMS Sent (Y/N) 

1 N 

2 Y 

3 Y 

4 Y 

5 Y 

6 Y 

7 Y 

8 Y 

9 Y 



V. CONCLUSION 

In this paper we designed a fingerprint based biometric 
access control system for a home security system where the 
access point is via a gate. The fingerprint biometric access 
control makes use of the Arduino Uno, servomotor, LCD 
screen, relay and a GSM module as the main components. 
In this project a GSM module is used to inform or 
communicate to the home occupant when unauthorized 
entry occurs via an SMS message to a cellular phone. 
Initially a fingerprint which constitutes authorized entry is 
stored in the database by scanning and registering the 
fingerprint into storage. Subsequently on entry the 
fingerprint is scanned again and since its authorized access 
is granted. The system is then tested. First the system is 
tested for authorized entry, and the system is found to be 
71% accurate. Meaning that when an authorized fingerprint 
is scanned it gives access 71% of the time. For the test of 
unauthorized entry, the system is 100% accurate. 
Preventing access 100% of the time. Lastly when the GSM 
messaging functionality is tested, during unauthorized 
entry, the system is 89% accurate. The system sends a 
message to the home occupant indicating unauthorized 
entry 89% of the time. 

VI FUTURE WORK 

In this project the future work would include adapting 
the fingerprint biometric system to be able to send an SMS 
via the GSM module to the occupant both for the scenario 
in which there is unauthorized entry as well as the scenario 
in which there is authorized entry to inform the occupant. 
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