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CRITICAL SUCCESS FACTORS FOR THE IMPLEMENTATION OF
AN OPERATIONAL RISK MANAGEMENT SYSTEM
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Abstract

Operational risk has become an increasingly important topic within financial institutions resulting in
an increased spend on operational risk management solutions. While this is a positive approach,
evidence has shown that information technology implementations have tended to have low rates of
success. Research has highlighted that a series of defined critical success factors could reduce the risk
of implementation failure. Twenty-nine critical success factors were identified by means of a literature
review and confirmed by a questionnaire that was distributed to an identified target group within the
South African financial services community. Reponses to the questionnaire revealed that 27 of the 29
critical success factors were deemed important and critical to the implementation of an operational
risk management system.
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Introduction been delivered but never used. The remaining (44
per cent) were considered challenged meaning that
Operational risk has become an  increasingly they were either over time or over budget. or
important topic within financial institutions of late. completed with fewer than required features and
A series of high-profile cases as well as increased functions. The Standish Group (2009:3) defines a
regulation  around  the  measursment  and successful project as the ability to complete and
management of operational risk have prompted an operationalise the project, on-time, on-budget,
increase in the level of sophistication with which meeting features and functions as specified.
operational risk is managed. To support the One of the probable reasons for these high
management of operational risk, software vendors failure rates is the large number of areas of
- have developed sophisticated applications  to expertise that must be managed during and
manage the tull operational risk management life throughout the project implementation. Project
cyele. This has resulted in an increased spend by managers not only need to grasp technical issues,
financial service organisations on operational risk for example, system development and process re-
management solutions. While this move is positive, engineering. but also master the human and
evidence has.shown that Information Technology organisational aspects, such as change management
(IT) implementations generally have high failure and end-user involvement. Practitioners and
rates. jeopardising the success of the investment in researchers have begun to identify these areas and
any operational risk management solution. It is commonly refer to them as critical success factors
estimated that about one-third of all 1T projects {CSFs).
either fail or are abandoned. and around 40 per cent Rockart (1979:83) describes a critical success
of application development projects are cancelled factor as the limited number of areas in which
before completion {(Randeree & Ninan 2009). resubts, if they are satisfactory, will ensure
The Standish Group {2009) identified that 32 successful  competitive  performance  for  the
per cent of [T projects were considered successful, organisation, in other words the few key areas
having been completed on time, on budget and with where things must go right 1o ensure a positive
the required features and tunctions. A further 24 per outcome for the business.Rockart {1979:86) also
cent were considered failures, having been argues that the process of identifying CSFs helps to

cancelled before they were completed, or having
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(2009) defines an operational risk management
System  as  a  combination of two primary
technologiss, namely  operational risk engines
(OREs) and qualitative risk self-assessments
(QRSAs).

According to Gartner {2009), an ORE involves
the following:

* il incorporates a tool for the measurement of

potential losses that are due to inadequate
operations;

* it supports event reporting;

* i caleulates cconomic and regulatory risk
capital for operational risk:

* i runs scenarios of potential risk exposures 1o
quantify operational risk;

* it fits statistical distributions 1o internal and
external luss data;

* it links cause and elfect 1o determine key risk
indicators;

* it conducts fault tree analysis; and

* it creates qualitative rankings and balanced
scorecards for operational risk.

Gartner  (2009:64), furthermore  defines g
QRSA. as a software application that provides the
ability to identify operational risk exposures, and
then links controls, risk weightings, audit findings

and losses to those exposures. QRSA tools focus on
qualitative.  process-based management  of
operational risk and typically support risk policy
definition and controls, including an organisational
framework: business process identification: as well
as mapping, evaluation. audit and certification
functions. Information related o loss events and
key risk indicators are captured. reported, and
escatated theough a workflow functionality to the
appropriate fevel of management for regulatory
reporting.

To slart identifying a list of CSFs for an
ORMS, [T, ERM and Enterprise Resource Planning
(ERP) implementations as well as operational risk
in general were researched 10 determine a baseline
and categories for potential CSFs relevant to an
ORMS  implememation, Strauss  and  Corbin
(1990:15} state that with respect to the naming of a
talegory. “it is usually the one that seems most
logically related to the data jt represents, and it
should be graphic £nough to remind you quickly of
is  referent™. Accordingly, the categories and
category descriptions for CSFs are depicted in
Table | below that were obtained from the
literature,

Table I. Categories of critical success factors
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All CSFs retated 10 the support of the strategic dicection of the system

Stralegy
implementation project

Pre-project planning All CSFs related w0 the pre-project planming phase ot a systern
umplementation project

Scope All CSFs that relate (o the scope of a system mplementation project. The

Project Management Institute (PMI} defines Stope as “the work that must be
performed 1o deliver o product, service, or result with the specified features
and lunctions” (PM| 2008 .444),

Project resources

All CSFs that refate 1o the project resources who are involved with a system
tmplementation project

Project management

All CSFs that are related 10 the project management of the System
implememtation project  The PMI defines project management ag the
application of knowledge, skills. tools, and techrigues 1o project activities to
meel the project requarements

Performance monitering

Atl CSFs that are retated 10 the performance monitoring of a system
implememation project. The PMI defines performance monitering as those
processes required tracking, reviewing and regulating the progress and
performance of the praject, wentitying any areas in which changes to the
plan are required, and initiate the correspondeng changes(PMi 2008:444),

management

Decision-makers’ support  from  senior | Al CSFs that are related 10 1lhe key stakeholders and decision-makers
invelved with a system impiementalion project

Governance

All CSFs related 1o the governance ol a sysiem implementaton project

Change management

Al CSFs that are involved with the charge management efiort threughout
the organisation undergoing a system implementation project

Communication

All CSFs eclated 10 both the imtermnal and external communication between
ali siakeholders involved in the system implementation project

Data All CSFs
implementation project

retaled 10 the application data required for a system

Application

All CSFs related 1o the application being implemenied as part of the sysiem
implesmentation project

Architecture

All CSFs related 10 the soluiion architecture for the system being
implemented

Internad qudn

project

All CSFs related 10 internal audit’s role within a system implememation
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AL the same time twenty-nine potential CSFs identified as part of the same literature review and
relevant to the implementation of an ORMS were are listed in Table 2 in no paiticular order,

Table 2. Critical Success Factors

i 1 Common understandina between business and 1T of'the risk stratcey

* 2 Defined risk appetite
% 3 Well defined and documenced Operaugnal Risk management polictes, processes & procedures
i 4 Clear. realisuc goals and objecttves (around the ORMS, and wihat the implementation will
E achieve)

i 5 A clear implementauon strategy

3 3 [ Business Unir and IT invotvement in Pre-projest planning (Business Unit involvement in carlv

& planning phases)
g - 7 A clearly establish project scope (clear and fixed statement ot requircrnents afong with smaller
= § project milestones)
Bk 5 Ensuce that the ORMS implementation is enterprise wide
- ] 9 Ensurc adequate budget for project resources (io cover m additton 10 the direct project costs,
Costs assuciated Lo project team performance incentives, €.8. project bonuses)
10 A _cross functional team consisting of the right mix of external consultants and internal statf
11 -Full-time (dedicating T00% of iheir 1ame 1o the project) team members (assuming that they are
adeyuarely skilled)
12 Have an experienced project leam wilh the right mix of business and technical skills
13 Assign responsibility {10 one or several individuals for delivery of the project
14 Have a competent project manager (both in terms ot skill and leadership abiliry)
15 Have effective monitoring/eontrol throughouwe the implementation lifecyele (strong/detailed

plan kept up 1o date throughout the implementation lifecycle atong with ensunng that risks are
nddressedmsscssedfmanage-.t)

16 tave specitied measures of project success (predefined metrics W track and mongtor the
Project’s success against, e.g. 0% decrease ina particular process time)
17 Have a project Spensor/Champion lrom top management (having the CRO, or equivalently

empowered decision malcer, driving change along with active lop management support
throughout the implementation lifecyele)

18 Have a documented and agreed project team structure (reflecting clearly defined roles &
responsibrlities throughout the organsation as they relate o the project team along with a
defined project steering commulies)

9 Have a defined and documented organisational structure {an organisational wide structure
documenting interdeparimental foles/reporting lines that rellecling the ORMS projects
refationship/impact on this structure)

20 Ensure efteciive Change Management (focusing on User/Client involvement threughout the
implementation process along with adequaie iraining)
21 Ensure targeted and effective commuatication (management of expectations at all levels aleng
with communication among key stakeholders and contmuoys project progress communicaiion)
22 Ensure it Opecational Risk related data js available, w a single daa repository
23 Have a documented Darg Modet (Conceptual, logical and physical data model for alf data
related 10 an ORMS)
24 Have mivimal customisation to the ORMS sofiware (aligning the business processes (o the
soltware)
25 Ensure that the ORMS intertaces with legacy systens and other applications
26 Conduct system tesung prior to implementation
. 27 Have-a vendor with past experience in a similar intplementation
: 28 Have flexible and configurable architectural framework: (architectural design of the ORMS
Lyt solution)
- 29 Have nternat Audit conrot throughowut implementation (the involvement of the Internal Audit
ey department throughour the implementation lifecvete) J

Each CSF can be allocated 10 3 CSF category. reflected in Table 3.
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pOries

Alloe

Stratesy

Well-defined and documented operational risk managemeni policies, processes

L1 and procedures
1.2 Common understanding of risk stratery between business and [T
1.3 Define risk appetite and tolerance
Decision-makers’®
2 support  {from  senior
management
Project sponsor/champion from 10p management
CRO required to drive ¢hange
2.1 Aclive top management supporl throughout the implementation life
cyvile
Empuwered decision-makers
3 Governance
Documented and agreed Project leam structure
Creation of a project steering committee
| kN1 = = = —
Clearly defined roles and responsibilities throughout the organisation
i foperational risk-related)
3.2 Drefined and documented organisationa) structure
4 Data
4.1 Data availability, migration, consolidation and cleaning
4.2 Data model
5 Communtication -

“Targeted and effective communication
Managemen: of expectations at all levels
51 Communication among kew stakeholders
Project progress communication ]
_Organisational adaptation/culiure/stracture

Effective change management 2

6.1 User/client involvement .
. Training provision {budpet, resources)

| End-user training

6 Clwnle munigement

7 Project resources vk
11 Experienced and adequately skilled pro‘ect team
Lo - _ Team should have both business and technical knowledge
- Adequate budget
7.2 Adequate compensation and ncentjves
Linking output to management conipensalion
7.3 Fuli-tinte 1eam members
7.4 Cross-tunctional team consisting of a mix of consultants and internal staff
3 Scope
Clearly established project scope
8.1 Clear and fixed stalement of reguirements
Smaller project milestones
8.2 Enterprise-wide implementation
9 Project management
9.1 Responsibility assigned B
9.2 Competent project manager
1o Application
Ty System lesling prior to implementation
19.2 Vendor support and past experience
10.3 Interfaces with legacy systems and othor applications
11 Architecture
1.1 Flexible and configurable architectural framewaork
12 Pre-project planning
12.1 Clear realistic goals and obiectives
12.2 Business unit and IT involvement in pre-project planning
' Business unit involvement in early plannigs_
12.3 Clear implementation strateey
13

Performance monitoring

Effective monitoring/control throughout the \ntplementation life cycle
Strong/detailed plan kept up to date throughout (he implementation
131 life cyele
! Risks addressed/assessed/managed
Maintaining initial project scope

13.2 Specifted measures of success
i4 Internal audit
14,1 Internal audit conteol throughout implementation S 1
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In order to determine the critical imponance of assets) and are considered o pe the  most
the identified CSFs for the implementation of an sophisticated financiaj Services organisations in the
ORMS. the following research methodology was ndusiey  in terms of information technology
used. maturity.

In addition 1o the identified financial services
Research Methodology institutions, |T consulting  firms  wepe also
considered in {he target population. ag they are
Rescarch was carried out, via uestionnaire, (o often  contracted by the financial services
validate the [ist of 29 CSFs by confirming hyw institwtions 1 play a role in the implementation
critical and imporiant each CSF was in relation to process. Thus. it was assumed that these firmg
an  ORMS implementation project.  The would have a considerable amouyn, of experience
questionnaire was distributed to an identitied largel and expertise in impicmcming an ORMS.
group within the South African finangial services A toal of 52 Juestionnaires were completed,
community, The target population for the South which represents a 68% response rate, Responses
African financjal services industry comprised of the across all business-lype categories were received,
$IX main largest Svuth African banks. The reason however, analysis of the results (Figure 1 below)
for deciding on this target audience was baged on indicated that the majority of respondents were
the  South  African Reserve  Bank's stalistical from IT consulting firms and regaj| banks, which
information of 2011, According to this tnformation, tepresented 42 per  geng and 34 per  cen
these banks together constitule approximately 90 respectively,

Pet cent of the South Afiican banking marke (by

Figure i, Respondents business type summary

Retail bank
Wholesale bank
O Private bank

O Consulting firm

To determine the significance of the 29 below), each CSF from  “neither critical  nor
tdentified critical success factors, the respondents imporant” 1o “extremely critical and important™,
were asked to rate. via Likert scale (Table 4

Table 4: Likert scafe rating and deseription

Neither eritecat nor tmportant

Important not crinea)
Somewhat eritical and mportus

Crrtical and imporian

| | IIII

Extremely critical ang important

F
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Reponses o the questionnaire (Figure 2 below) implementation of ap operational risk management
revealed that 27 out of the 29 critical sucpess System.
factors were deemed important and eritical 1o the

Figure 2. Significance of critical success factors
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For a CSF 1o be considered, the average and important as wej] as extremely critical and
response had to be at [east “somewhat critical and important.  As  he majority of respondents
important”, CSF 24, minimal customisation to the considered this CSF ag Jess than somewhat critjcal
ORMS software, in F igure 2 above, was not and important, it was not considered as a CSF for
considered as critical with only 19% of respondents the implementation of an ORMS.
indicating that this was critical and important. The The questionnaire also determined the priority
majority of respondenis {45%) were of the opinion of the 14 identified CSF categories {originally
that this was somewhat critical and important, with defined in Table | above). Figure 3below presents
26% being of the opinion that this was important the cumulative resylis of the prioritised CSF
but not critical. Only 6% of respondents thought categories as per the respondents’ feedback, The
that this was nejther critical nor important. With the majority (62.7%) of the respondents confirmed that
majority of respondents considering this CSF as the most important factor calegories of an ORMS
less than somewhat critical ang important, CSF 24 were strategy and decision-makers* Suppor! from
“Was not considered as a CSF in the implementation Senior  managemen;. This indicated that the
Jfan QRMS. respondents recognised the strong need to have a
CSF 29, ke imporiance of having internal definite  and well-defined strategy  around
audit controf throughout the implementation, in implementing an ORMS as well ag support from
Figure 2 above, was found to be important byt not senior management in order 1o eXecute a successful
critical by 30% of (he respondents with another implementation of an operational risk management
30% considering this as Somewhat important and system, ¥

critical. Only 299 considered this ag being critical
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Fizare 3. Prioritised ciitical suceess Fetor Calegories
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Based on the response. the 27 identified CSFs docuntents is ustaily considered as a starling
along with the prioritised CSF categories were peint for  the
combined to produce u list ol prioritised CSEs with Documenied policics,
associated calegorivs { Table Subove). procedures enable the team involved to clarify
The cumulative resalis from the questionnaire with management how the new svstem will
cnabled the CSFs and their respective categories 1o complement the exisling way ol handling
be ranked in order of importance wnd criticality. vperalional cisk. and where it will deviate. By
There are severai conclusions that can be drinwn identilving  specilications
from the resulls ol the questionnaire.  [hese upfront, the project wam is able o adequately
conclusions are grouped below in order ol privrity seope and plan for the implementation and
according o the 14 dentified  CSF categories ultimately tncrease the probability of success.
discussed in the section above. - A commoon understanding of the risk strateg)
As o a general  observation. the  highest benreen the business and the [T department
prioritised CSF categories and CSFs 1ended o be will ensure that the solution that is developed
those that inftucnced v impacted the nnplementing will mect the business’
lirm o an organisaiional Jevel, while the Jower impostant that @ mutual understanding ol the
prioritised categortes and CSEs were dound o risk strinegy be maintained  throughout  the
impactand - inlluence theCGIRMS project implementation in order o ersure alignment ol
enviroament. As an example, swareyy, decision- the ORMS to the overall risk strategy.
makers” support from senior managemeat as well s A defined risk uppeite und tolerance  will
as goveriance, wend Lo nfluence and be managed wl allow Tor the ORMS to be correctly calibrated.
an organisational level and were thus found to be Fhe risk appetite and toleranee will define the
the top  lwee  prioritised  CSE categories. operational risk that the bunk is prepared 1o
Architecture.  pre-projece planing,  performunce tolerate und will thes have a direet impact oa
monitoring aird internad audie are all project- o the system that manages and monitors the
specific. and were Tound o be the Towest prioritised operations] risk is impiemented and calibeated,
CSE categories. The results seemed to indicate thut Decision-makers’
for an  fmplementation 10 have  the  highest management
probability ol suceess. OSFs that allear the - Having a project sponsorcliumpion from top
organisationa level must first be examined and in management is vital o provide the right level
place before concentrating on more operational und ol supporl behind the  project. Vypically.
project-level CSEs. :
Other key  observations resulient from the a business perspective will [all under the risk
fiteriure review amd in order of privrily according andfor - tingnge
to the empirvical analysis, are discussed below: CROCFO sheuld provide Tull support 1o drive
Strategy the reqaieed change. Active support from top
- Maving  well-defined  and  decumented manegentent throughout the implementation
operational  risk  management policies, lile cyele will ensare that decisions are made in
processes and provedures was identiticd as the atimely manner and that the implementation
most impustunt eriticad suceess facior v enably leam receive the reguired support. All decision-
@ suceessful ORMS Jmplementation. This is makers involved in the project should be
pussibly - because  the existence ol these adeguately cmpowered i
-~ v
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change and decisions at the level where it is
required.

Governance

A documented and agreed project  team
structure along with clearly defined roles and
responsibilities throughout the organisation for
all - stakeholders invotved with the ORMS
implementation is crucial to ensure that all
parties involved are aware of their rofe within
the implementation. Estabiishing a project
steering committee prior 1o the commencement
of the project allows for a single project
governance body to be established with the role
of guiding, reviewing and approving all critical
milestones and issues that arise during the
project. The project steering committee should
consist of senior managers and executives who
have a direct interest in  the ORMS
implementation.

A defined and documented organisational
structure allows the project team to assess
possible areas within the organjsation that will
be impacted by the implementation. Once an
understanding has been established, the project
team can adequately prepare and manage the
stakeholders within these areas. it was noted in
the analysis of the results that banks that have
implemented an ORMS found it more critical
and important Lo define and document the
organisational  structure  for  the ORMS
implementation than compared to banks that
did not have an QRMS or who did not plan to
implement an ORMS. This finding is in line
with the wview of having a defined and
documented organisational structure prior 1o
implementation.

Data

The data required w set up and run the ORMS
should be available prior to starting the
implementation. Onge  the data has been
identified. the data needs to be consolidated.
verified and migrated into the new ORMS.

A data model. which defines the relationships
between disparate data entities within the
operational risk  environment, should be
developed prior to implementation. Having a
defined data model will allow for easy
integration between the data source systems
and the new ORMS. When examining the
respondent  types, it was noted that a
documented data model was considered more
critical and important by organisations that
were planning on implementing an ORMS than
those that did not have an ORMS or were not
planning to implement an ORMS. This tinding
is in line with the view of having a defined data
mode! prior to implementation.
Communication

Project communication must be addressed by
fargeling the correct stakeholders by delivering
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the correct message at the right time and in the
right format, T hroughout the project, the
expectations of kev stakeholders involved in
the implementation must be managed through
effective communication. This typically takes
the  form  of frequent project  progress
communications to alt identified stakeholders
and is usually adapted 1o the style, structure
and cultwre of the organisation,

Change management

Any new system implementation brings a fair
degree of change 1o an organisation. Effective
change management is important 10 ensure that
all affected parties understand the impact of the
change and the way it affects thejr work. By
establishing adequate training prior to the
implementation, the organisation can begin 1o
manage the change that a new ORMS wil|
bring by adequately training and familiarising
the end-users with the new features and
functions of the QRMS.

Project resources

The implementation team should consist of
experienced and adequarely  skifled  teqm
members who have a balance of both business
and technical knowledge. This is important
when  gathering  business requirements  to
implement an IT system that wil] be owned and
operated by the business. Having a team with
both business and technical knowledge will
enable an ORMS to be implemented that meets
both the needs of the business while still being
technically sound,

An adequate project budget should be set aside
1o incentivise and link the project teams’
vompensation to the outcome of the project.
Providing a performance bonus tied to the
successful outcome of the project will drive the
delivery team to provide their best efforts
during the implemenration,

Idealiy, the project team should consist of full-
time team menmbers with o cross-functional mix
af consultants as well as internal staff. The
implementation of an ORMS will require a
dedicated and focused team who should be full
time involved in the project. The project team
should also consist of a mix of cross-functional
consultants (with a wide range of skills) as well
as internal departmental team members to
provide the organisational perspective needed
to successtully implement the ORMS,

Scope

The scope of the ORMS implementation should
be clearly established prior to the project
conmencing. The scope should include a fixed
statement of requirements and  should be
organised within a project plan with frequent
project milestones.

The scope of the implementation should be
enterprise-wide. With operational rigk affecting
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the entire organisation  and ROl just a
department or subsidiary. an implementation
should be 1argeted across the enterprise. This
would also create efficiencies and synergies
across the organisation by means of common
and  standardised  wavs  of handling and
managing operational risk.

Project management

Responsibility for managing the project shoule
be assigned and made clear o all involved
stakeholders  before commencing  with the
project. Typically, a project manager will be
assigned responstbility for the delivery of a
project. The projeci manager s one of the most
critical  team  members throughout  the
implementation and thus a competent project
manager  should be selected. The project
manager’s primary responsibility is to ensure
that the project is delivered on time, on budget
and against the defined Scope. Once the project
manager has been assigned, this should be
communicated to all stakeholders in order 1o
promote accountability for the delivery of the
implementation,

Application

The application should be tested prior 10
implementation.  Application testing  should
locus on the stability and usability of the
ORMS application as well as attempt to
uncover any performance  issues, Having a
properly tested system prior to implementation
will support the adoption of the System by end-
users and will play a key rofe in determining
the success of the gverall implementaiion.

The vendor implementing the ORMS should
have experience in tmplementing and should
provide support throughout the implementation
life cyele.

I required, the selected ORMS should be
interfaced  with  (he organisation’s  fegacy
$¥stems in order (o ensure that the data required
to support the ORMS is available and in the
required format. This requirement is typical of
organisations with a fragmented application
landscape in which several applications contain
data needed by the ORMS,

Architecture

A flexible and configurable IT architectural
Jramework should be developed 10 support the
ORMS implementation. With a flexible and
configurable [T architecture, the complexity
and cost of an ORMS implementation should
be  reduced by capitalising  on  unified
architectures, scatable solutions and automated
services. This shoubd have g positive impact on
the probability of having a successful ORMS
implemeniation.

Pre-project planning

Clear realistic goals and objectives should be
set prior 1o the projuect commencing. By
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establishing the objectives of the project
upfront, the expectations of all stakeholders
involved can be managed throughour the
project life cycle. A set of clear goals and
objectives can also be ysed to drive out more
detailed project planning as well as establish o
reference point against which project progress
can be agsessed.

- Business units impacted by the implementation
as well as the [T department should  be
invelved early in the pre-project planning
phase. This will ensure thar ail stakeholders are
afforded the opportunity to understand the
impact that the ORMS will have on their
department as well as on their role throughout
the implementation.

- A clear implementation sirategy should be
developed and laid out prior 1o the star of the
project. The implementation strategy should
provide more in-depth insight into how the
ORMS wilt be implemented and by whom. The
strategy should also focus on defining known
risks and issues as well as mitigation strategjes
to address these before the project commences.
Performance mottitoring

- Effective monitoring and control of the project
is necessary throughout the implementation [ife
cycle with a strong and detailed plan being kept
up to date. Project risks should be identifted,
assessed and managed frequently as part of the
monitoring and control life cyele.

- Project success metrics should be defined up
front in order to measure, as part of the
monitoring and control {jfe cycle. whether the
project is delivering the intended benefits.
tuternal audit

- Due to the fact that the category of internal
awdit was found to be non-critical for a
successful implementation of an ORMS. it can
be considered as not applicable at this stage.

Conclusion

In most countrics across the globe, the globai
financial crisis showeased centain inadequacy of the
current financial services industry regulation as
well as the inability of industries to suceessfully
detect and prevent the risk exposures. Seme of the
most severe [osses that were experienced during the
crisis could be attributed to operational risk {ailures.

With the introduction of Basel H. the field of
operational risk received a boost in terms of the
development of 10ols and strategies. The emergence
of operational risk management systems provided
much needed support to the management and
monitoring  of  operational risk  within  an
organisation: however there have been challenges
in realising these benefits with difficult and often
farled ORMS implementations. |t was  thus
determined that an ident fied list of ¢ritical success
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factors relevant 1o an ORMS implementation was
needed in order to increase the probability of
suceesstully implementing an ORMS system.
Through a review of the literature and survey
on CSFs. the study identified g get of 27 success
factors that were considered as critica) and
important for the implementation of an ORMS. The
prioritisation of the success factors along with theiy
corresponding  categories provided insight inig
which C8Fs were the most important and should be
regarded as g priority  when implementing an
ORMS.  CS8Fswhich could influence  the
organisation were identified as the most critical and
important with CSFs around strategy, support from

topics needed to be addressed prior 1o the actual
ORMS implementatjon taking place,

The remaining CSF categories and assocjated
CSFs all pertained 1o the ORMS implementation
project. CSFs around data, communication. change
management, project fesouwrces, project scope,
project management, sofiware application, IT
architecture, pre project planning  and project
performance monitoring were identified as being
critical and important 1o the implementation of an
ORMS.

The identification of the CSFs should provide
future ORMS stakeholders with the ability to
improve the probability of implementing an ORMS
successtully, The identified CSFs should aiso allow
for the efficient altocation of scarce organisational
and project resources against the identified CSFs
most likely to influence the success of the
implementation,

The results from this research should lay a
foundation upon which 10 build the understanding
of the CSFs affecting an ORMS implememation. In
addition 1o thig research  further  areas  for
_investigation could be to determine whether-

the identified CSFs extend acrosg industries:

and
= how the size of the implementing organisation

affects the identified CSFs,

The adoption of these and other identitjed
CSFs should increase the probability of a successful
implementation of an operational risk Mmanagement
System by serving as a guideline during the project
management progess.
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