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Theoretical foundations of data protection in light of

comparative conclusions and South African law of delict
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1 INTRODUCTION

Fromthe comparative analysis, it isevident that data protection entailsthelegd protection of aperson'
(called the data subject) with regard to the processing of data concerning himsalf or hersdlf by another
person or inditution.? The am of this chapter is to andyse the private law foundations® of the legal

1 Although the primary concern is datarelating to an identified or identifiable natural person (see ch 6 par
2.5.3), dataon juristic persons can also be included (see par 2.5.2 below).

2 Neethling Persoonlikheidsreg 321. See aso Gellman 1994 Gov Inf Q 245, 246 according to whom data
protection “focusses attention more precisely on laws, policies, and practices that affect the collection,
maintenance, and use of personal information about individuals’. See further ch 1 par 1.6.

3 Data protection also has abasisin constitutional law and criminal law can play arole in the enforcement
of data protection obligations. Although attention is briefly paid to the way in which these fields are
(continued...)
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protection of the data subject in South African law from atheoretica viewpoint and to establishto what
extent, if any, the data protection principles expounded in the previous chapter arereflected in our law.*
Thiswill make it possible to establish which of the data protection principles are not given (ufficient)
effect to in South African common law and thus what lacunae exist which should be rectified.

2 PRIVATE LAW BASIS FOR PROTECTION

2.1 Interests involved

The processing of information or data on a person by a data controller primarily threatens the privacy
and identity of the data subject.® Privacy and identity are both persondity interests. A personality
interest is anon-patrimoniad interest that cannot exist separately from theindividua .® Persondity rights
are characterised by the fact that they cannot be transferred to others, cannot be inherited, are
incgpable of being rdinquished, cannot be atached and that they comeinto existence with the birth and
are terminated by the death of a human being’ (or in the case of a juristic person, when such person

comes into existence or ceasesto exist).?

Different personality interests have been identified, such as the body, physica liberty, good name,

3(...continued)
involved in data protection in the different countries studied, a detailed investigation of the theoretical
foundations of data protection in constitutional and criminal law falls outside the scope of thisthesis.

4 The next chapter explores the question whether the protection of the data subject that is theoretically

possible in our law has been realised in positive law; in other words, to what extend data protectionisin
fact implemented under South African law.

5 Why thisis so, will be explained in par 2.3.2.1 below. A person’s good name and dignity may also be
involved (see Neethling Persoonlikhei dsreg 326 fn 46).

6 See Neethling Persoonlikheidsreg 14 and authority cited there.

7 Joubert Grondslae 124 et seq; Neethling Persoonlikheidsreg 17.

8 Neethling Persoonlikheidsreg 17 fn 139.
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dignity, fedings, privacy and identity.® These persondlity interests are refinements of the broader triad
of the Roman law, namely corpus, fama and dignitas.'® Privacy and identity are considered to be part
of the dignitas concept, which is a collective term for al persondity aspects gpart from fama (good
name) and corpus (physicd integrity).™* The infringement of a persondity interest leads to non-

patrimonid loss

Other interests of a patrimonial nature may aso be at risk when data processing takes place. For
example, a person’s creditworthiness can be infringed if incorrect information concerning his or her
creditworthiness is processed.’® Where these other interests are relevant they will merely be referred
to in passing, since the main focus of thisthesis is on the persondity interestsinvolved.*

9 For adetailed discussion of thesepersonality interests, see NeethlingPer soonlikheidsreg 31-47. But see
Burchell Delict 189et seq and Personality rights 327 et seq who arguesfor abroad interpretation of dignity
toinclude personality interests such asreputation and privacy, aswell astheindividual’ sright to personal
autonomy. He argues that it is important that the courts should adopt a “broad, human rights oriented
interpretation to the civil-law concept of dignity” (Burchell Delict 189).

10 See Neethling Persoonlikheidsreg 53; Van der Merwe & Olivier Onregmatige daad 10; Van der Walt &
Midgley Delict 14-15 (par 10);Universiteit van Pretoriav Tommie Meyer Films (Edms) Bpk19774 SA 376
(T) 384.

11 Bernstein v Bester NO 1996 (2) SA 751 (CC) 789; Jansen van Vuuren v Kruger 1993 4 SA 842 (A) 849;
Neethling Persoonlikheidsreg 231.

12 For more on this, see par 2.3.5 below.

13 Klopper Kredietwaardigheid 15 244 defines creditworthiness as the characteristic, attribute or ability of
aperson (including ajuristic person) to invoke confidence on the part of acreditor in hisor her willingness
and ability to pay hisor hers debtsin future. Such a characteristic is obtained by the person’s previous
active use of credit. Because creditworthiness has a patrimonial character it cannot be classified as a
personality interest (Klopper Kredietwaardigheid 249; Neethling Persoonlikheidsreg 21). A discussion
of the precise nature of creditworthiness falls outside the scope of thisthesis (in this regard see Klopper
Kredietwaardigheid). Klopper 249 classifies creditworthiness as a separate immaterial property right,
whereas Neethling Persoonlikheidsreg 22 describesit as personal immaterial property. Neethling shows
that creditworthiness does have some of the characteristics of personality rights, in that it cannot exist
without being connected to a person and it cannot be transferred, inherited or attached (Neethling
Persoonlikheidsreg 20; contra Klopper Kredietwaardigheid 241-243).

14 At thispoint, theinterplay between creditworthinessonthe one hand and privacy and identity on the other
handintheareaof dataprotection should benoted. Thefact that credit informationiscollected onaperson
in order to establish such person’s creditworthiness creates a potential threat to the privacy and identity
of the person, especially if the person has no control over the information collected. On the other hand,
where data protection principles arein place, creditworthiness may also be protected in the sense that the
credit information collected will be more accurate since the creditor will have control over hisor her credit

(continued...)
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2.2

221

Delictual protection

Traditional common law principles

Inprivatelaw,® the individua’ s rightsto his or her persondity'® are protected by means of the law of

persondity, which forms part of the law of ddict. The remedies for the protection of a person’s

persondity are therefore of adelictud nature. This meansthat in South African common law a person

can rely on the law of ddlict for protection of hisor her rights infringed by the processing of persond

information.*” These rights, which are recognised and protected interests in South African law, are

primarily the rights to privacy and identity.®

In South African law, the question of delictud liability isgoverned by ageneraising gpproach,*® dlowing

for the recognition and protection of persondity interests, such asprivacy, which have only cometothe

14(...continued)

15

16

17

18

19

information (see Klopper Kredietwaardigheid 91).

Personality rightsarealso directly or indirectly protected by criminal law (eg sanctionsagainst crimessuch
as murder, culpable homicide, assault, rape, crimen iniuria (see Jansen 2002 (Apr) De Rebus 29-31),
criminal defamation and kidnapping (see further Snyman Criminal law)), administrative law and
constitutional law, specifically in termsof theBill of Rights. Ch 2 of the Constitution of 1996 recognisesthe
right to human dignity (s 10), theright to life (s 11), the right to freedom and security of the person (s 12)
and the right to privacy (s 13) as fundamental rights. According to Neethling Persoonlikheidsreg 20,
personality rightswhich areenshrinedinabill of rightsdo not changetheir juridical character. They remain
personality rights, but receive stronger protection in that thelegislature and the executive of the state may
not pass any law or take any action which infringes or unreasonably limits such rights. Since the Bill of
Rights also has horizontal application — ie between individuals — personality protection between
individualsis also enhanced. See further par 2.2.2.

The expression “rightsto personality” was used in South African case law as early as 1908, when Innes
CJinRvUmfaan 1908 TS 62 68 referred to “those real rights, those rights in rem, related to personality,
which every free man is entitled to enjoy.” See further Neethling Persoonlikheidsreg 3 et seq.

Asageneral rule the laws of South Africaapply to al personsin the country, including foreign citizens
(Dean “SA” 381).

See abovepar 2.3.2.1.

This means that general principles or requirements regulate delictual liability. The opposite of thisis a
casuistic approach (eg of English and Roman law) where awrongdoer will only be held liableif his or her
conduct satisfies the requirements of a specific tort (ie delict) (see Neethling Persoonlikheidsreg 4; Van
der Walt & Midgley Delict 18-19 (par 18); Alheit Expert systems 140).
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fore in modern times? The elements of a ddlict are evident from the generally accepted definition
thereof: A ddlict is the wrongful, culpable conduct of a person causing harm to another.?t In other

words, the requirements are an act, wrongfulness, fault, causation and damage.?

2.2.2 Influence of Constitution on law of delict

Apart from the traditiond common law principles it is important to note that the Condtitution,?
especidly the Bill of Rights?* may have a profound influence on the delictua protection of persond
data. In Carmichele v Minister of Safety and Security (Centre for Applied Legal Sudies
I ntervening)? the Condtitutional Court put it unequivocaly that, in the light of section 39(2) of the
Condtitution,? there is agenera duty on the courts to develop the common law with reference to the
spirit, purport and object of the Bill of Rights. Neethling® emphasises, however, that itisimportant to
keep in mind that this generd duty does not give judges carte blanche to change the common law
arbitrarily. The court stressed that the most important force behind legd reform was il the legidator
and not thejudiciary. An investigation into changing existing common law should comprise atwo-fold
process. Firdly, it would have to be established whether existing common law requires revison in the
light of the condtitutiona objectives, that is, whether the development of the common law is necessary,

20 Neethling, Potgieter & Visser Delict 5; Alheit Expert systems 141.

21 Perlmanv Zoutendyk 1934 CPD 151, 155; BobergDelict 24-25; Neethling, Potgieter & Visser Delict 4; Van
Aswegen Samel oop 135; Vander Merwe & Olivier Onregmatige daad 24; Van der Walt & Midgley Delict
2-3 (par 2).

22 See par 2.3 for adiscussion of the elements.

23 Constitution of the Republic of South Africa Act 108 of 1996. Cited as Act 108 of 1996 and referred to as
“the Constitution of 1996" or “the 1996 Constitution”, or “the Constitution”.

24 Ch 2 of Act 108 of 1996.

25 2001 4 SA 938 (CC). For discussions hereon, see Leinius & Midgley 2002 SALJ 17; Pieterse2002SALJ 27,
Neethling & Potgieter 2002 THRHR 265.

26 Requiring that “ when interpreting any |egislation, and when devel oping the common law or customary law,
every court, tribunal or forum must promote the spirit, purport and objects of the Bill of Rights”.

27 See further Neethling 2002 THRHR 574, 586.
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and if so, secondly, how such development should take place.?®

The direct application of the Bill of Rights® hasresulted in the strengthening of entrenchedrights, largely
through the congtitutional imperative which obliges the State to respect, protect, promote and fulfil the
rightsin the Bill of Rights® In the present context, the right to privacy isimportant. The Bill of Rights
expresdy recognises the right to privacy as a fundamenta human right in section 14. ldentity is not
recognised eo nomine but, like the right to agood name (fama) whichisaso not mentioned explicitly,
it can be considered to be protected under the right to dignity, which is mentioned explicitly in section
10.3! The concept of human dignity in the Condtitution can thus be compared with the wide dignitas
concept of common law.®? A strong case may be made that the entrenchment of the right to privacy
(and identity) is an indication of the state’s legal duty to take reasonable steps to prevent a person’'s
privacy from being infringed by third parties>

The rights that are expresdy condtitutionaly entrenched obvioudy dso play an important role in the

28 See further Neethling 2002 THRHR 574, 586-587.

29 The application of the Constitution to the common law may be vertical (in so far asit binds the state and
its organs — Constitution, s 8(1)), aswell as horizontal (in so far asit binds natural and juristic persons —
Constitution, s8(2)), and may be either direct or indirect (NeethlingPer soonlikheidsreg 92-93; Neethling,
Potgieter & Visser Delict 19-23). Verticaly, its direct operation meansthat the state is obliged to respect
the fundamental rights applicable to the field of the law of delict in so far as the relevant rights are not
limited in terms of the limitation clause of the Bill of Rights (Constitution, s 36(1)). Horizontally, its direct
operation meansthat, by means of the application (and where necessary devel opment) of the common law,
the courts must give effect to the fundamental rightsrelevant to or related to the field of the law of delict
to the extent to which legislation does not do so (Constitution, s 8(3)). In contrast, the indirect operation
of the Bill of Rights meansthat all private law principles and rules — including those that govern the law
of delict — are subject to and must thus given content in the light of the basic values of the Bill of Rights.
In this regard, the courts must promote the spirit, purport and objects of the Bill of Rights in the
development of the common law (Constitution, s 39(2)).

30 Act 108 of 1996 ss 7(2)) and 205(3). See Neethling 2002 THRHR 574, 586.
31 Seefurther par 2.3.2.1.

32 Seepar 2.1. Also see NeethlingPer soonlikheidsreg 96. According to Gardener v Whitaker 1995 2 SA 672
(E) 690 “theright to respect for and protection of human dignity in s 10 of the Constitution ... seems to
encompasssomething broader thantheRoman-Dutchconcept of dignitas...”. See also BurchellPer sonality
rights 328 et seq; Delict 14. But see Van Aswegen 1995 SAJHR 50, 63-64 who argues that Burchell's
concept of dignity, that embraces all fundamental rights, istoo wide.

3 See also Van der Merwe Computers and the law 131.
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indirect gpplication of the Bill of Rights, as happened in the Carmichele case. Indirect gpplication is
particularly rdlevant in the case of “open-ended” or pliable principles of ddict, namely the boni mores
test for wrongfulness, the accountability test for lega causation and the reasonable-person test for
negligence, where policy considerations and factors such as reasonableness, fairness and justice may
play an important role3* Therefore, the basic vaues which underpin the Bill of Rights could be
implemented to good effect as important policy condderations in the determination of wrongfulness,
legd causation and negligence. Thisapproachisaready followed in caselaw and wasexpresdy applied
in Carmichele. In fact, the court suggested that the application of the Bill of Rightsto thelaw of delict
in casu could lead to an emphasis on the objective nature of wrongfulness as a ddictud eement, and
that this eement would be defined more clearly and broadly. The court aso suggested that fault and
legd causation should play a more important role in limiting liability. A proper gpplication of these
delictud dements should aso dlay the fear of the unbridled extension of liahility. According to the
Congtitutiona Court, the process of are-gppraisa of the content of wrongfulness, in particular, may
result in existing principles and norms being ether replaced or expanded and enriched by the vaue
system embodied in the Condtitution. Since the legidator — and not the courts — is the most important
force in developing the common law in this respect, the process of replacing or enriching the existing
norms must neverthel ess be approached with caution.®

The Condtitutional Court’s gpproach in Carmichel e to the application of the Bill of Rights to the law
of ddlict providesthe basisfor ahedthy interaction between de lege lata principles of the law of ddlict
and the de lege ferenda role that the spirit, purport and object of the Bill of Rights should play in this
field of law.

A See par 2.3 below.

35 Therefore, it is suggested that in the exercise of this process, the general principles which have already
crystallised in respect of the reasonableness or boni mores criterion (legal convictionsof thecommunity)
for delictual wrongfulness may still be regarded as a prima facie indication of the reasonableness or not
of an act (see Neethling, Potgieter & Visser Delict 22; Neethling Per soonlikheidsreg 69, 95 fn 389).

36 See Neethling & Potgieter 2002 THRHR 265, 272.
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2.3 Delictual requirements

231 Act

Only voluntary human conduct quaifies as an act for the purposes of the law of ddlict.*”

Thereforethe conduct must firgtly bethat of ahuman. A jurigtic person actsthrough itsorgans (director,
officid or servant) and may thus be held ddlictudly liablefor such actions®® Therelevant conduct isan
act which is performed by a human being, but which is attributed to ajuristic person on account of the
human's connection with that person. Neethling, Potgieter and Visser suggest the following guiddine
to determine whether a human act may be attributed to ajuristic person (legd corporations): “An act
performed by or a the command or with the permission of a director, officid or servant of the legd
corporationinthe exercise of hisduties or functionsin advancing or attempting to advance theinterests
of the legal corporation, is deemed to have been performed by such corporation.”® Data controllers,
who more often than not arelegd corporations or juristic persons, can therefore aso be held liablefor
the wrongful processing of data. Note aso that the conduct of a person who is not the data controller
or data processor, but who assists, aids or abetsin wrongful data processing, dso quaifies as conduct

and in principle such apersonisaso liable in ddlict.*°

Secondly, the conduct must bevoluntary. Voluntary meansthat the conduct must have been susceptible

37 Neethling, Potgieter & Visser Delict 27; Vander Merwe & OlivierOnregmatigedaad 25. The conduct must
of course be that of thedefendant, or of an employee, for whose conduct theemployerisvicariously liable.
In the case of vicarious liability, someoneisheld liable for the damage caused by another and vicariously
liability exists where there is a particular relationship between two persons, such as employer-employee,
principal-agent or motor car owner-motor car driver (see Neethling, Potgieter & Visser Delict 373; Van der
Merwe & Olivier Onregmatige daad 1 24; Van der Walt & Midgley Delict 25 (par 24)).

33 Neethling, Potgieter & Visser Delict 27-28; Van der Walt & Midgley Delict 51; Van Heerden & Neethling
Unlawful competition 66; Van der Merwe Computers and the law 152.

39 Neethling, Potgieter & Visser Delict 28 fn 6. See also Alheit Expert systems 146.

40 Compare McKenzievVander Merwe 1917 AD 41 51; Van Heerden & Neethling Unlawful competition 67.
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to human control; it need not be willed or desired.** If the actor is capable of making adecision about
the conduct and is capable of preventing the prohibited result, the conduct is voluntary.*2

Fromthe comparativeresearch, it isapparent that the act whichisrelevant in the areaof dataprotection
isany conduct that can be considered to be* processing” of persond data. Processing of datagenerally
includes any act (or any set of acts) performed in relation to personal data, such as the collection,*?
recording, collation or sorting, storage, updating, modification, retrieval, consultation, use, disclosure
and dissemination by means of transmission, digtribution or making availablein any other form, sharing,
merging, linking together, dignment or combination, blocking, as wel as screening, deletion or
destruction of data.** In short, it includes any operation performed upon persond data*

The fact that these types of conduct (in short, data processing) are often performed automatically by
means of a computer does not result in the conduct not meeting the definition of an act as voluntary
human conduct, because the computer is merely an instrument in the hands of humans*®

41 Neethling, Potgieter & Visser Delict 28; Van der Merwe & Olivier Onregmatige daad 25.
42 Alheit Expert systems 146.

43 It is important to note that from the moment the personal data are collected, data protection principles
should be applicable (Holvast 1998 (1) Priv & Inf4,5).

a4 WBP 1(b); Dir 95/46/EC a 2(b). Also see DP Act of 1998 s 1(1); Convention 108/1981 a 2(c); ch 1 par 1.7.2.

45 DPR Data Protection Act 1998 6; Carey Data Protection Act 1998 9; Pounder & Kosten 1995 (21) Data
Protection News 7. Also see ch 4 par 4.3.3.1 and ch 5 par 4.3.3.1. Aswill be explained under the heading
of wrongfulness (par 2.3.2 below), in terms of the law of delict, data processing will in principlelead to an
action for damages or an interdict if it results in personal information being collected or made known to
outsiders (that is, by an act of intrusion or an act of disclosure) or if it resultsin personal information being
incorrectly recorded or falsified. It will become clear that the collection of datawithout alegitimate private
or public interest isin itself a wrongful act of intrusion. The mere collection of sensitive, outdated or
irrelevant data, or data collected by means of a wrongful act of intrusion, should in principle also be
wrongful. Seefurther par 2.3.2 below.

46 Thisis analogous to where a person uses an animal to commit adelict (see egJooste v Minister of Police
1975 1 SA 349 (E) and Chetty v Minister of Police 1976 2 SA 450 (N)). See further Neethling, Potgieter &
Visser Delict 27. Alheit Expert systems 146 explains that an expert (computer) systemcan also be used as
an instrument to commit adelict.
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An act may take the form of either acommission or an omission.*” Therefore, not only acommissio,
but also an omissio may qudify as data processing. If the controller, for example, failsto take stepsto
guard againgt unauthorised access to the persona information and outsiders gain access to such

records, the controller has acted by means of an omission.*®

However, conduct can only result in liability if it wrongfully caused harm or prejudice to another.

2.3.2 Wrongfulness

Wrongfulness is determined by a juridicd vaue judgment on an act in the light of the harmful result
caused (or potentially caused in the case of theinterdict) thereby.® An act whichis, judged according
to the rdevant norms of the law of delict, objectively unreasonable is wrongful and thus in principle
actionable.>* The determination of wrongfulnessentailsadud investigation. Firg, it must be determined
that a legdly recognised interest has in fact been infringed, in other words the conduct must have
resulted in harm for the person —in our casg, in the form of infringement of the persondity. Secondly,
the prejudice must have occurred in alegdly reprehensible or unreasonable manner, in other words,

violation of alegd norm must be present.>

a7 Boberg Delict 210; Neethling, Potgieter & Visser Delict 27 32-34; Van der Merwe & Olivier Onregmatige
daad 29 et seq.

48 See also Faul Bankgeheim 323.
49 See Thomas v BMW South Africa (Pty) Ltd 1996 2 SA 106 (C) 120.

50 Knobel Trade secret 237. Boberg Delict 31 points out that wrongfulness is not simply an attribute of
defendant’ s conduct, but isafunction of that conduct together with its consequencesfor the plaintiff. On
wrongfulness in general, see Boberg Delict 30 et seq; Burchell Delict 24 et seq; Neethling, Potgieter &
Visser Delict 35 et seq.

51 Burchell Delict 38; Knobel Trade secret 237; Neethling, Potgieter & Visser Delict 35 et seq; Van der Walt
& Midgley Delict 54 (par 55).

52 Neethling, Potgieter & Visser Delict 35; Van der Merwe & Olivier Onregmatige daad 29.
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2321

Factual infringement of personality interest

The processing of data can factudly infringe a person’s persondity primarily in two ways.

|

|

Thiswil

Where true persona information is processed, a person’s privecy isinfringed.

Where false or mideading information is processed, the person’ sidentity isinfringed.>®

| be explained in detall in the following section.

Privacy

Definition and nature

It is generally accepted that data processing poses a threst to an individua’s right to privacy,> but

gmilar consensus does not exist on the precise definition of privacy. In thisthess Neethling’ s definition

is used asthe point of departure. Neethling defines privacy as“anindividua condition of life character-
ised by exdlusonfrom publicity. Thisconditionincludesal those persond factswhichthe person himself

[or hersdlf] @ the relevant time determines to be excluded from the knowledge of outsders and in

respect of which he[or she] evidences awill for privacy”.>®

Neethling Persoonlikheidsreg 325-326.
Seech1par 1.3.

Neethling, Potgieter & Visser Neethling'sLaw of personality 36; NeethlingPer soonlikhei dsreg 39-40. See
also Dean“ SA” 382. Thisdefinition has been accepted by the South African Appellate Division (now the
Supreme Court of Appeal) in National Media Ltd v Jooste 1996 3 SA 262 (A) 271. See also Jooste v
National Media Ltd 1994 2 SA 634 (C) 645; Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk
19774 SA 376 (T) 384;Bernstein v Bester NO 1996 2 SA 751 (CC) 789; Swanepoel v Minister van Veiligheid
en Sekuriteit 1999 4 SA 549 (T) 553 . It does not fall within the scope of thisthesisto research theright to
privacy and its definition in detail. Such research had been undertaken by Neethling in his thesis on the
right to privacy, which entailed a comparative study of the protection of privacy in German, French,
American, English and South African law (quoted as Neethling Privaatheid). Thischapter reliestoalarge
extent on the research done by Neethling in histhesis and his subsequent works, eg Law of personality
and Persoonlikheidsreg. Also see McQuoid-Mason Privacy in which the law of privacy in South Africa

(continued...)
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From this definition, the following remarks can be made about the nature of the privacy of natura

persons:

Privecy isan individua condition of life in terms of which a certain measure of secluson from

othersis maintained.>®

Seclusion should not be equated with a condition of spatid or physica seclusion (such asthat
provided by a private resdence). Anindividua can dso exist in other conditionsof secluson,

such as solitude, intimacy, anonymity or resarve.>’

A dateof seclusionimplies non-acquaintance by otherswith anindividua or hisor her persond

affairsin such agate®

Privacy conggs of the sum tota of informetion or factsthat relate to theindividud in hisor her

55(...continued)

57

is also examined against the background of the devel opment of theright to privacy in other legal systems,
and see further Burchell Personality rights 365-429. For useful compilations of essays on privacy, see
Wacks Privacy (vol I) and Ippel et al Privacy disputed.

Joubert Grondslae 135; Neethling Per soonlikheidsreg 37; Burchell Personality rights 365. See also Gross
1967 NYULR 34, 36 who defines privacy as “the condition of human life in which acquaintance with a
person or with affairsof his[or her] lifewhich are personal to him [or her] islimited”, and Holmes* Privacy:
philosophical foundations and moral dilemma’s’ 18 who definesprivacy as“[F]reedomfromintrusioninto
areas of one’'slife that onehasnot explicitly orimplicitly openedto others’. Also see Parent 1983 L & Phil

305, 306; Laurie Genetic information 6.

According to WestinPrivacy and freedom?7, privacy, when viewed in termsof therelation of theindividual
to social participation, is “the voluntary and temporary withdrawal of a person from the general society
through physical or psychological means, either in a state of solitude or small-group intimacy or, when
among larger groups, in acondition of anonymity or reserve.” Also see Gavison 1980 YalelLJ421, 428 who
defines privacy as “a limitation of other’s access to an individual”. In her view of privacy, secrecy,
anonymity and solitude are all elements of privacy. Perfect privacy exists for an individual when the
individual is completely inaccessible to others, and this exits when no one has any information about the
individual (the element of secrecy), when no-one pays any attention to the individual (the element of
anonymity) and when no-one has physical access to the individual (the element of solitude). Also see
Laurie Genetic privacy 6.

See Gross 1967 NYULR 34, 36.
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state of withdrawal from publicity, which facts are excluded from the knowledge of outsiders®

Not al information whichis protected againgt acquaintance by outsidersforms part of privacy,
snce privecy only reaes to persond informetion, thet isinformation concerning for example

the individud’s persondlity or persond lifein his or her private home*°

Theindividud himsdf or hersdf determines which informetion is private, coupled with the will
or dedre to keep the particular facts private. If the will to keep facts private
(privaathoudingswil) islacking, theindividua’ s interest in privacy is aso lacking.®*

The individua can decide whether certain persond facts are totaly excluded from the
acquai ntance and knowledge of outsiders, or whether only certain personsmay gain knowledge

thereof .52

The power of theindividua to determine for himself or hersdf the scope of hisor her interest

59

61

62

Neethling Persoonlikheidsreg 38. Westin Privacy and freedom 7 al so emphasises that privacy concerns
information about a person and Wacks “Privacy reconceived” 77 argues for an “information-based
conception of privacy”.

Joubert Grondslae 135. Information that relates to trade secrets, is eg related to patrimonial property and
falls outside the personality (Joubert Grondslae 135; Neethling Per soonlikheidsreg 38). Also see Knobel
Trade secret 218-221.

National MediaLtd v Jooste 1996 3 SA 262 (A) 271-272; Neethling Privaatheid 286; Persoonlikheidsreg
38; Nabben & Van de Luytgaarden De ultieme vrijheid 9 17.

Persoonlikheidsreg 38. Thesepersonsmay bedefiniteor fixed (eginthecaseof confidential rel ationships),
orindefinite but restricted (eg in the case of observation or identification of anindividual inapublic place).
If the individual decides that an indefinite number of people may be acquainted with personal facts, the
facts are the subject of general knowledge and not included in his or her sphere of privacy (Neethling
Persoonlikheidsreg 38). Also see Westin Privacy and freedom 31-32; Holmes “Privacy: philosophical
foundations and moral dilemma’s’ 20-21; National Media Ltd v Jooste 1996 3 SA 262 (A) 271-272.
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in privacy is considered to be the essence of the individua’ sinterest in his or her privacy. %

It is clear that data processing endangers the individua’s privacy, since, as has been said, privacy
consstsof thesumtota of information or factsthat relate to theindividua . Where persond information
iscollected or otherwise processed, theindividud’ sprivacy must therefore beinvolved. It might betrue
that not dl separate pieces of information collected about an individua are necessarily private, but the
total picture presented by the record of such information is usudly such that the individud involved

would like to regtrict others from having knowledge thereof .

ii Privacy distinguished from other interests

Privacy asapersondlity object is often confused with other objects of the personality, such asthe good
name, identity, dignity, fedings, or body. It isaso sometimes confused with autonomy, which concerns
the free exercise of a person’s will and therefore fals under the concept of legd subjectivity (thet is,
someonge s satus in the law as a person and the person’ s capacity to possessrights and duties).® If it
iskept in mind that privacy asapersondity interest isonly infringed when someonelearnsof trueprivate
facts about a person against the person’s will, the difference between privacy and other persondity

objects becomes clear.

63 Neethling Persoonlikheidsreg 40. This viewpoint was al so accepted inNational Media Ltd v Jooste 1996
3 SA 262 (A). Also see Neethling 1996 THRHR 528, 530 and Westin Privacy and freedom 7 who defines
privacy as “the claim of individuals, groups, or institutions to determine for themselves when, how, and
to what extent information about them is communicated to others”.

64 Aswill beseen, (seepar 2.3.2.2) the Constitutional Court'sconcept of “informational privacy” isinessence
also in conformity with Neethling's definition.

65 Neethling Persoonlikheidsreg 326; “ Databeskerming” 112; “ Privaatheid enuniversiteite” 132fn33. Holmes
“Privacy: philosophical foundations and moral dilemmas’ 21 explainsit thus: “ The paradox of privacy is
that knowledge of a collection of acts, each of which has been witnessed by some other people without
any violation of privacy, may constitute aviolation of privacy when it discloses dimensions of one’s life
one may prefer not be shared with just anyone.” In Department of Justice v Reporters Committee for
Freedom of the Press 489 US 749 (1989) 763-764 the US Supreme Court also found that an individual’s
privacy can beinfringed by the disclosure of that person’s“rap sheet” (criminal record), although all the
information (arrests, indictments, convictions and sentences) summarised on a “rap sheet” have been
previously disclosed to the public. See also fn 208.

66 Neethling Persoonlikheidsreg 36-38 40; 1997 THRHR 137, 141-142. See also Gross 1967 NYULR 34.
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Reputation or good name: Prosser, for example, is of the opinion that the “private facts’ tort of
Americanlaw mainly infringestheindividua’ sinterest in hisor her reputation or good name.®” However,
aperson’sgood nameisonly infringed if hisor her reputation, thet is the esteem with which the person
is held in the community, is lowered. It is not a requirement for the infringement of privacy thet the
private facts disclosed should be defamatory.®

| dentity: Prosser’s “fase light” tort, for example, requires the publication of fase information.®®
However, thisinvolves the individud’ sinterest in hisor her identity, not privacy.” Privacy can only be
infringed by the acquaintance with true persond facts."

Dignity: It is dso incorrect to Sate that an invasion of privacy requires that a person must have felt
insulted,” since insult relates to a person’ s dignity, not privacy.”

Feelings: Theinfringement of aperson’ s“ mental repose’™ by forcing unwanted attention upon him or
her, or by otherwisedisturbing the person’ speaceful life (for example by pestering someone with phone
cdls, or by making obscene suggestions) should aso not be considered to be an infringement of

67 Seech2par2.1.2.2.

63 Neethling Persoonlikheidsreg 37.
69 Seech2par2.1.2.3.

70 See further par b below.

71 M cQuoid-Mason 2000Acta Juridica 227, 231 arguesthat fal selight cases should beregarded asinvasions
of privacy, even though the facts published are not true, because such publication has “unjustifiably
exposed the plaintiff to unwanted publicity”. It issubmitted that thisview will blur the distinction between
eg privacy, identity and good name, and will lead to the unavoidable conclusion that even defamation by
the mass media concernsinvasion of privacy.

72 Seeeg, Sv A 1971 2 SA 293 (T); Walker v Wezel 1940 WLD 66; Kidson v SA Associated Newspapers Ltd
1957 3 SA 461 (W), Mhlongo v Bailey 1958 1 SA 370 (W).

73 See Neethling Persoonlikheidsreg 266-267; O'Keeffe v Argus Printingand Publishing Co Ltd 1954 3 SA
244 (C).

74 See Gross 1967 NYULR 34, 37-38.
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privacy, " becausethereis no acquaintance with true persond facts about the person. Intheseinstances
it isthe person’ s fedings (physica-sensory or spiritua-mord), that are involved.”

Physical integrity: In most ingancesit isjudtified to characterise unauthorised medical examinations
and tests (such asablood test to determine paternity or HIV status) asan infringement of privacy, since
it resultsin an acqua ntance with persond medica information about theindividud. A case of thisnature
would aso involve aviolation of the body or corpus and thus be aninfringement of physical integrity.””

Autonomy or self-deter mination: American case law consdersthe congtitutiond right to privacy to
beinvolved whenthedateinterferesinindividuas privatelivesand prescribeshow they should manage
their private affairs, for exampleif the state prescribes on issues such as religion, education of children
and family planning.”® However, it is not privacy that isinvolved here, but theindividud’ sright to fregly

exercise hisor her will, that ishisor her autonomy, ™ or the capacity to live one's life as one chooses.®

75 Asiseg done by Joubert Grondslae 136; Van der Merwe & Olivier 350-351; Strauss et al Mediareg 305;
McQuoid-Mason Privacy 152-154.

76 Neetling Persoonlikheidsreg 37; De Wet & Swanepoel Srafreg 251 fn 128.
7 Neethling Persoonlikheidsreg 42.

78 Seech 2 par 3.2.1. The South African Constitutional Court also adopted thisapproach (seeCase v Minister
of Security; Curtisv Minister of Safety and Security 1996 3 SA 617 (CC); National Coalition for Gay and
Lesbian Equality v Minister of Justice 1999 1 SA 6 (CC)). Seefurther text to fn 117 below.

79 See further Neethling Persoonlikheidsreg 4144, esp fn 361. For adiscussion of the rel ationship between
privacy and autonomy, see Vorstenbosch “Privacy and autonomy” 65—78. But see Burchell Delict 189 et
seq 189 who argues for a wide interpretation of dignity to include the individual’s right to personal
autonomy.

80 See Holmes “ Privacy: philosophical foundations and moral dilemma’s’ 18. (For his definition of privacy,
see supra fn 56.) Holmes argues that it is important to distinguish between privacy and autonomy and
indicates that whereas privacy is afreedom, autonomy is a power or capacity. Holmes 18-19 explains the
difference between the two concepts with an example: “ Suppose a person in solitary confinement for life
is allowed to push a button that will randomly select one person whoselifewill then be monitored 24 hours
aday on atelevision screenin hiscell. Suppose that personisyou. With no oneto talk to, and no books,
newspapers, or magazines, the prisoner’ s sol e contact with the outside world, and his sole pastime, will be
to observe you, in every detail of your life, from the most public to the most intimate. Because the prisoner
has [no], and never will have, any control over you, he cannot physically constrain your choices. As
measured by the absence of physical constraints, your capacity to live your life as you choose is
unaffected. Y our autonomy isintact, but for your inability to alter this one circumstance of your life. But
you have absolutely no privacy (beyond that of your innermost thoughts, and those only aslong asthey

(continued...)
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Patrimonial interests: Privacy must aso be distinguished from patrimonial interest such as trade
secrets. These two interests can easily be confused because both involve the unauthorised access to
or disclosure of confidentia facts. However, a trade secret is information capable of application in
commerce and industry and is of real or potentia value to its owner. In other words, atrade secret is

apatrimonia interest, whereas privacy is a persondity interest.8!

iii Recognition of the right to privacy

Until the early twentieth century,®? there was no reported case law in South Africainwhichtheright to
privacy was given any substantia discussion.®® The right to privacy was mentioned as a persondity
interest worthy of protection.®* In early crimina case law, it was recognised, for example, that is an
iniuria to enter another’ s house or to trespass on another’ sland against such person’swill,® or to spy
upon a woman through a window while she is undressing.®® However, the courts required that the
infringing action should be insulting towards the complainant and thus equated privacy with another
persondlity interest, namdy dignity.®’

In 1954 O’ Keeffev Argus Printing and Publishing Co Ltd,%®regarded asthelocus classicusfor the

80(...continued)
are never expressed).”

81 See Knobel Trade secret 218-219.

82 The position in Roman and Roman-Dutchlaw isnot discussed (see Neethling Per soonlikheidsreg 50-61).
83 Burchell Personality rights 372.

&4 See eg De Fourd v Town Council of Cape Town (1898) 15 SC 399 402; R v Umfaan 1908 TS 62 67.

85 R v Schonken 1929 AD 36.
86

R v Schoonberg 1926 OPD 247; R vHolliday 1927 CPD 395;Rv Daniels 1938 TPD 312;RVR 19542 SA 134
(N).

87 See Neethling Per soonlikheidsreg 266; 1976 THRHR 121, 125 et seq. See further the discussion below.

88 1954 3 SA 244 (C).
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recognition of anindependent right to privacy in South African law, came beforethe court.® Ironically,
in this case it was not the plaintiff’s right to privacy, but her right to identity that was infringed: A
photograph of anunmarried woman was published without her consent as part of an advertisement for
rifles, pigtols and ammunition. The court, per Watermeyer AJ, had to decide whether the conduct
complained of was * cgpable of condtituting a violation of plaintiff's ‘red rights related to persondity’,
and in particular, of those rights relating to her dignity”.*® The court was of the opinion that the Roman
concept of dignitas should be given a wide interpretatiorn®® and be judged in the light of modern
conditions and thinking.%? After referring to English®™ and American law,* the court held that the
unauthorised publication of a person’s photograph and name for advertising purposes is capable of
condtituting an “aggression” upon that person’s dignitas. According to Neethling,*> Watermeyer AJ
correctly consdered the dignitas not as one persondity interest (namey dignity which isinfringed by
means of an ingult), but as a collective term for dl the persondity interests agpart from the corpus or
fama. This enabled the judge to include the right to privacy implicitly as one of the rights relaing to
dignitas.® Importantly, the court®” also rejected the ideathat contumelia, inthesenseof “insult” isthe

essence of an iniuria,® thus recognising privacy as a persondity interest separate from dignity.

89 Neethling Persoonlikheidsreg 265.

0 However, seetheremarksby Harms AJA inJansen van Vuurenv Kruger 19934 SA 842 (A) 849 withregard
to the use of theterm “real right” in relation to “right of personality”.

91 O’ Keeffe v Argus Printing and Publishing Co Ltd 1954 3 SA 244 (C) 247-248.
92 O’ Keeffe v Argus Printing and Publishing Co Ltd 1954 3 SA 244 (C) 249.

93 Specifically Tolley v JSFry and Sons Ltd 1930 (1) KB 467; 1931 AC 333.

A Restatement of Torts para 867.

95 Neethling Persoonlikheidsreg 265.

% Thiswas also the conclusion of the court in Gosschalk v Rossouw 1966 2 SA 476 (C) 490-491.

97 Following Foulds v Smith 1950 1 SA 1 (A).

9B O’ Keeffe v Argus Printing and Publishing Co Ltd 1954 3 SA 244 (C) 248.
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Neethling® praises the decision in O’ Keeffe for its implicit recognition of the right to privacy as an
independent persondity right, but is critica of the court’ s falure to give a comprehendve definition of
the right to privacy. This resulted in casu in privacy being equated with another persondity interest,
namely identity.'®

Other casesfollowed O’ Keeffeinwhichtheright to befreefrom the public disclosureof privatefacts'®
and the right to be free from unreasonable intrusions into the private sphere'® were recognised.!®®
Recent cases in which the former Appellate Division (now the Supreme Court of Apped) aso
recognised and discussed the right to privacy include Jansen van Vuuren v Kruger,'** National
Media Ltd v Jooste® Financial Mail (Pty) Ltd v Sage Holdings Ltd'® and Janit v Motor
Industry Fund Administrators (Pty) Ltd.x%’

The principles laid down in these cases can be summarised as follows:

| Theright to privacy is recognised and protected as an independent persondity right within the

9 Neethling Persoonlikheidsreg 265 fn 9.

100 See Neethling Privaatheid 376; Persoonlikheidsreg 265 fn 9. As will be shown, (see par 2.3.2.1 below)
identity isinfringedif falseinformationispublished. Inorder for privacy to beinfringed, thefactspublished
must be true personal information.

101 Eg Mhlongo v Bailey 1958 1 SA 370 (C) (unauthorised publication of a photograph of a retired
schoolteacher portraying him asayoung maninthe company of awell-known singer);Rhodesian Printing
and Publishing Co Ltd v Duggan 1975 1 SA 590 (R) (story about young children abducted from the
custody of their parents);La Grangev Schoeman 1980 1 SA 885 (E) (attempted photographing of security
policemen mentioned by counsel at atrial as having been responsible for the death of adetainee).

102 Eg Gosschalk v Rossouw 1966 2 SA 476 (C) 492 (improperly interrogating adetainee); Sv A 1971 2 SA 293
(T) (electronically bugging a person’s home).

103 Seefurther Burchell Personality rights 372. For atheoretical discussion of the ways in which privacy can
be infringed, see par 2.3.2.1 below.

104 19934 SA 842 (A).

105 19963 SA 262 (A).

106 19932 SA 451 (A).

107 19954 SA 293 (A).
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wider concept of dignitas.’®
Neethling' s definition of privacy is accepted, namely that privacy is an individua condition of
life characterised by secluson from the public and publicity; this implies an absence of

acquaintance with the individua or his or her persond afairsin this state.!®

Both individuas and juristic persons are entitled to aright to privacy.*°

TheBill of Rightsaso expresdy recognisestheright to privacy asafundamental humanright.**! Section

14 of the Condtitution provides:

Everyone has the right to privacy, which includes the right not to have —
@ their person or home searched;

(b) their property searched;

(© their possessions seized;

(d) the privacy of their communications infringed.

This section guarantees a generd right to privacy,™? with specific protection against searches and

saizures, and the privacy of communications. However, thisligt is not exhaudtive, and it extendsto any

108

109

110

m

112

See egJansen van Vuuren v Kruger 1993 4 SA 842 (A) 849; O’ Keeffe v Argus Printing and Publishing Ltd
1954 3 SA 244 (C);Universiteit van Pretoriav Tommie Meyer Films (Edms) Bpk1977 4 SA 376 (T) 383-384
(1979 1 SA 441 (A) 455e€t seq); Financial Mail (Pty) Ltd v Sage Holdings Ltd 1993 2 SA 451 (A) 462-463
(1991 2 SA 117 (W) 129-131); Nell v Nell 1990 3 SA 889 (T) 895 896.

Neethling Persoonlikheidsreg 39-40; National Media Ltd v Jooste 1996 3 SA 262 (A) 271; Jooste v
National Media Ltd 1994 2 SA 634 (C) 645;Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk
19774 SA 376 (T) 384;Bernstein v Bester NO 1996 2 SA 751 (CC) 789;Swanepoel v Minister van Veiligheid
en Sekuriteit 1999 4 SA 549 (T) 553.

Financial Mail (Pty) Ltd v Sage Holdings Ltd 1993 2 SA 451 (A) 462-463; Motor Industry Fund v Janit
1994 3 SA 56 (W) 60-61; Janit v Motor Industry Fund Administrators(Pty) Ltd 19954 SA 293 (A) 304. See
alsoInvestigating Directorate: Serious Economic Offences v Hyundai Motor Distributors(Pty) Ltd 2001
1 SA 545 (CC) 557.

Act 108 of 1996 s 14. On the influence of the Constitution on the law of delict in general, see par 2.2.2.

See also Rautenbach 2001 TSAR 115; Kemp 2000 Stell LR 437, 445.
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other method of obtaining information or making unauthorised disclosures!*®

Some commentators'* divide the congtitutiona right to privacy in section 14 into “ substantive privacy
rights’ (or “persond autonomy privacy rights’)** and “informationd privacy rights’.*'® The substantive
privacy rights enable individuas to make persona decisions about such interests as their family
relationships, home life and sexud orientation. ™'’ Informationd privacy rights limit the ability of people
to gain, publish, disclose or useinformation about otherswithout their consent.!'® Seenin thislight, the
condtitutiona right to privacy is broader than the private law right since the former aso includes
autonomy.

The importance of the recognition of the right to privacy as a fundamenta human right is that the
legidature and the executive of the state may not pass any law or take any action which infringes or
unreasonably limitstheright.1'° The fundamenta rights may only belimited by meansof alaw of generd
goplication provided that the limitation is reasonable and judtifidble in an open and democratic

113 McQuoid-Mason “Constitutional privacy” 18-11.

114 McQuoid-Mason 2000 Acta Juridica 248; Devenish SA Bill of Rights 147.
115 Also seech 2 par 3.2.1.

116 Also seech 2 par 3.2.2.

117 M cQuoid-Mason 2000 Acta Juridica 248. Examples are: Case v Minister of Security; Curtisv Minister of
Safety and Security 1996 3 SA 617 (CC) where it was held (per Didcott J) that a ban imposed on the
possession of erotic material “invades the personal privacy which s 13 of the interim Constitution ...
guarantees that | shall enjoy”;National Coalitionfor Gay and Lesbian Equality v Minister of Justice1999
1SA 6 (CC), wherethe Constitutional Court heldthat in so far asthe offence of sodomy criminalisesprivate
conduct between consenting adults which causes no harm to anyone else, it violates the constitutional
right to privacy because it intrudes on the innermost sphere of human life. The court held that “[p]rivacy
recognises that we all have aright to a sphere of private intimacy and autonomy which allows us to
establish and nurture human rel ationshi pswithout interferencefrom the outside community” . (For criticism
of the equation of autonomy with privacy in this case, see Neethling 1997 THRHR 137, 141et seq; seeal so
par 2.3.2.1 above.) See further Rautenbach 2001 TSAR 115, 118 121 122,

118 M cQuoid-Mason 2000 Acta Juridica 248. Examples of invasions of constitutional informational privacy
rightsinclude taking a prisoners’s blood for DNA testing without consent (C v Minister of Correctional
Services 1996 (4) SA 292 (T)) and restoring erased computerinformation (Klein v Attorney General, WLD
1995 3 SA 848 (W)).

119 Neethling Persoonlikheidsreg 21.
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society. 12

Infringement of privacy

Since privacy relates to persond facts which a person has determined should be excluded from the

knowledge of outsders, it follows that privacy can only be infringed when someone learns of true

private facts about the person againgt his or her determination and will.*2

Such knowledge can be acquired in one of two ways!?

where an outsder himsdlf or hersdlf learns of the facts — such interference with privacy is

referred to asintrusion or acquaintance'?

where an outsder acquaints third parties with persond facts which, athough known to the

outsider, nonethel essremain private—such interference with privacy isreferred to asdisclosure

121

123

Act 108 of 1996 s 36. Theright to privacy can al so be suspended in consequence of adeclaration of astate
of emergency (s 37 of the Constitution), but only to the extent necessary to restore peace and order (see
Devenish SA Bill of Rights 137). An example of alaw of general application that limitstheright to privacy
is the Interception and Monitoring Prohibition Act 127 of 1992. This Act prohibits the intentional
interception of telecommunications or monitoring of conversations by monitoring devices unless
authorised by ajudge, who may authorise such actions only on specific grounds. InSv Naidoo [1998] 1
All SA 189 (D) 213, it was accepted that the Act is a law of general application that complies with the
requirements of the limitations clause. Also see Protea Technology Ltd v Wainer [1997] 3 All SA 594 (W).
This Act will be replaced by the Regulation of Interception of Communications and Provision of
Communication-related Information Act 25 of 2002 (RICPCIA) in the near future. For a discussion of
RICPCIA, see Mischke 2003 CLL 71. Another example of alaw of general application that limits the right
to privacy isthe Promotion of Accessto Information Act 2 of 2000 which will be discussed in ch 8.

Neethling Persoonlikheidsreg 40.

Neethling Persoonlikheidsreg 40-41; Motor Industry Fund Administrators (Pty) Ltd v Janit 1994 3 SA
56 (W) 60; Bernstein v Bester NO 1996 2 SA 751 (CC) 789. Compare Financial Mail (Pty) Ltd v Sage
Holdings Ltd 1993 2 SA 451 (A) 462-463; also see McQuoid-Mason Privacy 134; Gross 1967 NYULR 34,
37.

Eg by unlawfully intruding on property, searching and seizing documents, secretly watching someoneor
using surveillance equipment to gather information on someone (see Sv A 1971 2 SA 293 (T)).
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or publicity!?*

Applying this digtinction to the processing of persond data, it is evident that the compiling of persona
information or data and obtaining knowledge thereof congtitutes an act of intrusion into privacy.'*® An
act of disclosure, on the other hand, isinvolved when the recorded information or datais subsequently
distributed and thus disclosed.*

The “fixation” or embodiment of private facts'?’ contrary to the will and determination of the plaintiff
a'so condtitutes athreat to privacy becauseit exposes privacy to therisk of anintrusion or exposure.?8
Collecting persond information by making a surveillance video tape would be an example of “fixation”
of private information (namely where and with whom a person was a a specific time, what the person
was doing, etcetera). Once the survelllance tape is made, privacy is threastened by the possibility that
images from it may be viewed, disclosed or otherwise processed.

b Identity

i Definition and nature

Neethling definesidentity as* aperson’ suniquenessor individudity whichidentifiesor individuaiseshim
[or her] asaparticular person and thusdistinguisheshim[or her] from others’ .22 Thefollowing remarks

124 An example of an acquai ntance through disclosure is eg when a doctor tells his friends about a patient’s
HIV status (see Jansen van Vuuren v Kruger 1993 4 SA 842 (A)).

125 See Dean “SA” 385.
126 Neethling Persoonlikheidsreg 326; “ Databeskerming” 112; Du PlessisReg op inligting 392.

127 Thiswould eg include taking a picture of someone, making atape recording of a conversation, or making
aphotocopy of personal documents (see Neethling Persoonlikheidsreg 286; Strauss et al Mediareg 304
306 et seq).

128 Neethling Per soonlikheidsreg 286. Thisview was not supported by K otze JinHumanv East London Daily
Dispatch (Pty) Ltd 1975 2 PH J24 (E); but see La Grange v Schoeman 1980 1 SA 885 (E).

129 Neethling, Potgieter & VisserNeethling's Law of personality 39; NeethlingPer soonlikheidsreg44. Seeal so
(continued...)
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can be made about identity as a persondlity interest:

Identity is manifested in various distinguishing attributes (indicia) by which aparticular person
can be recognised.™*

Indicia are therefore facets of the persondity which are characterigtic of or unique to that

person, 13!

Indicia can on the one hand be naturd attributes'*? which distinguish a person from others,
such asthe voice, fingerprint, appearance or physica image of aperson, or on the other hand,
it can be digtinguishing attributes that are crested by law or by theindividuad himsdf or hersdlf,
for example an identity number, a family name, a person’s life hisory, a pseudonym, or

creditworthiness.

Identity has the function of individuaising a person and thus making it possible to digtinguish a

person from other persons.**

If any of aperson’sindicia are used by ancother in such a manner that the true image of the
person’s persondlity is not reflected and the person can no longer be recognised for what he
or shetruly is, the person’sidentity isinfringed.**®

129(...continued)

130

131

132

133

134

135

Coetser ldentiteit 148.

Neethling Persoonlikheidsreg 44. See also Coetser |dentiteit 148; Joubert Grondslae 134.
Neethling Persoonlikheidsreg 44. Also see Coetser Identiteit 141.

In the sense that they come into existence at the birth of the person and develop naturally.

Coetser Identiteit 141; Neethling Persoonlikheidsreg 44.

Coetser Identiteit 145; Neethling Persoonlikheidsreg 44.

Coetser Identiteit 146; Neethling Persoonlikheidsreg 45. See also M ostert Reklamebeel d 292-293.
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i Identity distinguished from other interests

| dentity should be distinguished from other personaity interests, such asprivacy, thegood name, dignity
and fedings, aswdl asfrom patrimonid property interests.

Privacy: Whereas privacy is infringed by an acquaintance with true persond facts about a person
againg the person’ s determination and will, identity isinfringed by the untrue or falseuseof indicia of
the identity.**® Faseness is in other words the essence of identity infringement.™®” In the case of an
infringement of privacy, indicia of the person in question can also be used, but it is merdly used to
identify the person with the privatefacts; in other wordsthey are used inamanner that correctly reflects
the person’ sidentity.**® If it is made known to the outside world that a person is homosexua, whereas
he or she is not, the person’s identity is infringed. If he or she is homosexua and that informetion,
athough known to another party is still confidentia in generd, is made known to a third party, his or

her privacy isinfringed.**®

Privacy and identity can of course be infringed by the same conduct. For example, if an unknown
person’ simageisused without hisor her permission for advertising purposes, both privacy and identity
may be involved. Privacy is infringed because a true persona fact relaing to the person, namely the
person’simage, is disclosed againgt his or her will, whereas identity isinfringed if afaseimpressonis
created that the person endorsed the product.'#°

136 Neethling Persoonlikheidsreg 45. The false-light tort and appropriation tort (see ch 2 par 2.1.2.3 and par

2.1.2.4) which in American law are considered to beinstances of infringements of theright to privacy, are
therefore actually instances of infringement of the right to identity (Neethling Persoonlikheidsreg 45).

137 Coetser Identiteit 166.

138 Neethling Persoonlikheidsreg 45; compareSwanepoel v Minister van Veiligheid en Sekuriteit 1999 4 SA
549 (T) 555.

139 See Eiselen Reg op privaatheid in dieinligtingsera par 3.

140 Coetser Identiteit 168; Neethling Persoonlikheidsreg 46. See a'so M ostert Reklamebeel d 293.
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Good nameor reputation:*! Themain difference between defamation (infringement of thereputation)
and identity infringement isthat astatement need not befd seto condtitute defamation, whereasthefdse
useof indicia is a prerequisite for identity infringement.X*2 On the other hand, itisaso evident that not
every fase use of theindicium of a person will necessarily lower the person’s reputation in society —
it may even have the effect of enhancing the person’ s reputation.**® Furthermore, whereas publication
of defamatory words or conduct is a prerequisite for defamation, publication is not a requirement for
the infringement of identity.* For instance, where a doctor incorrectly records that a patient is HIV
positive, the person’ sgood nameis not infringed aslong asthe doctor does not convey thisinformation

to another person. However, the person’ s identity is infringed.

This does not mean that identity and good name cannot be infringed by the same conduct. Thiswill be
the case, for example, where aperson’ s photograph is published next to an articlethat is both false and
defamatory. !4

Dignity: Identity should aso not be confused with dignity in its narrow meaning of subjective fedings
of salf-respect.’*® A person’s dignity is infringed if the person is insulted.**” In the case of identity
infringement, insult plays no role. A person’s identity can therefore be infringed if fase informeation is
recorded about him or her which portrays him or her in afavourable light.

141 The failure to distinguish between these two personality interests results in denying that identity exitsas
aseparate personality interest (see Coetser Identiteit 169 and authority cited there).

142 Coetser Identiteit 169; Neethling Persoonlikheidsreg 46. See also Neethling 2002 SALJ 700, 707.

143 Coetser |dentiteit 170 gives the example of an incorrect statement that a person haswonamedal inawar.
144 Coetser Identiteit 170; Neethling Persoonlikheidsreg 46; See aso Neethling 2002 SALJ 700, 707.

145 Coetser |dentiteit 170.

146 Dignity is sometimes incorrectly equated with the broader concept of dignitaswhich includes all the
personality rights except the rights to corpus and fama, with the result that insult or impairment of the
dignity isrequired for every iniuria (see Neethling Per soonlikheidsreg 233). But see Burchell Delict 189
et seq and Personality rights 327 et seq who argues for abroad interpretation of dignity.

147 Neethling Persoonlikheidsreg 234.
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Feelings: Ladlly, identity should be distinguished from the individud’ s fedings, gpart from the fedings
of dignity. This persondity interest includes a person’s fedlings in areas such as love, faith (rdligion),
piety, sentiment and chadtity. It is important to recognise that a person’s identity can be infringed,
irrespective of whether or not any of hisor her fedings have been infringed.*®

Patrimonial property interests. Identity is an aspect of persondity and it is therefore incorrect to
classify patrimonia property asfaling within the ambit of thisinterest.1*® A distinction should therefore
be made between, onthe one hand, copyright, a person’ s advertisng image and on€ sfamily name as
adiginctive mark (which are al immateria property) and identity on the other hand.!> It stands to
reason that infringement of identity can dso result in the infringement of one of these patrimonia
interests, but what isimportant is that there need not be patrimonia loss for identity to beinfringed.*>!

i Recognition of right to identity
Identity was recognised eo nomine for the fir timein the late 1970sin Universiteit van Pretoria

v Tommie Meyer Films (Edms) Bpk,™? but thisinterest isusually protected in caselaw under theguise
of other persondlity interests, such as the right to a good name and the right to privacy.**

148 Coetser | dentiteit 173.
149 Coetser Identiteit 173; Neethling Persoonlikheidsreg 46-47. See also Mostert Reklamebeel d 293.

150 For adiscussion of these distinctions, see Neethling Persoonlikheidsreg 25 et seq, 45 fn 374, 47, Coetser
Identiteit 179-192; Van Heerden & Neethling Unlawful competition 110-112.

151 See further Coetser | dentiteit 179-192.

152 1977 4 SA 376 (T): “diereg op identiteit ... word by die persoonlikheidsregte geklassifiseer” (per Mostert
J 386).

153 See eg O’ Keeffe v Argus Printing and Publishing Co Ltd 1954 3 SA 244 (C) and Kidson v SA Associated
Newspapers Ltd 1957 3 SA 461 (W) (unauthorised use of a photograph for a false newspaper story). In
Swanepoel v Minister van Veiligheid en Sekuriteit 1999 4 SA 549 (T) 553 the court held that a police
informer’ sidentity forms part of his right to privacy. Thisis correct of course, since his identity is not
falsified, but merely used to match the person with certain information that he has knowledge of . Also see
Neethling 2000 TSAR 761-765.
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Aswas stated previoudy,™ identity is not recognised eo nomine in the Bill of Rights, but it can be
consdered to be protected under the right to dignity which is mentioned explicitly in section 10. This
has happened in the case of theright to agood name (fama) whichisaso not mentioned explicitly, but
isregarded as part of the right to dignity.*> The concept of human dignity in the Congtitution can thus
be compared with the broad dignitas concept of common law. %

It has been pointed out that the importance of the recognition of a persondity right as a fundamental
humanright isthat the legidature and executive of state may not pass any law or take any action which
infringes or unreasonably limits the right, snce the fundamenta rights may only be limited by means of
alaw of generd application that is reasonable and judtifiable in an open and democratic society. ™’

iv Infringement of identity

A person’ sidentity isinfringed if any of hisor herindicia are used without authorisation in away which
cannot be reconciled with his or her true image.r® In other words, identity is infringed by a

misrepresentation or falsfication of the true identity of an individud.

R

See par 2.2.2.

5

See Van Zyl v Jonathan Ball Publications (Pty) Ltd 1999 4 SA 571 (W) 591; Marais v Groenewald 2001
1 SA 634 (T) 646;Van den Berg v Coopers& Lybrand Trust (Pty) Ltd 2001 2 SA 242 (SCA) 253; National
MediaLtd v Boghoshi 1998 4 SA 1196 (SCA) 1216-1217; Bogoshi v National Media Ltd 1996 3 SA 78 (W)
82; Holomisa v Argus Newspapers Ltd 1996 2 SA 588 (W) 606; Gardener v Whitaker 1995 2 SA 672 (E)
690-691; also see Burchell Personality rights 139; Neethling, Potgieter & Visser Delict 337 fn 104;
Neethling Per soonlikhei dsreg 95-96; Neethling & Potgieter 1994 THRHR513, 516. Thisislikely to happen,
especially since identity is part of the broad dignitas concept in private law and human dignity is
recognised as a fundamental democratic valueinthe Constitution. Furthermore, the Bill of Rightsdoesnot
negate the existence of other rights and freedoms already recognised at common law or by statute aslong
as theserightsare notin conflict with the Bill of Rights. Also see See McQuoid-Mason 2000Acta Juridica
227, 231.

156 Seepar 2.1. But seefn 32.
157 See par aiii above.

158 Coetser Identiteit 163; Neethling Persoonlikheidsreg 45.
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The following two “torts’” in American law'®® can serve as examples of infringement of identity as an

iniuria:t%

m the public falsfication of the personaity image (described as* publicity which placesthe plaintiff
inafdselight in the public eye’, or the “fdse-light tort”)

| the economic misgppropriation of identity indicia, especidly for advertisng purposes
(described as* appropriation, for the defendant’ sadvantage, of the plaintiff’ snameor likeness’,
or the “gppropriation tort”)*6!

An example of thefase-light Stuation of identity infringement iswhere adata controller (credit bureau)
gives out false information about the creditworthiness of a data subject to athird party. In this regard
it must be emphasised that the American legd position that only a public disclosure is wrongful istoo

absolute. The disclosure of false information to only one person could aso be wrongful . 162

The gppropriation tort only infringes identity to the extent that the economic misgppropriation of the
indicia creates the false impression that the person in question has consented to the conduct, or has
received financial remuneration therefor or supports the advertised product, service or business.!®® An
example of thistype of identity infringement iswhere aperson’ s name and addressis used on amailing
list without his or her consent.

Another example of appropriation of identity that is one of growing concern, is “identity theft” — a

159 Seech 2 par 3.2.1.

160 In American law these torts are considered to be protecting theright to privacy. Our courts havefollowed
the American approach inO’ Keeffe v Argus Printing and Publishing Co Ltd 1954 3 SA 244 (C) andKidson
v SA Associated Newspapers Ltd 1957 3 SA 461 (W) wheretheright to identity was protected under the
guise of theright to privacy (see above).

161 Neethling Persoonlikheidsreg 45-46; Neethling, Potgieter & Visser Delict 357.

162 See par 2.3.2.2 below. See also Neethling Persoonlikheidsreg 310.

163 Coetser Identiteit 181; Mostert Reklamebeeld 181; Neethling Persoonlikheidsreg 45-46.
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person appropriates another’ s person’ s identity for himsalf or hersalf in order to fraudulently obtain a
financia benefit, such as credit.’**

It must, however, be emphasised that publication is not arequirement for infringement of identity. The
mere fagfication of datais sufficient.

Identity can only be infringed if the persondity image has been fddfied. This means that if the
representation madeisin fact true, the conduct does not amount to an infringement of identity.'®® The
literd truthis not the real issue, however, but whether the impression created is correct. For example,
where a credit reference agency states that a specific person has not paid his or her debts for three
months, but neglect to mention that the person was unconscious during that period as aresult of acar
accident, the statement isfactually true, but portrays afaseimage of the person as posing abad credit
risk.2% In other words, theinformation should not create amideading image and should fully reflect the

person’s Stuation.

It should also be kept in mind that where the image created is so fase that the person cannot be
recognised fromit, the person’ sidentity isnot infringed. Infringement of identity occursonly if thefase
identity can be connected to someone.1®” Furthermore, the misuse of only one of theindicia of aperson

might not be sufficient to create a recognisable connection with the particular person. 1%

164 See eg Solove “Identity theft” 303, 321. An example would be where a “hacker” obtains the password of
aperson to the person’ s bank account, and then usesthat password to access the account and withdraw
money from the account.

165 See Neethling Persoonlikheidsreg 309; Coetser |dentiteit 195.
166 Coetser Identiteit 195-196; Neethling Persoonlikheidsreg 308.
167 Coetser |dentiteit 197; Neethling Persoonlikheidsreg 309.

168 Coetser Identiteit 197; Neethling Persoonlikheidsreg 309. Neethling therefore argues that the use of
corresponding names cannot by itself be an infringement of identity. Where awriter givesthe name of a
real-life person to afictitious character in abook, infringement of identity will only be present if there are
sufficient indicationsthat areasonabl e average reader would notice the resembl ance between thefictitious
character and the real person.
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Data processing would thereforeinfringetheindividua’ sidentity when inaccurate deta (that is, datathat
are incorrect or mideading as to any matter of fact'®®) on a person are processed, because in such
circumstances persond information is used in amanner that is not in accordance with the person’ strue
image!”® For ingtance, if it is incorrectly recorded or reported that a person is HIV-positive, the
person’ sidentity is infringed. Thisillustratesthat both the recording and the disclosure of incorrect data
condtitute independent ways of infringing identity.

2.3.2.2 Violation of anorm

Not every factud infringement of the persondity will be wrongful, however. As stated previoudy, in
order for aninfringement of the persondity to bewrongful, there must, gpart from afactud infringement
of the persondity, so be aviolation of anorm (that is, the prgudice must have occurred in a legdly

reprenensible or unreasonable manner).}™*

a Criterion of wrongfulness

Whether afactud infringement of a persondity interest (in our case, either privacy or identity) should
be considered to be wrongful, is determined by means of the boni mores or legd convictions of the

community.2 It is an objective test based on the criterion of reasonableness.*’®

Sinceit is an objective test, subjective factors such as the defendant’ s honesty, bona fides, motive or

knowledge aregenerdly not relevant in determining wrongfulness. But in certain exceptiona casesthese

169 See eg DPR Data Protection Act 1998 14.
170 See also Neethling Persoonlikheidsreg 326.
171 Neethling, Potgieter & Visser Delict 35; Van der Merwe & Olivier Onregmatige daad 29.

172 Neethling, Potgieter & Visser Delict 37—38; McQuoid-Mason “ Constitutional privacy” 18-2; Van der Walt
1993 THRHR 558, 563.

173 Boberg Delict 30 et seq; Burchell Delict 24 et seq; Neethling, Potgieter & Visser Delict 38; Van der Walt
& Midgley Delict 55 (par 56).
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subjective factors may become relevant.}™

The application of theboni mores criterion essentidly entails the ex post facto bdancing or weighing
up of the opposing interests involved. In other words, the interests of the defendant must be weighed
againg those of the plaintiff in the light of al the rdlevant circumstances and in view of al pertinent
factors.'”® It must then be decided whether the infringement of the plaintiff’s interests to promote the

interests of the defendant, if any, was reasonable.}’

According to Joubert, the boni mores criterion as a yardstick for determining wrongfulness is of
particular vaue in the areaof iniuria, Sncethiscriterion makesit possbleto adaptinuiria to changing
views by the community on what is right and proper as the level of culturd development rises.

Furthermore, the criterion helps to define the limits of the protection afforded to the persondity.*’

However, asKnobel indicates, the very same qualitiesthat maketheboni mores such an extraordinary
useful generd criterion for ddictud wrongfulness may limit its usefulness in specific instances, because
its vagueness makes it difficult to goply with predictability and consstency to specific factua

174 See Neethling, Potgieter & Visser Delict 44-45. According to the doctrine of abuse of rights,animproper
motive may be indicative of unreasonable and thus unjustifiable conduct. Eg, in defamation cases malice
on the part of the defendant destroysthe defence of privilege (Van der Walt & MidgleyDelict 56 (par 56)).
See also Neethling, Potgieter & Visser Delict 40 44-46.

175 Including legal policy considerations (see Van Aswegen 1993 THRHR 171, 179 180; Corbett 1987 SALJ 52
et seq). Thefollowing policy considerations have been identified asfactorsthat play arolein determining
the reasonabl eness of the defendant’ s conduct: the nature and extent of the harm and of the foreseeable
or foreseen | oss; the possible value to the defendant or to society of the harmful conduct; the costs and
effort of steps which would have to be taken to prevent the loss; the degree of probability of the success
of the preventive measures; the nature of the rel ati onship between the parties; the motive of thedefendant;
economic considerations, the legal position in other countries; ethical and moral issues; the values
underlying the Bill of Rights; as well as other considerations of public interest or public policy. See also
Administrateur, Transvaal v Van der Merwe 1994 4 SA 347 (A) 361-362. On the influence of the
Constitution on the boni mores, see par 2.2.2. See also Neethling Persoonlikheidsreg 68-69; Neethling,
Potgieter & Visser Delict 40 fn 22,

176 Neethling, Potgieter & Visser Delict 39; Boberg Delict 33; Snyman Criminal law 91; Van der Walt &
Midgley Delict 55 (par 56); Van der Walt 1993 THRHR 558, 563-564.

177 Joubert Grondslae 109. See aso Neethling Persoonlikheidsreg 68; McQuoid-Mason Privacy 116 et seq;
Neethling, Potgieter & Visser Delict 41.
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stuations.}® Over the years, more precise methods have therefore been developed to ascertain the
legd convictions of the society, so that the generd boni mores criterion need not be applied directly
to establish wrongfulnessin eachindividua case.!™® Of great practical importancein thisregard arethe
grounds of judtification.*®

The practical application of theboni mores criterion isfurthermorefacilitated by two teststo determine
wrongfulness. Firg of al, in some ingtances wrongfulnessis determined by reference to the subjective
rights doctrine.*®! In terms of this doctrine an infringement of asubjective right iswrongful. This means
that in generd, the fact that an infringement of alegally recognised interest has occurred is aready an
indication of the wrongfulness of the conduct.!®? The doctrine of subjective rights is of particular
importance for data processing since the persondity rightsto privacy and identity are subjectiverights,
the infringement of which iswrongful.

In South African law wrongfulnessiis also determined with reference to the breach of alega duty.®
In such instances the question asked is not whether the plaintiff’ s rights have been infringed, but rather
whether the defendant had a lega duty to prevent the loss®* However, “breach of a duty and
infringement of a right are not dternative foundations for a finding of wrongfulness. Rather they are

178 Knobel Trade secret 238-239. Also see Boberg Delict 33; Snyman Criminal law 91.

179 The general boni mores criterion is only directly applied in exceptional circumstances. Eg, in novel
situations where there is no clear legal norm or ground of justification involved and also for refinement in
borderlinesituationswherewrongful nessisdifficult to determine (Neethling, Potgieter & Visser Delict 46).

180 Seepar 2.3.2.3

181 This doctrine was accepted by the court in Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk
1977 4 SA 376 (T) 387.

182 Neethling, Potgieter & Visser Delict 54; Van der Merwe & Olivier Onregmatige daad 50. See also Snyman
Criminal law 91.

183 Boberg Delict 31; Neethling, Potgieter & Visser Delict 55-56; Van der Walt & Midgley Delict 55 (par 56);
Van der Walt 1993 THRHR 558, 559.

184 Thistest is specifically used in cases of determining liability for an omission, or for the causing of pure
economic loss (seefurther Neethling, Potgieter & Visser Delict 56 et seq; Scott 2001 THRHR 681, 685; Van
der Walt & Midgley Delict 70 (par 60)).
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dternative paths to the policy conclusion that the wrongfulness requirement compels, the one or the
other seeming more comfortable in the circumstances’ . 18

Wherethereisalegd duty on the processor not to process personal data, such processingisnaturaly
wrongful. Processing datain breach of astatutory provision or in breach of the duty of apublic authority
to act within its powers (ultra vires rule) or in breach of a contractua agreement is aso indicative of

wrongfulness. 1%

The criterion of reasonableness (or what society recognises as reasonable) is dso the yardstick the
Condgtitutiona Court utilises to determine the wrongfulness of an infringement of privacy. In thisregard
the scope of the condtitutionally protected right to privacy is determined by the interpretation given to
thisright in the Condtitution.*®” The condtitutiona (informationd) right to privacy has been interpreted
by the Condtitutional Court as coming into play wherever a person hasthe ability to decide what he or
she wishesto discloseto the public.X® In other words, it extends to those aspects of aperson’slifein
regard towhich heor shehasalegitimate expectation of privacy.'® In Protea Technol ogy v Wainer 1%
Heher Jsaid that whether alegitimate expectation of privacy exists, depends on whether the person has

185 Boberg Delict 32. Eg, Meiring Betalingstel sel 344 indicates that “[b]y die skending van die bankgeheim
word die klem eerder op die verbreking van die swygplig van die bank gelé, as op die kliént se reg op
privaatheid”.

186 Seech 4 par 4.3.4.2and ch 5 par 4.3.4.

187 Theinterpretation givento privacy in aprivate law context is of course also instructive in interpreting the
constitutional privacy right (seeBernsteinv Bester NO 1996 2 SA 751 (CC)). NeethlingPer soonlikheidsreg
97 points out that just astheinterpretation and application of thefundamental rightswill haveaninfluence
on the delictual protection of personality rights, the converse will also take place. The Bill of Rights
contains many concepts which are already well-known in private law and it isonly natural that courts will
have regard to the meaning they have acquired in private law and apply that in the development of
constitutional protection. Also see McQuoid-Mason “ Constitutional privacy” 18-2.

188 See Investigating Directorate: Serious Economic Offences v Hyundai Motor Distributors (Pty) Ltd 2001
1 SA 545 (CC) 557. The court added that the expectation that such a decision will be respected must be
reasonable.

189 Bernstein v Bester NO 1996 2 SA 751 (CC) 792; Protea Technology Ltd v Wainer [1997] 3 All SA 594 (W)
608; 1997 9 BCLR 1225 (W) 1241. See also Currie & Klaaren AIA commentary 116-117 (par 8.2).

190 Protea Technology Ltd v Wainer [1997] 3 All SA 594 (W); 1997 9 BCLR 1225 (W) 1241. Also see Waste
Products Utilisation (Pty) Ltd v Wilkes 2003 2 SA 515 (W) 551.
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a subjective expectation of privacy which society recognises as reasonable. This links up with the
private law view of the protection of privacy, namely that the person subjectively determinesthe extent

of hisor her right to privacy, and that the boni mores recognise this determination as reasonable.

InBernstein v Bester!°* the court held that an expectation of privacy inrelationto anindividua’ sbody,
home and family-life and intimate relationships is reasonable®? but that as a person moves into
commund relaions and activities such as business and socia interaction, the scope of persona space
shrinks accordingly.**® The court dso held that “[t]he nature of privacy implicated by ‘the right to
privacy’ relates only to the most personal aspects of a person’s existence, and not to every aspect
within hisher persond knowledge and experience’, and “[i]n the context of privacy ... itisonly theinner
sanctum of a person such as hisher family life, sexuad preference and home environment which is
shidded from erosion...”.*®* But in Investigating Directorate: Serious Economic Offences v
Hyundai Motor Distributors (Pty) Ltd"* Langa DP interpreted Bernstein not to say that moving
beyond the established “intimate core’ negatesthe existence of aright to privacy inthe socid capacities
inwhich people act. The court held that even when people areintheir offices, inther cars or on mobile
telephones, they ill retain aright to privacy.'%

191 Bernstein v Bester NO 1996 2 SA 751 (CC).
192 Bernstein v Bester NO 1996 2 SA 751 (CC) 788.
193 Bernstein v Bester NO 1996 2 SA 751 (CC) 788.

14 Bernstein v Bester NO 1996 2 SA 751 (CC) 788 789. Neethling 1997 THRHR 137, 140 argues that this
definition of privacy istoo narrow. He warnsthat care should be taken in defining the constitutional right
to privacy. Too narrow an interpretation may lead to a negation of aspects of privacy that are in need of
protection, such as the collection of personal information where all or some of the data are not always of
avery personal nature and cannot always even be considered as private according to his definition of
privacy, but the total picture created by the record of the information is of such a nature that the person
would liketo restrict accessto it on the part of others.

195 2001 (1) SA 545 (CC) 557.

196 In Protea Technology Ltd v Wainer [1997] 3 All SA 594 (W) 609 [1997 9 BCLR 1225 (W)] the court (per
Heher J) held that an employee has alegitimate expectation of privacy when making private phone calls at
the office. “ Although he must account to his employer if so required for the time so spent, the employer
cannot compel him to disclose the substance of such calls ... However, telephone calls of the employee
relating to the employer’ s affairs are not private and are not protected under the Constitution.” Also see
Johnson 2000 (Nov) De Rebus 54 and Mischke 2003 CLL 71 for a discussion of the implications of

(continued...)
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Since the Condtitutional Court recognises that the right to privacy in section 14 of the Congtitution
includes “informationd privacy”, it is submitted that a person has a reasonable expectation of privacy
in respect of private information and that limits should therefore be imposed on the collection and use
of individua pieces of persond information that on their own are not private but if collected creste a
private profileof aperson.'®” Seeninthislight it is submitted that the condtitutional protection of theright
to privacy places aduty on the state to adopt proper measures for the protection of persona data.'%

Next it will be established how the boni mores ought to evauate, in specific circumstances, the
processing of persond data that factudly infringe the privacy or the identity of the individua.

b Wrongfulness of infringement of privacy

As has been said,'® privacy is infringed by either an act of intrusion or an act of disclosure, since
privecy is infringed where outsiders are acquainted with true persona facts about a person, contrary

to the determination and will of that person. Where such an infringement isaso contra bonos mores,

the infringement will be wrongful.

As will be demondtrated, the distinction between acts of intruson and acts of disclosure is aso of

importance in the area of data processing in determining the wrongfulness or not of such processing.

196(...continued)
workplace monitoring of e-mail and phone calls.

197 The expectation of privacy must be reasonable in the circumstances of the case — a person may not, for
example, refuseto provideidentification to apolice official when so requested (DeWaal, Currie & Erasmus
Bill of Rights 250 referring to Sv Zwayi 1998 (2) BCLR 242 (CK)). Similarly, when an individua is under
police investigation the police may lawfully compile a dossier or file on the individual. The scope of the
right to privacy also hasto be demarcated with reference to the rights of others and the interests of the
community (Bernstein v Bester NO 1996 2 SA 751 (CC); Mistry v Interim Medical and Dental Council of
South Africa 1998 (4) SA 1127 (CC)).

198 Neethling Persoonlikheidsreg 327; 2002 THRHR 574, 589.

199 Par 2.3.2.1.aiii.
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i Intrusion

Inthe case of an act of intrusion, Neethling?® di stinguishes between acquaintance with private factsthat
are totally excluded or limited to specific persons on the one hand and private facts limited to an
indeterminate but limited number of personson the other hand. Public records are of coursenot private,
but the use of information from such recordsto compile profiles on people might present problemsfrom

adata protection point of view and is therefore aso considered here.

) Acquaintance with private facts totally excluded or limited to specific persons

Here oneis deding with information that is characterised by an eement of confidentidity, for example
information contained in private documents, in a private conversation, or in a private eectronic-mail
message, or information obtained as a result of a medica examination or blood test.?* Neethling
suggests that dmost every unauthorised acquaintance with private facts in these ingances may in the
absence of judtification be regarded aswrongful .2 In other words, collecting persona information by
accessing private or confidentia documents®® by eavesdropping on private conversations, by
intercepting private e-mail messages or by running unauthorised medical tests will in principle be
wrongful. In every instance, however, one hasto consder the surrounding circumstances. In a specific
ingancethedictates of society may result in conduct, such as eavesdropping on aprivate conversation,
not being wrongful, for example because the person was in a Stuation where he or she could not help
overhearing the private conversation. If the intruson is of atrivia nature, the maxim de minimus non

curat lex®* should be taken into consideration.

200 Neethling Persoonlikheidsreg 269 et seq.

201 Other examples of thistype of privacy infringement include intrusion into aprivate residence and secretly
watching persons.

202 Neethling Persoonlikheidsreg 270.

203 Eg, by reading aperson’ s personal letters, or hisor her financial statementsat abank, or adoctor’ smedical
file on the patient.

204 The law does not concern itself with trifles (Dig 4.1.4).
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) Acquaintance with private facts available to an indeterminate but limited number of persons

Where private facts are available to an indeterminate, but limited, number of persons, the position
regarding thewrongfulnessof anintrusoninto suchinformation isdifferent. Sincethe person determines
the information to be available to outsiders, acquaintance with it should in principle not be wrongful,

unless the circumstances are such that the boni mores dictate the conduct to be wrongful .2%

As far as data processing is concerned, however, it is submitted that the unauthorised collection or
storage of persond information, and therefore acquaintancewith suchinformation, isin principlecontra
bonos mores and thus prima facie wrongful.2% As Neethling convincingly points out, no person has

to tolerate information concerning him or her being collected.

It is submitted, however, that an exception should be made in the case of the collection of information
for merdy persond, domestic use. The compiling of amailing list on your friends and family in order
to send out birthday or Christmas cards should not be prima facie wrongful, even if such ligt is kept

in a database on a persond organiser.®’

) Acquaintance with private facts in records that are open to the public

Personal information contained in documents that are open to the public (such as court records or
records available on the Internet) may of course be accessed by outsiders, since the information has
lawfully been made public. However, where aperson, after an extensve computerised search of these

publicly accessible records, compiles a dossier or file on another person, such conduct should be

205 See NeethlingPer soonlikheidsreg 273. Neethling givesthe exampl e of observing apersoninapublic place.
In principle, this is not wrongful, since the person has, by going out into public, determined that such
acquaintance can take place. However, where such observation is part of the constant shadowing of the
person, the boni mores would consider the conduct to be wrongful.

206 Also see Neethling Persoonlikheidsreg 326.

207 The boni mor es are determinative of wrongfulnessin“grey areas’ such asthis—if theview of themajority
of soci ety changes onemight reach apoint where even such coll ections coul d becomeunacceptabl e unless
the persons on the list has consented to their inclusion.
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considered to be prima facie wrongful, snce the nature of the information changes. What used to be

isolated pieces of unrelated information now becomes an extensive profile of a person, not envisaged

when the initid documents were made available®® Such conduct can be compared to the constant

“shadowing” of aperson. It is acceptable to briefly watch a person who appearsin public, but when

one gartsto congantly follow such a person and is abdle to account for dl his or her movements, the
“shadowing” becomes unreasonable and thus wrongful .2

Disclosure

Asfar as an act of disclosure is concerned, a distinction is made between three types of disclosure,

namely disclosure of private facts acquired by a wrongful act of intrusion; disclosure of private facts

meant only for specific people; and disclosure of private facts through mass publication.?! Lastly, the

wrongfulness of afixation of persond information is aso examined.

O

Disclosure of private facts acquired by wrongful act of intrusion

Where a person has acquired private facts by awrongful act of intrusion, it stands to reason that any

subsequent disclosure will dso be wrongful. In other words, accepting that the collection of persond

informationiswrongful, any subsequent processing (such asusing or disseminating) will dsoinprinciple

210

See eg Department of Justice v Reporters Committee for Freedom of the Press 489 US749(1989) 763764
wherethe US Supreme Court found that an individual’ s privacy can beinfringed by the disclosure of that
person’s “rap sheet” (criminal record), although all theinformation (arrests, indictments, convictions, and
sentences) summarised in a“rap sheet” has been previously disclosed to the public. The court held that
“the compilation of otherwise hard-to-obtain information alters the privacy interests implicated by
disclosure of that information. Plainly there is avast difference between the public records that might be
found after adiligent search of courthousefiles, county archives, and local police stationsthroughout the
country and a computerized summary located in a single clearinghouse of information”. The court also
emphasised the role of the computer in compiling information: “The privacy interest in arap sheet is
substantial. The substantial character of that interest is affected by the fact that in today’s society the
computer can accumulate and store information that would otherwise have surely been forgotten long
before a person attains the age of 80, when the FBI rap sheets are discarded.” Also seech 2 par 3.2.2. See
further Currie & Klaaren AIA commentary 128 (par 8.20).

Neethling Persoonlikheidsreg 273 329; 1980 THRHR 141, 148.

Neethling Persoonlikheidsreg 274.
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(in the absence of aground of justification) be wrongful 2!

) Disclosure of private facts meant only for specific people

It is more problematic to determine wrongfulness where persona information was made available to
one or more outsders, but the person making the persona information available had till determined
that the information should remain private and should not be disseminated any further. According to
Neethling, if the information is further disclosed to only one person or a small group of persons, such
disclosureis as arule not wrongful, sinceit is part of life that people gossip about one another and as

such the disclosure cannot be considered to be wrongful .22

However, where a person imparts persond information to another while in a confidential relationship
with the other person, a disclosure contrary to the confidentia relationship would be wrongful %2 For
example, if apatient discloses persond information to hisor her doctor (either by informing the doctor
verbdly of persond details, or by dlowing the doctor to examine him or her and thus disclosing
persona physica information), the doctor may not without authorisation disclose such information to
another person, such as the patient's spouse or partner.»* Other relationships that have been
recognised as confidentid relationships, are the relationship between husband and wife, legd adviser
and dient?®® banker and client,?*® priest and penitent, and public servant and citizen.?!’ These

211 This accordswith theboni mores and has been accepted by South African courts (see egFinancial Mail
v Sage Holdings Ltd 1993 2 SA 451 (A) 463). See further Neethling Per oonlikheidsreg 274, 326.

212 Neethling Persoonlikheidsreg 275.
213 Neethling Persoonlikheidsreg 276.

214 An example iswhere adoctor establishes that apatient is HIV positive. The doctor may only reveal such
information if thereisavalid ground justifying his or her actions.

215 Theconfidential relationship between attorney and client isthe only relationship protected by an absolute
legal testimonial privilege (Van Dokkum 1996 De Rebus 748).

216 See Meiring Betalingstel sel 342-372. On the banker’ s duty of secrecy in German, English, American and
South African law, see Faul Bankgeheim.

217 Neethling Privaatheid 61 et seq 70et seq (Germany); 138 et seq 142 (France); 203 et seq (USA); 252 et seq
(continued...)
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relationships should not be regarded as a numerus clausus. Rether, one should identify the principle
that al these rdationships have in common and on that basis extend thisruleto other reationships. The
common basisin dl these ingances is that the relationship is such that one of the partiesis compelled
to disclose persond information about himself or hersdf to the other party. Neethling therefore suggests
that auseful yardgtick to determinetheboni mores in these instances is to establish the extent to which
it is necessary for one person to impart private factsto an outsder. The more necessary it is, themore
pressing the protection againgt the disclosure of thosefactsto third parties by the outsider should be.28
In such arelationship a legd duty of confidentidity rests on the person to whom the informetion is
disclosed. It should be recognised that this duty not to disclose is the reverse of the other party’ sright

to privacy.?*

A confidentia relationship worthy of protection may aso arise as a result of of a valid contractua
agreement between parties that private facts will not be disclosed. Breach of such an agreement will,
apart from a breach of contract, aso result in an infringement of the right to privacy.?%°

The above principles aso gpply to data processing. For example, where persona information is
imparted to a doctor, banker or the tate, the latter may not disclose the information for any other

purpose than the purpose it was originaly furnished for.2%

Neethling?®? suggests that where a person lawfully?® takes a photograph or makes a tape or video

217(...continued)
(England); Neethling Persoonlikheidsreg 276.

218 Neethling Persoonlikheidsreg 276. Neethling follows Giesker (Giesker H DasRecht der Privaten an der
ei genen Gehei msphére (1905)) in this regard.

219 Neethling Persoonlikheidsreg 276-277; Meiring Betalingstel sel 344; Faul Bankgeheim 460 et seq.

220 Neethling Persoonlikheidsreg 277. Also see ch 4 par 4.3.4.2.

221 Such aview complies with the purpose specification principle (see ch 6 par 2.2.2).
222 Neethling Persoonlikheidsreg 277 fn 82. On fixation, see below.

223 Eg because the person has granted permission, or because making the recording is necessary to protect
(continued...)
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recording of someone,?** unauthorised publication (disclosure) of such photograph or recording should
be consdered wrongful, even where the disclosure isto asmal number of persons. In regard to data
processing, thiswould mean that where adata controller lawfully operates avideo surveillance camera,
such surveillancefootage may not be disclosed unlessalegitimate ground of judtification ispresent, such
as the consent of the data subject or statutory authority in the form of awarrant.

) Disclosure of private facts through mass publication

Neethling suggeststhat the mass publication of persond informationisin principlecontra bonos mores
and thus, in the absence of justification, wrongful.??® He argues that no person needs to tolerate the
mass publication even of his or her image, for example, if thisis contrary to his or her determination.?2
The type of publications envisaged under this heading (namely publication by the mass media) doesnot
concern data processing issues and consequently need not be discussed further.

In al of the above circumstances the act of intrusion or disclosure should of course be judged in

context, taking into account al the surrounding circumstances.®’

) Fixation or embodiment of private facts

Neethling?®® aso considers the fixation, or embodiment, of private facts (for example taking a picture

of someone, making ataperecording of aconversation, or making aphotocopy of persona documents)

223(...continued)
other legitimate interests.

224 Thisisreferred to as fixation or embodiment of private facts (see below).

225 Neethling Persoonlikheidsreg 280. But seeFinancial Mail v Sage Holdings Ltd 1993 2 SA 451 (A)where
the court refrained from expressing an opinion in this regard.

226 Support for this view is to be found in positive law (see inter alia O’ Keeffe v Argus Printing and
Publishing Co Ltd 1954 3 SA 244 (C)).

227 Neethling Persoonlikheidsreg 286.

228 Neethling Persoonlikheidsreg 286.
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contrary to the will and determination of the plantiff, to be wrongful, because it condtitutes athresat to
the right to privacy. Even where a person is authorised to be acquainted with private facts, the
unauthorised fixation of such facts should in principle be consdered wrongful, becauseit is contrary to

human nature.?®

An example would be if a security company is contracted by abusinessto ingal avideo surveillance
camerain order to monitor accessto their building. Should the security company then decide to make
tape recordings of the people entering and leaving the building and to digitally store the recording on
acomputer, they are prima facie unlawfully making an embodiment of private information.

Summary

In conclusion, the following conduct with regard to processing of persond data should be considered
to be prima facie wrongful, because it infringes on a person’s privacy in aprima facie unreasonable

manner:

a collecting persond information through unlawful means (unlawful intrusion into privacy), for
example by accessing private or confidentid documents, by eavesdropping on private
conversations, intercepting private eectronic-mail messages or running unauthorised medicd
tests, aswell as any subsequent disclosure of such data

| compiling adosser or file on ancther person, including private aswdl as public persond facts

(excluding compiling for mere persond use), as well as subsequent disclosure thereof

a disclosng information collected from an individua in breach of a confidentia relationship

229 Neethling Persoonlikheidsreg 287. Note, however, that the secret taping of a conversation by one of the
parties to a conversation does not infringe the other party’s right to privacy. Disclosure of the taped
conversation, on the other hand, would be prima facie wrongful. For a discussion of this issue, see
Neethling 2001 THRHR 131, 133.
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a fixation of persond information, as well as any subsequent disclosure of such facts

| disclosing persond data which have been obtained through authorised fixation thereof

c Wrongfulness of infringement of identity

Identity is infringed by conduct that misrepresents the persondity of the person. For the purpose of
determining wrongfulness, Coetser® digtinguishes between three types of misrepresentation, namely
the act of fddficaion itsdf (induding fixaion of fdse information), the publication of the
misrepresentation to individuas or a smal group of people and publicity or publication of the
misrepresentation to an unlimited number of people (mass publication).

i Falsification of facts

Here one is concerned with the act of fasifying the image, even before this has come to the notice of
third parties, for example by changing correct information recorded on someone, or by recording incor-
rect information on someone. Thisconduct shouldprima facie be regarded aswrongful, Snceit consti-
tutes a serious infringement of a person’s identity. ! Recorded false facts that are subsequently used
result in a continuous infringement of the persondity of the person involved.?*

Themaxim de minimus non curat lex should of course be taken into consderation and atrivid fault

intherecorded information or the del etion of irrel evant persona information should not be actionable.*

230 Coetser ldentiteit 197.
231 Such aview isin conformity with the data quality principle (see ch 6 par 2.2.3).

232 See Coetser I dentiteit 198; Neethling Persoonlikheidsreg 310.

233 See Coetser Identiteit 199; McQuoid-Mason Privacy 207; Neethling Persoonlikheidsreg 310.
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i Disclosure of false information to individuals or a small group of people

Where incorrect information about someone is conveyed to a smal number of persons, Neethling
argues that such conduct is not per se wrongful, because it is afact of lifethat peoplegossp andinthe
process convey incorrect information.?** Coetser opinesthat the situation isdifferent, however, where
there is a duty on someone to give out the correct information. In such an ingtance the boni mores
would consider it to be wrongful if the person on whom the duty to tell the truth? rests should give out
fase or mideading information. A duty to tell the truth rests on a person in those Situations where he or
she has specific knowledge about another person (the data subject) owing to the fact that they arein
aspecia relaionship, 2 or owing to the fact that the first person occupies a specific office or position
giving him or her this specid knowledge.®’

Theissuing of false and mideading information by, for example, a credit reference company on adata
subject, abank on a client, an employer on an employee, and a doctor on a patient should therefore
be considered to be wrongful .2

iii Mass publication of false information

The mass publication of false facts about a person isin principle contra bonos mores and therefore
prima facie wrongful. No person has to tolerate false information regarding himsdlf or hersdlf being
disseminated to the public.?® However, this type of publication does not typicdly involve data

234 Neethling Persoonlikheidsreg 310. See also Coetser |dentiteit 198. The importance of freedom of speech
in society should also be recognised in this regard.

235 Coetser Identiteit 201202 refersto thisas awaarheidsplig.
236 Eg, abanker-client, or employer-employee rel ationship.

237 Eg, if an official of the bar association is asked foracertificate on the standing of an advocate asamember
of that bar, the person issuing such certificates has a duty to supply correct information.

238 Coetser |dentiteit 201-202; Neethling Per soonlikheidsreg 310-311.

239 Neethling Persoonlikheidsreg 311. See also Coetser |dentiteit 203.
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process

ng, and consequently need not be discussed further.2*

Summary

In concl

usion, it can be said that the recording, use and publication of false persond data by a data

controller should in principle be wrongful, because it infringes the right to identity. Data controllers

should therefore be under a duty, asthe reverse side of the right to identity, not to process false data.

A breach of thisduty is contra bonos mores and therefore wrongful.

2323

Grounds of justification

Introduction

It is important to remember that the prima facie wrongfulness of an intrusion into privacy or the

infringement of identity may be excluded by the presence of aground of justification.?** In other words,

the data processing involved may take place lawfully, provided thet there is aground that judtifies the

process

ng.2*2 In redlity, grounds of judtification are the practical expression of the boni mores or

reasonableness criterion with reference to typica factud circumstances which occur regularly in

practice’® —they “are stuaionsin which the legd convictions of the community have, over the years,

crysdlized in the form of judicid pronouncements’.?* Because grounds of judtification are

240

241

242

243

244

Similar to the infringement of privacy through mass publication of private facts (see above).

A distinction should be made between defencesdirected at the wrongful ness el ement and those that serve
to exclude fault. A ground of justification excludes the wrongfulness of adefendants’s conduct (see Van
der Walt & Midgley Delict 95 (par 78); May v Udwin 1981 1 SA 1 (A) 10; Ramsay v Minister van Polisie
1981 4 SA 802 (A) 807; Bernstein v Bester NO 1996 2 SA 751 (CC) 790).

Also see the data protection principle of fair and lawful processing (ch 6 par 2.2.1).

Neethling, Potgieter & Visser Delict 75-76; Van der Walt & Midgley Delict 95 (par 78).

Burchell Delict 67.
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embodiments of the boni mores, the existing grounds do not form a numerus clausus.?*

The traditiona grounds of justification recognised in South African law are consent, private defence,
necessity, impossibility, provocation, statutory or official capacity, and power to discipline.*® For
defamation, which aso involves an infringement of the persondity, the following additional grounds of
judtification are recognised: privilege, truth and public benefit, far comment and reasonable
publication.?*” In instances of mass publication of private facts, the public interest in information may
also serve as a ground of judtification.?*® Obvioudy not al of these grounds of judtification would be
rdevant for dataprotection.?*® Aswill be shown, the defence of consent is particularly apposite, aswell
as performance in a gtatutory or officid cagpacity and the basic principles underlying necessity, private
defence, privilege, and fair comment.2°

Because the existing grounds of judtification are not a numerus clausus, it is not essential for deta
processing to meet the requirements of any of the traditiona grounds — as long as the conduct is not

contra bonos mores there is no wrongfulness. !

245 Burchell Delict 67; Neethling, Potgieter & Visser Delict 76; Van der Walt & Midgley Delict 95 (par 78).

246 Neethling, Potgieter & Visser Delict 77; Van der Merwe & Olivier Onregmatige daad 70 et seq; Van der
Walt & Midgley Delict 95 (par 78).

247 Neethling, Potgieter & Visser Delict 342; Van der Merwe & Olivier Onregmatigedaad 407et seq; Van der
Walt & Midgley Delict 96 (par 78). See asto reasonabl e publication, National Media Ltd v Bogoshi 1998
4 SA 1196 (SCA); Khumalo v Holomisa 2002 5 SA 401 (CC); Neethling 2002 SALJ 700 et seq.

248 Neethling Persoonlikheidsreg 315; Burchel Personality rights 272-275 .

249 Defences not discussed include provocation and power to discipline.

250 In the case of defamation the defence is actually truth and public interest, but since privacy isinvaded by
the publication of true private facts, the truth of theinfringing publication cannot be adefence. See below

par b.v.

251 Neethling Persoonlikheidsreg 330 fn 82; Van der Mewe and Olivier Onregmatige daad 70.
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b Traditional grounds of justification for infringement of privacy and

identity

i Consent

Where aperson who is legaly capable of expressing hisor her will, fredly and lawfully giveshisor her
consent to specific conduct, the harm that ensues from such conduct will be judtified and therefore
lawful.?5? Thisidea s expressed inthemaxim volenti non fit injuria.?®® The maxim is aso gpplied to
cases where a person has consented to run the risk of unintentional harm, for example as a participant
in a sports match.®*

It is evident from the comparative research that the consent of the data subject is an important ground
thet justifies the processing of persona data?> Consent is especidly reevant when infringement of
privacy is involved, in other words when true persond facts are processed. This is o because the
individua determines what he or she congders to be private and “absent awill to keep afact private,
absent aninterest (or right) that can be protected” .2%® However, consent is also relevant when the right
to identity isinfringed (in other words when fase or mideading data are processed) because where a
person has consented to his or her personality being misrepresented, the principle volenti non fit

iniuria applies®’

252 Boberg Delict 724; Neethling, Potgieter & Visser Delict 97; Van der Merwe & Olivier Onregmatige daad
89; Van der Walt & Midgley Delict 113 (par 89).

253 Boberg Delict 724; McKerronDelict 67; Neethling, Potgieter & Visser Delict 98; Van der Merwe & Olivier
Onregmatige daad 89; Van der Walt & Midgley Delict 112 (par 89).

254 McKerron Delict 67; Neethling, Potgieter & Visser Delict 97; Van der Merwe & OlivierOnregmatigedaad
89 96. Consent to the risk of injury should not be confused with contributory intent (or contributory
negligence), sometimesloosely referred to asvoluntary assumption of risk (seefurther Neethling, Potgieter
& Visser Delict 97). Also see Boberg Delict 724 et seq.

255 In all of the countries studied, “consent” isan important ground on which processing could lawfully take
place (seech 2 par 4.2.2.4; ch 3 par 4.2.4.2; ch 4 par 4.3.4.2.b.ii and ch 5 par 4.3.4.1.h.i.)

256 National Media Ltd v Jooste 1996 3 SA 262 (A) 271.

257 Infact, consent isprobably theonly valid ground of justificationin an “appropriation” case (see Neethling
(continued...)
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Consent to injury is a unilatera act and therefore need not necessarily be made known to the
defendant.?® However, in the case of data processing it is generaly required that the consent should
be signified in some way. When sensitive data are processed, written consent is required.?® Because
consent isaunilatera act, it may be unilaterally revoked by the consenting party at any stage preceding
the defendant’ s conduct.?®® An irrevocable consent to invasion of privacy or identity is considered to
be contra bonos mores and as such invalid.?®! It follows that it should not be acceptable to give

consent to unlimited data processing.

Consent is furthermore alegd act which redtricts the data subject’ srights. To quaify asalegd act it
must be apparent or be brought to light.2 Consent can be given expresdy or tacitly (for example by
conduct). However, mere acquiescence does not necessarily amount to consent.?® Data controllers
should therefore not be dlowed to infer consent from a failure to respond to a communiceation, for

example from a customer’ s failure to return or respond to a leeflet.

Consent must be given before the prejudicial conduct (the data processing) and as a rule the person

257(...continued)
Persoonlikheidsreg 314). Also see McQuoid-Mason Privacy 231 232.

258 Boberg Delict 724; Neethling, Potgieter & Visser Delict 99; Van der Merwe & Olivier Onregmatige daad
90; Van der Walt & Midgley Delict 113 (par 89).

259 Seech3par4.24.2,4.24.3; ch4 par 4.3.4.2b.ii and ch 5 par 4.3.4.1.b.i.

260 Neethling, Potgieter & Visser Delict 99; Van der Walt & Midgley Delict 113 (par 89); Van der Merwe &
Olivier Onregmatige daad 89-90.

261 Jooste v National Media Ltd 1994 2 SA 634 (C) 647; Neethling Persoonlikheidsreg 274-275. Also see
Schulze 1994 THRHR 75, 80. Schul ze discusses a standard waiver clause contained in all applications for
life insurance underwritten by members of the Life Office Association of SA. He concludes (81) that this
clauseisinvalid, inter alia because it purports to act as an irrevocable consent to the invasion of the
privacy of the applicant.

262 Neethling, Potgieter & Visser Delict 99. This corresponds with the requirement of the Directive that the
consent must be unambiguous. See ch 3 par 2.4.2.4.

263 Neethling, Potgieter & Visser Delict 100.
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must consent himsdlf or hersalf.?%* Whether consent has been given in a specific case is a question of
fact which has to be proved.?®®

The requirements for avalid consent are aso gpplicable to data processing. Consent isfirst of dl only
valid if it was given voluntarily and does not amount to submission.?®® It can for example be argued that
consent to the processing of dataisinvdid if it isset asacondition of employment, or the continuance
of a contract of employment, by an employer.?” The person consenting (the data subject) must
furthermore havefull knowledge of the extent of the passible harm. The consenting party must dso fully
appreciate the nature and extent of the harm. A data subject can therefore not vaidly consent to the
processing of persond data if he or sheisnot given dl the necessary information on why persond data
have to be processed, what they will be used for, who will have access to them and so on. As Sated
previoudy, this information must be given to the data subject before the collection of data takes
place.®® The person must aso subjectively consent to the harm.?®® Findly, the consent must be
permitted by the legd order, in other wordsit should not be contra bonos mores and the imparment
must fal within the limits of the consent.2”

From the comparative research, it is evident that the unambiguous consent of the data subject is

264 Neethling, Potgieter & Visser Delict 100; Van der Walt & Midgley Delict 113 (par 89); Van der Merwe &
Olivier Onregmatige daad 93.

265 Neethling, Potgieter & Visser Delict 100;Van der Walt & Midgley Delict 113 (par 89); Van der Merwe &
Olivier Onregmatige daad 90.

266 Burchell Delict 68; Van der Walt & Midgley Delict 115 (par 89); Van der Merwe & Olivier Onregmatige
daad 90.

267 Neethling Persoonlikheidsreg 329-330.

268 See eg ch 4 par 4.3.4.2. This notion corresponds to the data protection principle of openness or
transparency (seech 6 par 2.2.7).

269 The courts' formulation of consent if itisto beavalid ground of justification, isthat theinjured party must
have “knowledge, appreciation and consent” concerning the injury to which consent is being given (see
Waring & Gillow Ltd v Sherborne 1904 TS 340, 344). Also see Neethling, Potgieter & Visser Delict 102
Schulze 1994 THRHR 75, 79; Van der Walt & Midgley Delict 114 (par 89).

270 Neethling, Potgieter & Visser Delict 103; Van der Walt & Midgley Delict 115 (par 89); Van der Merwe &
Olivier Onregmatige daad 92-93.
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recognised asagroundjustifying theprocessing of persona data.?”* Thefact that processing of persona
datais necessary for the performance of a contract to which the data subject is party (or to complete
aprecontractual stage at the request of the data subject)?”? is also recognised asavalid ground for data

processing. This means that theimplied consent of the data subject is accepted in these circumstances.

In the direct marketing context, the issue of consent arisesin the form of the question whether consent
should be an “opt in” or an“opt out” option for the consumer.2”® The EU Directive on data protection
requires that data subjects must have the right to object to the processing of persona data for direct
marketing purposes. However, the mechanism is not prescribed. With an “opt in” system, the data
subjects must pecificaly be asked whether they want to be included in amailing list before their deta
may be processed lawfully. With an * opt out” system, the data subjects should object if they want their

names to be removed from a direct marketing list.>

It should be kept in mind that if a data subject does not consent to the processing of hisor her data, a
data controller may nevertheless be able to lawfully process such data as long as another ground of
judtification is present. The consent of the data subject should never be the only legitimate ground for
the processing of persond data. Consent ismerely one practical example of a Stuation where the boni
mores would not consider the conduct complained of to be wrongful. As stated previoudy, the
determination of wrongfulness entails a weighing of interests, and if a data controller has a legitimate
interest that is being served by the processing of persond data and that interest weighs more heavily
thantheright to privacy or identity of theindividual, the processing would belawful, despite the fact that

the data subject did not consent to such processing. It is therefore not an option, and in fact it would

271 See eg Dir 95/46/EC a 7(a) (see ch 3 par 4.2.4.2).
272 See eg Dir 95/46/EC a 7(b) (seech 3 par 4.2.4.2).
273 Seech 3 par4.2.4.7.

274 The Dutch WBP usesan “opt out” system, ie data subjects should register their objectionsif they do not
want to be subjected to direct marketing. The Dutch legislator decided to put the burden on the data
subjects to object, because a system where the responsible parties first have to ask the data subjects
whether they could be included in processing for direct marketing purposes would have been too
burdensome for the datacontrollersfromafinancial point of view (WBPMemorievantoelichting 168). See
ch5par 4.3.8.3.
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be againgt public palicy, to provide a data subject with a right to “opt out” of al data processing

activities.

i Necessity

Necessity is present when a person, by vismajor, is put in such apostion that he or she can protect
hisor her legitimateinterests, or those of another, only by reasonably violating the interests (such asthe
privacy or identity) of an innocent third party.*’

Infringement of the right to privacy would, for example, be judtified by necessty where a father
publishes information about his missing son who has annesia, in the hope of finding him.2"® Neethling
indicates that a person may also violate the privacy of others to protect his or her commercial

interests.?”’

Infringement of theright to identity can be justified by necessity as ground of judtification only in highly
exceptiond circumstances, and then only if it isasituation where falsefacts are disclosed 2" Negthling
argues that as far as data processing is concerned, only an infringement of privacy, in other words the
processing of true privatefacts, can bejudtified by necessity. The processing of incorrect or mideading
data, which infringes the right to identity, should in principle dways be wrongful and never be
justifiable?”

275 Neethling, Potgieter & Visser Delict 86-87; Van der Walt & Midgley Delict 97 (par 80); Vander Merwe &
Olivier Onregmatige daad 81.

276 Neethling Persoonlikheidsreg 289. Also see M cQuoid-Mason Privacy 233.
277 For examples of this, see below the discussion of the defence of legitimate private interests.

278 Coetser Identiteit 216; Neethling Persoonlikheidsreg 314. Coetser Identiteit 217 gives the example of a
doctor who does not want to give the correct information regarding aterminally ill patient tothe patient or
his or her family, because he or she fears that the news will give the patient a physical or mental setback.
The doctor can rely on necessity to justify the fact that he or she has given a misrepresentation of the
patient’s true physical condition, because it is the only way in which the patient’s physical or mental
integrity can be protected.

279 Neethling “ Databeskerming” 117; Persoonlikheidsreg 330.
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The fallowing important principles should be borne in mind in evauating the defence of necessity: A
person may inflict harm in agtuation of necessity only if the danger existed or wasimminent and he or
she has no other reasonable means of averting the danger;?®° one may not rely on necessity if oneis
legdlly obliged to endure the danger; ! the means used and measurestaken to avert the danger of harm
mug, in the light of dl the circumstances, not be excessve and the principle of proportiondity (or
commensurability) should dways be gpplied in that the interest that is protected should be of equa or
more vaue than the interest sacrificed.?*

The underlying principles of this defence should be gpplied in order to evauate the lawfulness of data
processing based on the need to protect legitimate private interests?®® For example, no more data
should be processed than is necessary for alawful purpose.?®*

iii Private defence

Private defence is present when a person defends himsdlf or herself againgt another’s actua or
imminently threstening wrongful act in order to protect hisor her own legally recognised interestsor the
legally recognised interests of someone es2.2®° Acts of private defence that judtify an infringement of
privacy seldom occur?® and are difficult to imagine in the context of data processing. Private defence
may comeinto play in highly exceptiond circumstanceswheretheright to identity isinfringed, but it can
only apply in acase of publication of false information; as suggested above, it cannot be used to judtify

280 Burchdll Delict 75; Neethling, Potgieter & Visser Delict 89 90; Van der Walt & Midgley Delict 98 (par 80).
281 Neethling, Potgieter & Visser Delict 90; Van der Walt & Midgley Delict 98 (par 80).

282 Neethling, Potgieter & Visser Delict 90; Van der Merwe & Olivier Onregmatige daad 82-83; Van der Walt
& Midgley Delict 98 (par 80).

283 See par c.i below.
284 This embodies the data protection principle of minimality (ch 6 par 2.2.3.)

285 Boberg Delict 787—788; Burchell Delict 74; Neethling, Potgieter & Visser Delict 77; Van der Walt &
Midgley Delict 99 (par 81).

286 Neethling Persoonlikheidsreg 290.
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the processing of fdse information.?®” Since this defence is not relevant for data protection, it is not
discussed any further. This does not mean that the underlying principles of this defence cannot be
gpplied in order to evauate the lawfulness of data processing based on the need to protect legitimate
private interests. This will be discussed in more detail below.?®

iv Statutory authority, official capacity and public interest

The defence of statutory authority means that a person has not acted wrongfully if he or she performs
an act which would otherwise have been wrongful, while exercisng a statutory authority. Harmful
conduct authorised by statute or by law in generd is thus reasonable and justified and consequently
lawful.?®° Data processing by the sate is usualy done on the basis of statutory authority.>®

Two underlying principlesof thisdefence arethat the statute in question must authorise the infringement
of the interest concerned, and that the conduct must not exceed the bounds of the authority conferred
by the statute.** Whether the statute invoked by the defendant really excuses the otherwise wrongful

287 Neethling Persoonlikheidsreg 314.
288 See par c.i below.

289 UnionGover nment (Minister of Railways) vSykes 1913 AD 156 169;Johannesburg Municipality v African
Realty Trust Ltd 1927 AD 163; Minister of Community Development v Koch 1991 3 SA 751 (A);
Government of the Republic of South Africa v Basdeo 1996 1 SA 355 (A); Boberg Delict 771; Neethling,
Potgieter & Visser Delict 105. Privacy is constitutionally protected, and as such any statuteinfringing on
it must meet the requirements of the limitations clause of the Constitution, 1996 s 36. According to s36(1)
therightsin the Bill of Rights may be limited only in terms of law of general application to the extent that
the limitation is reasonable and justifiable in an open and democratic society based on human dignity,
equality and freedom, taking into account all relevant factorsincluding: (a) the nature of theright, (b) the
importance of the purpose of the limitation, (c) the nature and extent of the limitation, (d) the relation
between the limitation and its purpose and (€) less restrictive means to achieve the purpose.

290 Sv Bailey 1981 4 SA 187 (N) (seech 8 par 2). Actsthat allow the state to process personal datain South
Africainclude, eg, the Statistics Act 6 of 1999; the Income Tax Act 72 of 1986, the Identification Act 68 of
1997; and the Regulation of Interception of Communications and Provision of Communication-related
Information Act 70 of 2002. Thislast mentioned Act, which will replace the Interception and Monitoring
Prohibition Act 127 of 1992, requires (s 30) of service providers to provide a telecommunication service
which has the capability to be intercepted and to store communication-related information. See also ch 1
par 1.3.

291 Johannesburg Municipality v African Realty Trust Ltd 1927 AD 163 172; Sambo v Milns19734 SA 312
(continued...)
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conduct depends upon the intention of the legidature®? The intention of the legidature must be
determined by interpreting the statute authorising the infringement. 2 If the plaintiff wantsto show that
the authorised act exceeded the bounds of the authority, he or she must prove that it was possible for
the defendant to have exercised the powers without infringing the plaintiff’s interests or that it was
possible for thedefendant to have prevented or minimised the damage by taking reasonable precautions
or by using another method of execution.?®*

If a person in a public office is authorised by common law or by statute to perform certain acts, the
personwill not be acting wrongfully if he or sheinjures another in the exercise of hisor her duties. This
defenceis especialy rdevant in the case of judicia officers and law enforcement officers®> However,
the particular conduct mugt il be reasonable and must not fal outside the limits of their jurisdiction.
The fact that the person acting in an officia capacity acted with malice would be astrong indication, for
example, that the person exceeded the bounds of the defence.?*®

What thesetwo traditiond groundsof justification, namely statutory authority and officia capacity, have

in common is that they both serveto protect the publicinterest in areas such asthe prevention of crime,

291(...continued)
(T) 320; McKerron Delict 75; Neethling, Potgieter & Visser Delict 105; Van der Merwe & Olivier
Onregmatige daad 104; Van der Walt & Midgley Delict 2 (parl).

292 Johannesburg Municipality v African Realty Trust Ltd 1927 AD 163; Boberg Delict 771; Neethling,
Potgieter & Visser Delict 105; Van der Merwe & OlivierOnregmatige daad 104; Van der Walt & Midgley
Delict 102 (par 82).

293 For the guidelines applied by the courtsin this regard, see Neethling, Potgieter & Visser Delict 106; Van
der Merwe & Olivier Onregmatige daad 104-105; Van der Walt & Midgley Delict 101-102 (par 82).

294 Neethling, Potgieter & Visser Delict 106; Van der Merwe & Olivier Onregmatige daad 105; Van der Walt
& Midgley Delict 102 (par 82).

295 Neethling, Potgieter & Visser Delict 107; Van der Merwe & Olivier Onregmatige daad 106; Van der Walt
& Midgley Delict 108 (par 85).

296 Neethling, Potgieter & Visser Delict 107; Van der Merwe & Olivier Onregmatige daad 106; Van der Walt
& Midgley Delict 108 (par 85).
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the upholding of law and order, state security, public health, mordity and welfare2®” Public interest can,
therefore, be sngled out as a ground on which data processing can take place legitimately without
infringing the right to privacy. This ground of justification will be discussed in more detail below.?®

Vv Impossibility

The concept “impossibility” may play arolein excluding liability when applied to different dements of
addlict — conduct, wrongfulness and fault.*® In the data processing context, impossibility is rdevant

asaground of judtification that excludes wrongfulness.

If it isimpossble for a data controller to comply with a data protection principle, even though it did
everything reasonably (in other words, like areasonable data controller in that particular branch of the
data industry) possible to ensure compliance with the principle in question, the data controller should
have avdid defence againg any claim for non-compliance with that principle3® Oneis not concerned
herewith physica impossihility, but impossibility according to thelega convictions of the community, %
that is, the convictions of society regarding what could reasonably be expected from the data controller
in question —thus an gpplication of theboni mores criterion.** If the controller acted reasonably inthis

sense, wrongfulnessis excluded.

Vi Defences in defamation cases

Privilege (or privileged occason) and fair comment, defences traditionally used in defamation cases,

297 See Neethling 1971 THRHR 243, 245; Neethling, Potgieter & Visser Neethling's Law of personality 266.
298 See par c.i below.

299 Neethling, Potgieter & Visser Delict 92.

300 Neethling Persoonlikheidsreg 316, 336.

301 See eg Regal v African Superslate 1963 1 SA 102 (A). Seefurther Neethling, Potgieter & Visser Delict 92.

302 Neethling Persoonlikheidsreg 316, 336.
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can dso judtify an infringement of the right to privacy,*® and in exceptiona cases, dso of the right to
identity. 3

But the defence of truth and public interest is not applicable to privacy infringement, since this defence
requires that the facts published should be true while privacy can only be infringed by the publication
of true information. However, the fact that the publication of private information was in the public

interest should be avaid defence on its own, and merits further discussion.3®

Identity is infringed only when untrue information is published. The defences of truth and public interest
and far comment can therefore not judtify an infringement of identity, snce both require that the
published facts should be true.3® Again, public interest done may be a good defence in very limited

circumstances®’

| Privileged occasion

A digtinction is made between absolute and relative privilege. In the case of absolute privilege the
defendant is protected absolutely againgt ligbility. These instances are regulated by statute and include
the freedom of speech given to members of parliament during proceedings in parliament.>® Sincethis

defence is not relevant for data processing, it is not discussed any further.

303 Jansenvan Vuurenv Kruger 1993 4 SA 842 (A) 850; NeethlingPer soonlikhei dsreg 302; M cQuoid- Mason
Privacy 218.

304 Neethling Persoonlikheidsreg 315; Coetser Identiteit 233. Privileged occasion can beraised as adefence
in respect of any claim under the actio iniuriarum (Van der Walt & Midgley Delict 121 (par 92); Jansen
van Vuuren v Kruger 1993 4 SA 842 (A)).

&

See below par c.i below.

S

See Neethling Persoonlikheidsreg 315.
307 See Neethling Per soonlikheidsreg 315-316.
308 See s58(1) and 71(1) of the Constitution, 1996; Neethling, Potgieter & Visser Delict 343. Van der Walt &

Midgley Delict 121 (par 92) are of the opinion that absol ute privilegeisnot adefence agai nst wrongful ness,
but that those who are said to have absolute privilege have in fact immunity from suit.
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Rdative privilege®® is gpplicableinter alia to comments made in order to discharge alega, mora or
social duty or in the furtherance of alegitimate interest.31° For this defence to justify aninfringement of
privacy, aperson must have asocid, mord or lega duty or interest to reved private information about
someone and the person or people receiving the private information must have a reciproca duty or
legitimate interest in receiving such information.®** Moreover, the information must be relevant to the
interest being served or reasonably connected to it.312 The defence of privilege exists for a specific
purpose and the facts revealed by the defendant must be relevant to that purpose.*™® The question of

relevance is evaluated objectively according to the reasonable person criterion. 3!

Anexample of aningance wherethisdefencewill justify an infringement of privecy iswhereaperson’s
former employer supplies persona information concerning the employee to a prospective employer,

or where a teacher reveds confidential facts about a student to the student’ s parents3%®

In the case of infringement of identity, the factsthat are revealed are false or incorrect. The defence of
privilege can aso judtify the publication of fase facts about someone, provided that there were
reasonabl e grounds present that would have convinced areasonable person that thefactsweretrueand

relevant,®'%or that specia circumstances were present, such as the urgency of the situation®” which

309 See eg Nydoo v Vengtas1965 1 SA 1 (A) 21; Jordaan v Van Biljon 1962 1 SA 286 (A) 295-296; Neethling,

Potgieter & Visser Delict 344. Relative privilege also exists for statements made during judicial or quasi-
judicial proceedings, aswell asfor reports on such proceedings (Neethling, Potgieter & Visser Delict 344;
Van der Walt & Midgley Delict 122 (par 92); Van der Merwe & Olivier Onregmatige daad 417 et seq).

310 McKerron Delict 189 192; Neethling, Potgieter & Visser Delict 343; Van der Walt & MidgleyDelict 122 (par
92); Van der Merwe & Olivier Onregmatige daad 409 et seq.

311 Neethling Persoonlikheidsreg 302; Van der Walt & Midgley Delict 121-122 (par 92).

312 Neethling “ Privaatheid en universiteite” 136.

313 Strauss et al Mediareg 284 285.

314 Neethling Persoonlikheidsreg 179.

315 Neethling Persoonlikheidsreg 302.

316 Coetser |dentiteit 235-236; Neethling Persoonlikheidsreg 179-180. Even fal se statements may therefore

berelevant (Borgin v De Villiers 1980 3 SA 556 (A) 578-579; Herselmanv Botha 1994 1 SA 28 (A) 35-36;
(continued...)
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made checking of factsdifficult. It would, for example, probably be reasonable for acredit bureau that
received incorrect information from the spouse of a data subject to have assumed that the data were

correct.

In the case of relative privilegethe defendant enjoys provisona protection only and thisprotectionfals
away if the plaintiff proves that the defendant exceeded the bounds of the privileged occasion.®®
Malice, improper motive or the pursuit of an illegitimate purpose will lead to the forfeiture of the

defence 3

m Fair comment

This defence is based on the idea that everyone has the right to express an opinion honestly and fairly
on matters of public interest and is “an essential part of the greater right of free speech” 3%

Inorder to justify aninvasion of privacy, the comment must be on persond factsthat aretrueand in the
public interest.3! Mdlice or improper motive will aso lead to the forfeiture of this defence.32

Where, for example, ateacher is asked for aletter of reference on a student, and the teacher makes
comments (positive or negative) on his or her persond information, such disclosure of persona

information would be justified by this defence.

316(...continued)
Neethling, Potgieter & Visser Delict 344 fn 158). Note that ajudicial officer cannot exceed the bounds of
this defence because of lack of relevance (May v Udwin 1981 1 SA (A) 19-20).

317 Coetser I dentiteit 235

318 Neethling Persoonlikheidsreg 175; Neethling, Potgieter & Visser Delict 343; Van der Merwe & Olivier
Onregmatige daad 407.

319 Van der Walt & Midgley Delict 122 (par 92).
320 Kemsley v Foot [1950] 1 All ER 331 (CA) at 338 quoted in McKerron Delict 200.

321 McKerron Delict 203; Neethling, Potgieter & Visser Neethling's Law of personality 169; Van der Walt &
Midgley Delict 123 (par 93).

322 Neethling, Potgieter & Visser Neethling'sLaw of personality 170; Van der Walt & Midgley Delict 123 (par
993).
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Newly formulated grounds for lawful processing of personal data

Fromthe comparative research, it isevident that thefollowing further groundsarein generd consdered

to be valid grounds for justifying data processng, namely the fact that the processng is necessary —

|

for compliance with alegd obligation to which the controller is subject®”

in order to protect the vital interests of the data subject®*

for the performance of a task carried out in the public interest, or in the exercise of officiad

authority vested in the controller or in athird party to whom the data are disclosed®®

for the legitimate interests of the controller or third parties to whom the data are disclosed,
except where such interests are overridden by the data subject’ sinterestsin hisor her right to
privacy and identity?%®

These grounds can be summarised as the maintenance and furtherance of alegjtimate privateinterest®?’

or of the public interest.3®

323

324

325

326

327

328

See eg Dir 95/46/EC a7(c) (seech 3 par 4.2.4.2).

Seeeg Dir 95/46/EC a7(d). “ Vital interest” isdescribed intherecital s par (31) of Dir 95/46/EC as“aninterest
which is essential for the data subject’slife” (seech 3 par 4.2.4.2).

See eg Dir 95/46/EC a 7(€) (see ch 3 par 4.2.4.2). Examples would eg be atask carried out in the public
interestor intheexerciseof official authority by apublic administration or another natural or juristic person
governed by public law, or by private law as in the case of a professional association (see Dir 95/46/EC
recitas par (32)).

Dir 95/46/EC a7(f) (seech 3 par 4.2.4.2).

The protection of the vital interests of the data subject or the legitimate interests of the controller or third
partiesis considered to be part of this ground.

Depending on the circumstances, the necessity of complying with alegal obligation may be regarded as
part of the private interest or public interest ground.
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i Maintenance and furtherance of legitimate private interests

The processing of persond data by private persons or indtitutions (data.controllers**®) can bejustified
on the ground of the furtherance of a legitimate private interest.3* Neethling supports this ground of
judtification and emphasises that it is not based on a new idea, because, he argues, the concept of
“maintenance of legitimate interests’ can only mean that where it is necessary to protect his or her
legitimate interests, the defendant may do s0.33! Neethling continues: “Viewed thus, this ground of
judtification is closely connected to, for example, private defence and necessity, because the sameline
of thought forms their basis”**?

The principles underlying necessity and private defence should therefore be taken into account when
establishing the boundaries of the defence of maintenance and furtherance of legitimate privateinterests.
These principles require, for example, that effect should be given to the principle of proportiondity.
When determining the lavfulness or otherwise of the processing of persond data, the interest furthered
by the processing should therefore be balanced againgt the data subject’s right to privacy, and the
interest that weighs the most heavily, should be upheld.3* In this process dl rdevant facts and

surrounding circumstances must be taken into congderation.

The most prominent private interests that are protected by the processing of data are private

329 Typical examplesof datacontrollersintheprivatespherearecredit bureaux, banks, direct marketing agents,
employers, the insurance industry, medical professionals and voluntary associations such as clubs,
churches and political parties (also see ch 1 par 1.4).

330 Seealso WBP a8(e) (ch 5 par 4.3.4.1).
331 Neethling Persoonlikheidsreg 288-289.

332 Neethling, Potgieter & Visser Neethling's Law of personality 263; NeethlingPer soonlikheidsreg 289.Van
der Walt & MidgleyDelict 103 (par 83) are of the opinion that under the new constitutional dispensation,
the defence that a plaintiff’s rights have been infringed while the defendant has been exercising a
recognised right will infuture gain prominencein South African law. It issuggested that thelatter issimilar
to saying that alegitimate interest has been maintained.

333 Neethling Privaatheid 74. All the countries studied al so recognise that processing of personal data may
take place lawfully where the processor has alegitimate interest in doing so (see eg ch 3 par 4.2.4.2.vii; ch
4 par 4.3.4.2.h.ii; ch 5 par 4.3.4.1.b.vii).
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commercid interests. Employers may, for example, obtain information about prospective employees,
because employers have alegitimate interest in appointing reliable and honest employees®** Smilarly,
to protect their commercid interests, insurers may obtain information about the risk posed by their
prospective dlients, or financid ingtitutions about the creditworthiness of such dients3*°

Because it isimpracticable for individuas or indtitutions (such as potentid employers, insurers, sdlers,
lessors and financiers) to obtain reasonably sufficient information regarding particular individuas
themsdlves, it is seen as reasonable that the task should be performed by indtitutions (such as credit
bureaus) which possess the necessary means and efficiency to process complete data records on a
permanent bass. The latter ingtitutions then make the information in their possesson available to
interested parties.3*

Neethling®™” enumerates the following requirementsthat must be satified if the processing of dataisto
be deemed lawful on the ground of protecting legitimate commercid interests.

m It shouldfirst of all be determined objectively that theinterest which the person (data.controller)
wants to maintain by invading the privacy of another party through data processng is a
legitimate interest worthy of protection. This must be determined with reference to the boni
mor es criterion for wrongfulness.3® Interests recognised at common law or in the Condtitution
asworthy of protection, such asfreedom of expression, freedom of rdligion, belief and opinion,
freedomof association, politica rights, thefreedom to chooseatrade, occupation or profession

and theright to have accessto information, are examples of legitimateinterests.>* If theinterest

334 Neethling Persoonlikheidsreg 289.
335 Neethling Persoonlikheidsreg 290. On creditworthiness, see par 2.1 above.
336 Neethling Persoonlikheidsreg 330; “ Databeskerming” 117.

337 Neethling Persoonlikheidsreg 330.

8

See par 2.3.2.2 above.

8

Act 108 of 1996 ss16, 17, 18, 19, 22, 32.
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is not recognised by law and is therefore not a legitimate one, the processing will be wrongful,
unless another ground of justification is present, such as consent of the data subject.3 In
gtuations where two or more fundamenta rightsare in conflict, such astheright to privacy and
the right to freedom of trade, occupation and profession, there must be a fair weighing up or
balancing of the opposing rights.3#

The same principle underlies the view that data may be processed only for one or more
specified lawful purposes.3*? Data processing canhavealawful purposeonly if the object isto
further or protect alegitimate interest and in order that theinterestsinvolved may beidentified,
the purpose must clearly disclose which interest is at stake. The implication here is thet the
purpose must be clearly defined or circumscribed. Without such definition it would be very
difficult to judge whether or not the processing of data is lavful — in other words, whether a
legitimate interest is being protected.*

It follows from this that the data may be used or communicated only for the protection of the
legitimate interestsinvolved and that the use of datain amanner incompatible with this purpose
iswrongful >** It also follows that there should be a duty of confidentiality on adata controller

341

342

Neethling Persoonlikheidsreg 330. Also see Convention 108/1981 a 5; Dir 95/46/EC a 6(1)(b); DP Act of
1998 sch 1 part | principle 2; WBP a7.

Neethling, Potgieter & Visser Delict 21; Neethling Persoonlikheidsreg 96.
Seech 6 par 2.2.2.

Neethling Persoonlikheidsreg 330-331. Also see OECD Guidelines par 9; Convention 108/1981 a 5; Dir
95/46/EC a 6(1)(b); DP Act of 1998 sch 1 part | principle 2; WBP a 7. This is a reflection of the data
protection principles of fair ad lawful processing and purpose specification (see ch 6 par 2.2.1 and 2.2.2).

Also see Convention 108/1981 a 5; Dir 95/46/EC a 6(1)(b); DP Act of 1998 sch 1 part | principle 2; WBP a
7. Neethling Persoonlikheidsreg 331 fn 86 points out that this principle is not in conflict with the
constitutionally protected right of “anyone to have access to any information that is held by another
person and that isrequired for theexerciseor protection of any rights” (s32(1)(b) of the Constitution, 1996)
becausetheinformation isgiven to personswho have alegitimateinterestinit. Thisisalso areflection of
the common law defence of privilege as discussed above, since the data may be communicated only to a
person who has alegitimate interest in the data (Neethling Per soonlikheidsreg 331 fn 86).
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not to communicate processed information outside the originally specified purpose3#

A further requirement, related to the previous one, is that unauthorised access to processed
data by an outsder in principle condtitutesan unlawful intruson into the privacy of theindividud
involved, even though the outsider may have alegitimate interest in the data®*

Even if it has been established that the processing isfor the protection of alegitimate interest,
the processing should nevertheless be carried out in a reasonable manner.3’ A reguirement
which plays an important role in this regard is that the nature and extent of the compiled data
should be reasonably necessary for, and consequently aso related to (or relevant to), the
protection of the interest - in other words, no more information than is necessary for this
purpose shoul d be processed.>* The defined or specified purposetherefore a so circumscribes

the limits of data processing.>*

347

Neethling Persoonlikheidsreg 331. Thisreflects the data protection principle of disclosure limitation (see
ch 6 par 2.2.5).

Neethling Persoonlikheidsreg 331 fn 87. Neethling points out that unauthorised access amountsto self-
help that should not be tolerated even if the party has an interest in the information and consequently a
right of accessto it intermsof s 32(1)(b) of the Constitution. This requirement relates to the security and
confidentiality principle of data protection (see ch 6 par 2.2.9).

The unreasonabl e maintenance of an interest, causing damage to someone, isin principle unlawful in our
law (see Neethling Persoonlikheidsreg 293 fn 180, 331 fn 88; Van Heerden & Neethling Unlawful
competition 135-137). Compare aso Gosschalk v Rossouw 1966 2 SA 476 (C) 490-482. Alsoseefn1740n
the so-called doctrine of “abuse of rights’. On “lawful and fair processing”, see further ch 6 par 2.2.1.

Compare also the defence of privilege discussed above aswell asthe principle applicableto necessity and
private defence, namely that the means used to avert the damage should be necessary and not excessive
(above). See alsoGosschalk v Rossouw 1966 2 SA 476 (K) 490-492. CompareLeRoux v Direkteur-gener aal
van Handel en Nywerheid 1997 4 SA 174 (T) 185 where the court required that the information requested
from the state in terms of s23 of the 1993 Constitution (seefn 344 above) should be“reasonably” required
for the exercise of applicant’srights.

NeethlingPersoonlikheidsreg 331. Seea so Convention 108/1981 a5; Dir 95/46/EC a6(1)(b); DPAct of 1998
sch 1 part | principle 3; WBP a 11(1). Thisreflects the data protection principle of minimality (seech 6 par
2.2.3).

Neethling Persoonlikheidsreg 331-332 uses the activities of credit bureaus as an example. The
purposeof theseinstitutionsisto processdatafor the protection of businessinterestsin creditworthiness;
thus only data reasonably linked to creditworthiness should be gathered and communicated. Any other
personal facts, such as drinking habits, physical or mental health, extramarital affairs, political views and
religious affiliation are usually unnecessary for the specified purpose and should therefore not be

(continued...)
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An important application of the previous requirement is that obsolete data is generally not
reasonably necessary for the protection of a legitimate interest. Therefore data may not be
stored or used for longer than is reasonably necessary for the specified purpose.®°

Furthermore, incorrect (fase) or mideading data cannot be necessary for the protection of a
legitimate interest. Such data may therefore not be stored or used. >

If information which is unnecessary®? for the protection of a legitimate interest or obsolete,
mideading or incorrect informati on®: is acquired and communicated, theboundsof jutification
have been exceeded and such conduct is then unreasonable and thus wrongful. Whether
information is reasonably necessary is a factua question which must be determined with

reference to al the relevant circumstances of a particular case®*

The bounds of reasonableness in relation to protecting alegitimate interest are a so exceeded
where data which have been obtained in an unlawful manner (such as by reading private
documents, illegd wire-tapping or shadowing a person) are processed.*® Differently stated,
on account of the continuing wrongfulnessin these instances, such datamay not be processed
because the processing is insgparably linked to the origina wrongfulness. Neethling®® points
out thet if the collection and use of this type of information were regarded as lawful, the data

349(...continued)

processed. See also McQuoid-Mason 1982 CILSA 135 139.

Also see OECD Guidelinespar 8; Convention 108/1981 a5; Dir 95/46/EC a6(1)(d); DPAct of 1998 sch 1 part
| principle 4; WBP a11(2).Thisisareflection of the data protection principle of quality (seech 6 par 2.2.3).

Seetext to fn 279. Again, this reflects the data protection principle of quality (see ch 6 par 2.2.3).
See the minimality principle of data protection (ch 6 par 2.2.3).
See the quality principle of data protection (ch 6 par 2.2.4).

Neethling Persoonlikheidsreg 332.

Neethling Persoonlikheidsreg 332. Seetext accompanying fn 202.

Neethling Persoonlikheidsreg 332.
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industry would be tempted to employ illega methods of obtaining information — a practice
which cannot be accepted.

Findly, the processing of sendtiveinformation is considered unreasonablein principle because

of the drastic infringement of privacy (unless otherwise specificaly provided for).%

Maintenance and furtherance of the public interest

The maintenance and furtherance of the public interest may aso be held to justify the processng of

personal data.*® Processing may be done by either private persons or the state. In the case of the

former, the press, for example, may process data for the maintenance of the public interest in

information,®® or a bank may disclose persond information on a client in order to sarve the public

interest in preventing crime.3%°

Where the state or apublic ingtitution processes persond information to protect the public interest, this

ground of justificationis usualy based on statutory authority.*** Inthisregard persond information may

be processed in order to uphold law and order, prevent crime and disorder and to promote public

357

359

361

Personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs,
trade-union membership and health or sex life of an individual is considered to be sensitive by all the
countries studied. Processing of sensitive datais permitted in limited circumstances only (see eg ch 3 par
4.2.4.3). See aso the data protection principle of sensitivity (ch 6 par 2.2.8).

Also see WBP a 8(e).

On the press and the maintenance of the publicinterest in information, see Neethling Persoonlikheidsreg
294. See also ch 3 par 4.2.4.4, ch 4 par 4.3.6.2 and ch 5 par 4.3.3.2 on special provisions regarding data
protection and freedom of expression in the comparative study.

Meiring Betalingstel sel 350-351. However, in order to justify such abreach of aconfidential relationship,
the public interest in the information would have to be very cogent indeed. Such a public interest is eg
present where a doctor reveals the medical condition of a patient to the traffic authorities, because the
medical condition of the patient poses a serious threat to the safety of other road users (Neethling
Privaatheid 77). Similarly, one can argue that adoctor may reveal the fact that apatient isHIV positiveto
the partner(s) of such a patient, where the doctor knows that the patient has refused to inform his or her
partner(s) and is continuing to practice unsafe sexual intercourse.

Discussed above.
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hedth, moraity and welfare.3%? The state processes a variety of persond data, owing to its numerous
activities and functions, inter alia, dataon civil servants (as employees); membersof the armed forces
including former conscripts; pupils and students a educationd ingtitutions; suspects, accused persons
and prisoners, taxpayers, welfare recipients; patients in sate hospitals; and dl individuds in terms of
census reports and regidtration of the population.*®® The processing of thisinformation is essentia for
the proper functioning of the state administration and for effective state planning.®®* Individuas are dso
sometimes compdled by legidation to furnish the information. In some cases this information is
processed anonymoudy in statistical format, but in other instances, such asfor the detection of crime,

the information must of necessity refer to aparticular individud.

In order to evauate the lawfulness of a processing of personad data based on the public interest, it
would be necessary to refer to the statute authorising the processing. 3% The condtitutional dispensation
should of course aso be taken into account. In the South African context, where the Constitution
recognises the right to persond privacy asafundamenta human right, > any legidation permitting data
processing which infringes on a person’s right to privacy would have to be tested againgt the criteria
provided by the Condtitution for the vdidity of statutes limiting fundamenta rights®’ As stated
previoudy, where two or more fundamentd rights are in conflict there must be a weighing up or

362 Neethling Persoonlikheidsreg 332. Privacy is constitutionally recognised as a fundamental right;
consequently any | egislationlimiting theright to privacy must meet therequirementsof thelimitation clause
of the Constitution (s 36) (see fn 120, 289).

Seealsoch1par 1.4.

363
364 See Sv Bailey 1981 4 SA 187 (N) 190 (see ch 8 par 2.2 ); Neethling Per soonlikheidsreg 324.
365 Neethling Persoonlikheidsreg 332; Burchell Delict 79 et seq.

366

Constitution, 1996 s 14.

367 Generdly the state and its organs will be allowed to obtain, store and use personal information only if this
action is reasonable and justifiable in an open and democratic society based on human dignity, equality
and freedom (see Constitution, 1996 s 36). Moreover, the interests of an individual are safeguarded to a
certain extent in that or he or she has access to all information (includinginformationregarding himself or
herself) held by the state or any of its organsin terms of the Promotion of AccesstoInformationAct 2 of
2000. Seefurther ch 8 par 4.2.
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balancing of the opposing rights.3%®

In order for the collection and processing of data to be lawful in this context, certain generd

requirements must be met, most of which are ana ogousto the requirementswhich gpply inthe case of

the maintenance of legitimate private interests as discussed above. Neethling®™® enumerates the

falowing:

|

The state must be expresdy authorised by a valid statutory provision to process data®© In
order to be vaid, the gatutory provison must comply with congtitutiona requirements.

The data processing must be done only for the purposes recognised by the statutory
authorisation. 3

The protection of the public interest must take place in areasonable manner, which meansthat
the data used in the data processing must be reasonably necessary for and related to the
statutory purpose3”

The datamay not be processed for longer than is necessary for the statutory purpose.

Data acquired in an unlawful manner may not be processed.

If the state or its organs exceed their statutory authority, their conduct iswrongful and they may not be

369

370

371

372

Neethling, Potgieter & Visser Delict 21; Neethling Persoonlikheidsreg 96.
Neethling Persoonlikheisdreg 333.

Seeabove par 2.3.2.3.b.iv. Without an express statutory authorisation, data processing by the state should
be regarded as unlawful unless the consent of the individual has been obtained (see Neethling
“Databeskerming” 120 fn 104). This principleisfurther supported by s 14 of the Constitution, 1996 which
recognises theright to personal privacy as afundamental human right.

See above par 2.3.2.3.b.iv; see aso Van Wyk 1996 THRHR 626, 633.

See par 2.3.2.3 above where thisissue is discussed in relation to the protection of private interests.
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alowed to make use of the fruits of such illegality.

Neethling aso emphasises thet if any data controller (private or public) collects and communicates
personal information for satistica purposes, it should take steps to ensure anonymity; in other words,
the gtatigtics should not beidentified with aparticular individud. If this requirement is not met, the data
controller is acting unlawfully because the processing is not reconcilable with the specified purpose,

namely data processing in order to generate impersond statistics3”

2.33 Fault

2331 Nature of fault and accountability

Once the wrongfulness of a defendant’s conduct has been established, the issue of fault arises. Fault
is the subjective dement of a delict, because it involves ajuridical evauation of the blameworthiness
of the defendant.3"* It has been described as that element of ddlict which induces the law to impute
someone swrongful conduct to that person in the sense of holding him or her legdly responsible for
it.3”> However, the law will only hold persons accountable for their conduct if they have the ability to
make rationa judgments and control their conduct accordingly. Persons who lack this ability because
of their youth, mental disability, intoxication or the use of drugs are not accountable and are therefore

incapable of fault.3

2.3.3.2 Forms of fault

373 Neethling Persoonlikheidsreg 333 fn 102. Also see the data protection principle of purpose specification
(ch 6 par 2.2.2) where the use of personal datafor statistical purposesisalso referred to.

374 Neethling, Potgieter & Visser Delict 119; Van der Walt & Midgley Delict 125 (par 95); Van Aswegen
Samel oop 149.

375 Boberg Delict 268.

376 Boberg Delict 268; Neethling, Potgieter & Visser Delict 120; Vander Merwe & Olivier Onregmatige daad
112; Van der Walt & Midgley Delict 125 (par 96); Van Aswegen Samel oop 150.
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Two forms of fault are distinguished, namdy intent (dolus, animusiniuriandi) and negligence. Asthe
law stands at present, in principle the data subject has to prove thet the infringement of hisor her right
to privacy or identity was intentiona in order to be successful with the actio iniuriarum for
solatium.®"" Negligence is sufficient for the actio legis Aquiliae with which patrimonia loss resulting
from the infringement of the persondity can be recovered.3"®

a Intent

Fault in the form of intent is a Sate of mind where the will is directed a producing a particular
consequence which the actor knows to be wrongful.3”® The actor’ sintention, as far asthedirection of
will isconcerned, can take threeforms, namely dolus directus, dolusindirectus anddolus eventualis.
Dolus directus is present when the actor directs his or her will to the attainment of a particular
consequence; dolusindirectusis present when a person acts with the purpose of attaining a particular
object, but a the same time actualy foresees that another consequence will flow from that conduct —
the person then has dolus indirectus with regard to the second consequence; dolus eventualis is
present when a person acts with the purpose of attaining a particular consequence, but subjectively
redlises that another consequence may possibly also result from his or her conduct and reconciles
himsdf or hersdlf to this other consegquence — the person then has dolus eventualis with regard to the
possible consequence.®*° For example, if a credit bureau records false information, knowing that it is
false, it will have direct intent with regard to infringing the deata subject’ s right to identity. If it records
informationwhichit redisesmay befase, and decides not to check morethoroughly but to take therisk
that it is recording fse information, it has dolus eventualis.

377 But see C v Minister of Correctional Services 1996 4 SA 292 (T) 304-305 wherethe state was held strictly
liable for infringing the privacy of prisoners. See further fn 438.

378 Theremediesfor adelict will be discussed in par 2.4.

379 Boberg Delict 268; Neethling, Potgieter & Visser Delict 123; Van der Merwe & Olivier Onregmatige daad
115; Van der Walt & Midgley Delict 127 (par 97).

330 Neethling, Potgieter & Visser Delict 123-124; Van der Merwe & Olivier Onregmatigedaad 115-118; Van
der Walt & Midgley Delict 127 (par 97).
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Apart from directing his or her will to causng a particular result, a person must be conscious of
wrongfulness before it can be established that the person acted with intent in a juridicd sense. This
means that the person must have redlised or must have foreseen that hisor her conduct waswrongful.
A mistake on the part of the actor as to any relevant fact or asto the law would therefore exclude his
or her intent.®®! If a credit bureau records information which it redlises may be fase, but thinks that it
isjudtified in recording theinformation because of the presence of aground of judtification for recording
persond information (such as the presence of a statute that ingtructsit to record persona information)
the credit bureau is exceeding the bounds of the ground of justification, but it is not acting with the

necessary consciousness of wrongfulnessto have intent in ajuridical sense2

b Negligence

Fault in the form of negligence is present when an actor does not observe the degree of carewhich the
law requires. The standard of care required in the law of ddict is that of the bonus paterfamilias
(reasonable person). The reasonable person “ serves asthelegal personification of those quditieswhich
the community expects from its members in their daily contact with one another” % The reasonable
person is an objective standard,®®* but since the reasonable person is placed in the position of the

defendant a the time the ddlict was committed, the test remains subjective.3®

Negligence arises if a reasonable person in the position of the defendant would have foreseen the

reasonable possbility of his or her conduct causing another person harm, and the reasonable person

331 Neethling, Potgieter & Visser Delict 125-126. Also see Van der Merwe & Olivier Onregmatige daad
123-126; Van der Walt & Midgley Delict 129-130 (par 99).

332 In the area of data processing it is generally very difficult to prove intent on the part of the controller
becausethe controller will usually beableto rely on absence of consciousness of wrongfulness(Neethling
2002 THRHR 574, 583). This aspect will be discussed further in par 2.4.

8

Neethling, Potgieter & Visser Delict 132,

3

Weber v Santam Ver sekeringmaatskappy Bpk1983 1 SA (A) 410-411; Neethling, Potgieter & Visser Delict
132 fn 75; Van der Walt & Midgley Delict 133 (par 101).

385 Van Aswegen Sameloop 151-152; Van der Walt & Midgley Delict 133-134 (par 101).
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would have taken steps to guard against such occurrence, which steps the defendant failed to take. 3%
In other words, the test for negligence rests on two pillars, namely the reasonabl e foreseeability®’ and
the reasonable preventability®® of damage. If a credit bureau collects personal data on data subjects
without taking reasonable care to ensure the correctness of such information and then uses such data
to the detriment of the data subject, in circumstances where it was reasonable to expect of it to take

geps to prevent such harm, it has acted negligently.

2.3.4 Causation

234.1 Introduction

A wrongdoer can only be held lidblein ddlict if his or her wrongful conduct caused harm.®® In other
words, there must be a causal link between the conduct that produces the damage and the harm

386 Kruger v Coetzee 1966 2 SA 428 (A) 430;SantamVer sekeringsmaatskappy Bpk v Swart 1987 4 SA 816 (A)
819-820; Ngubane v SA Transport Services 1991 1 SA 756 (A) 776;Barnard v Santam Bpk 1999 1 SA 202
(SCA) 213; Mkhatswa v Minister of Defence 2000 1 SA 1004 (SCA) 1111-1112; Mostert v Cape Town City
Council 2001 1 SA 105 (SCA) 118-119; Du Pisanie v Rent-a Sign (Pty) Ltd 2001 2 SA 894 (SCA) 899. But
see Mukheiber v Raath 1999 3 SA 1065 (SCA) 1077. To put this decision in its correct context, see the
discussion by Neethling, Potgieter & Visser Delict 138-141.

387 Neethling, Potgieter & Visser Delict 137 et seq; Van der Walt & Midgley Delict 142 et seq (par 105); Van
der Merwe & Olivier Onregmatige daad 128. Two diverging views exist in case law and amongst authors
asto the nature of the foreseeahility test. On the one hand, thereis support for the abstract (or absol ute)
approach, according to which damagein general must have been foreseeabl e, and on the other hand, there
isalso support for the concrete (or relative) approach in terms of which the specific consequence must be
reasonably foreseeable. Neethling, Potgieter & Visser Delict 139 support the concrete approach, but also
point out (140 fn 110) that “because both the concrete and abstract approaches require foreseeability of
the general nature of consequence(s) and the general manner in which it occurred ... both approaches
should asfar as negligence is concerned, produce the same result”. It is also important to recognise that
in both approaches|egal causation should be applied to limit liability (Neethling, Potgieter & Visser Delict
140).

338 Once it has been established that a reasonable person would have foreseen the possibility of harm, the
question is whether he or she would have taken measures to prevent the occurrence of the foreseeable
harm. The answer depends on the circumstances of each case and various factors, (such as the
recognisable risk and the social value or utility of the interests served by the defendant’ s conduct) must
be weighed against each other (Van der Walt & Midgley Delict 144 (par 105)).

339 “Damage and causation are two separate delictual elements but they have a particular relationship with
each other as causation is necessarily determined with referenceto aconsequence (damage)” (Neethling,
Potgieter & Visser Delict 218).
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suffered.®® Wrongful data processing can only resuilt in liability for the wrongdoer if acausd link can
be proved between the processing of the dataand the harm that resulted. Similarly, some demonstrable
harm or injury caused by the ddlict must also be established >

AsVan Asweger®? pointsout, the requirement that the harm for which compensation isclaimed should
have been caused by the conduct of the actor seems so logical that one does not expect it to be
problematic. Yet, in Boberg's words, this element is surrounded by “a morass of controversy”.3%
According to Boberg, the only two propositions on which there is complete unanimity are thet (a) the
defendant isnot ligble unlesshis or her conduct caused the plaintiff’ s harm; and (b) the defendant is not
lidble merely because his or her conduct in fact caused the plaintiff’ s harm —such ligbility would betoo
wide and some means of limiting it must be found.3%*

Causation therefore involves two issues, namely (a) whether a factud relation exists between the
defendant’ s conduct and the harm sustained by the plaintiff (factud causation); and (b) whether and to
what extent the defendant should be held legally responsible for the consequences factualy caused by
him or her (legd causation).>*®

2.3.4.2 Factual causation

The test for factud causation isthefirst controversd issue. It issubmitted that whether afactua causal
nexus exists is merdy a question of fact (whether one fact flows from the other) that should be

390 See, in general, BobergDelict 380et seq; Neethling, Potgieter & Visser Delict 173; Vander Walt & Midgley
Delict 163 et seq (para 111-113); Van der Merwe & Olivier Onregmatige daad 196 et seq.

391 The element of harm or damage will be discussed in par 2.3.5 below.
392 Van Aswegen Sameloop 155.

393 Boberg Delict 380.

3H Boberg Delict 380.

395 Boberg Delict 380 et seq, 440 et seq; Neethling, Potgieter & Visser Delict 173; Van der Walt & Midgley
Delict 163-164 (par 112).
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established in acourt of law by way of evidence*® However, our courts have accepted the conditio
sine qua non theory or “but for” test asthe applicabletest for factual causation.®*” In terms of this test,
anactisthe cause of theresullt if the act cannot be thought away without the result also disappearing.3®
In the case of data processing, the plaintiff will therefore have to show that the wrongful processing of
personal databy the defendant (controller) (or someonefor whom the defendant can beheld vicarioudy
ligble) was the factud cause of the persondity injury and/or patrimonid loss suffered by him or her.

2.34.3 Legal causation

If afactua causd link between the data processing and the harm has been established, another thorny
issue remains, namdy whether the plaintiff should be held liable for causing that damage. Van der Walt
and Midgley®*® point out that, as a matter of policy, persons are not caled upon to make good al the
harmthat could be attributed to their wrongful conduct, because the burden would be excessvein some
ingances, as a matter of policy, asufficiently close connection should exist beforethe personsare held
liable to compensate others.*®

In most cases of ddict (such as wrongful, intentional or negligent processing of persond datd) that
causes harm, the harm will dearly fal within the limits of the wrongdoer’s ligbility so that it would be
unnecessary to examine legd causation or the imputability of harm in expressterms. However, where
awholechain of consecutive or remote consequencesresultsfrom such dataprocessing, legal causation

could become a difficult issue that would have to be dedlt with at length.**

396 See Neethling, Potgieter & Visser Delict 182-183.

397 See eg Minister of Police v Skosana 1971 1 SA 31 (A); Sv Mokgethi 1990 1 SA 32 (A); International
Shipping Co (Pty) Ltd vBentley 1990 1 SA 680 (A); Moses v Minister of Safety and Security 20003 SA 106

©).
398 For criticism of the conditio sine qua non theory, see Neethling, Potgieter & Visser Delict 176-180.

399 Van der Walt & Midgley Delict 168 (par 115).

400 See also Boberg Delict 440; Neethling, Potgieter & Visser Delict 183-184.

401 Neethling, Potgieter & Visser Delict 185.
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In the past, different theoriesfor legd causation wereformulated and applied by the courts, such asthe
theories of adequate causation,**? direct consequences,*® fault*®* and reasonabl eforeseeability. “® The
present gpproach of the courts to legd causation is what is known as a flexible one®® — there is no
dngle and generd criterion for legd causation which is gpplicable in dl ingances. In terms of this
approach the basic question is whether there is a close enough relationship between the wrongdoer’s
conduct (the data processing) and its consequence for such consegquence to be imputed to the
wrongdoer in view of policy considerations based on reasonableness, fairness and justice®” With this
approach, the exiging criteria for legd causation may play a subsdiary role in determining lega
causation. As Neethling, Potgieter and Visser explain:*®

Intermsof theflexible gpproach, the theories of legd causation are at the service of the

imputability question and not vice versa. This means that the theories should be

regarded as pointers or criteriareflecting lega policy and legd convictions asto when

402 According to this theory a consequence is imputed to awrongdoer if the consequence is “adequately”
connected to the conduct; thiswould bethe caseif, according to human experience, in the normal course
of eventsthe act has thetendency to bring about that type of consequence (Neethling, Potgieter & Visser
Delict 190-191). Seefurther BobergDelict 445-447; Vander Walt & MidgleyDelict 176-177 (par 120); Van
der Merwe & Olivier Onregmatige daad 204 et seq.

403 Accordingtothistheory theactor isliablefor all thedirect consequencesof anegligent act. In Englishlaw,
fromwhich it originates, it was limited to physical consequences and a novus actus interveniens could
break the causal link (Neethling, Potgieter & Visser Delict 192-194). Seefurther BobergDelict 44-442; Van
der Walt & Midgley Delict 172-173 (par 117); Van der Merwe & Olivier Onregmatige daad 202 et seq.

404 According to this approach legal causation as an independent element of delict isunnecessary, sincethe
wrongdoer is liable for those consequences in respect of which he was at fault. The supporters of this
theory usually apply the concrete approach to negligence (see fn 387). Seefurther Neethling, Potgieter &
Visser Delict 194-195); Boberg Delict 381 et seq; Van der Merwe & Olivier Onregmatige daad 198 206 et

seq.

405 Until recently it has been accepted that this criterion, in terms of which the wrongdoer is liable for all the
reasonably foreseeable consequences of hiswrongful act, ispreferred by our courts (Neethling, Potgieter
& Visser Delict 190-191). Seefurther BobergDelict 445 447; Van der Walt & Midgley Delict 168 (par 115);
Van der Merwe & Olivier Onregmatige daad 216 223-224.

406 See eg Sv Mokgethi 1990 1 SA 32 (A); International Shipping Co (Pty) Ltd v Bentley 1990 1 SA 680(A);
Smit v Abrahams 1994 4 SA 1 (A); Standard Chartered Bank of Canada v Nedperm Bank Ltd 1994 4 SA
747 (A); Napier v Collett 19953 SA 140 (A); Groenewald v Groenewald 1998 2 SA 1106 (SCA); Road
Accident Fund v Russel 2001 2 SA 34 (SCA).

407 Neethling, Potgieter & Visser Delict 186-189.

408 Neethling, Potgieter & Visser Delict 188.
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damage should be imputed to a person: damage isimputable when, depending on the
circumstances, it isadirect consequence of the conduct, or reasonably foreseeable, or
if it isin an adequate relationship to the conduct, or for acombination of such reasons,

or smply for reasons of legd palicy.

In case of wrongful, intentiona or negligent processing of persond data, the plantiff must therefore

show that there was a sufficiently close nexus between the harm factudly caused by the defendant’s

data processng and the latter’s conduct for ligbility for that loss — with reference to policy

considerations based on reasonableness, fairness and justice —to be imputed to the defendant.*®

235

Damage*?

The purpose of the law of delict is to compensate a person for loss suffered;*™! it is therefore a

prerequisite for delictua liability that the plaintiff must have suffered harm.**2 However, not al haom is

410

411

412

The fact that there was a novus actus interveniensor independent event after the defendant’s act (data
processing) has been concluded, which either caused or contributed to the detrimental consequencesfor
the plaintiff, has to be taken into account in deciding on either factual causation or the reasonability,
fairness and justice of imputing the consequences to the defendant (Neethling, Potgieter & Visser Delict
205). Another situation that must be considered when legal causation isdetermined isthe situation where
aparticular plaintiff isan “egg-skull case” (Neethling, Potgieter & Visser Delict 207-209). In other words,
the plaintiff, because of some physical, psychological or financial weakness, suffered more seriousinjury
or loss as aresult of the data processing than would have been the case if the plaintiff had not suffered
fromsuch aweakness. It isusually said that “you must take your victim asyou find him (or her)” (Van der
Walt & Midgley Delict 175 (par 119)), implying that awrongdoer cannot use thefact that the plaintiff was
more susceptibleto harm asan excuse. However, it is suggested that the most acceptabl e approach would
beto consider thefact that the plaintiff wasan “egg-skull” asjust one of the relevant facts when deciding
whether it is reasonable, fair and just to impute the consequences to the defendant (Neethling, Potgieter
& Visser Delict 209).

Damageshoul d not be confused with damages, which referstothemonetary equival ent of damageawarded
to apersoninorder to eliminate asfully as possible past and future damage (Neethling, Potgieter & Visser
Delict 236). The assessment of damages (quantification), or the process whereby damage which the law
has found to exist and for which compensation may be awarded is expressed in monetary termsin order to
reach a specific amount of damages, will not be dealt with. See in general Neethling, Potgieter & Visser
Delict 237 et seq, 253 et seq.

Neethling, Potgieter & Visser Delict 211; Van der Walt & Midgley Delict 29-30 (par 31).

In the case of the interdict, the plaintiff must show actual or threatened harm (Van der Walt and Midgley
Delict 29-30 (par 31) fn 1). Note also that “[t]he notion that nominal damages may be awarded in an
(continued...)
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recognised in law for the purposes of ddictud liability — in other words, not al harm is actionable.
Sometimes harm hasto lie whereit fdls, or compensation has to be sought on another basis, such as
insurance.*** Only harm in regard to legally recognised patrimonia and non-patrimonia (persondlity)
interests of a person qudlifies as damage.*** From this, it follows that damage can be defined as “the
diminution, as aresult of adamage-causing event, in the utility or quaity of apatrimonia or persondity
interest in satisfying the legally recognised needs of the person involved.”*

In the case of data processing, a person first of al suffers an infringement of his or her privacy or
identity. Thereisthusadiminution in the utility or quaity of apersondity interest of the person involved
and therefore harmis suffered. Where the plaintiff clamsthat the wrongful processng of persond data
aso caused him or her patrimonia damage, such damage would have to be proved.*'® This does not
mean that the plaintiff needs to bring separate actions, because where both patrimonia and non-

patrimonid loss arise from asingle act, the plaintiff can claim under both headsin asingle action.*’

In non-patrimonia loss there is animpairment or disturbance of interests of persondity which causes

412(...continued)
Aquilian action brought to establish aright, although no actual lossis proved, is contrary to principle,
enjoys little modern support, and cannot be accepted” (Boberg Delict 475).

413 Neethling, Potgieter & Visser Delict 3; Van der Walt & Midgley Delict 29 (par 31).
414 Neethling, Potgieter & Visser Delict 212.

415 Visser et l Damages 24; Neethling, Potgieter & Visser Delict 212. In terms of this definition, damage isa
broad concept which consists of patrimonial as well as non-patrimonial loss (Visser et a Damages 29;
Neethling, Potgieter & Visser Delict 213).

416 Remarks by M cQuoid-MasonPrivacy 253 seemto suggest that heconsidersthe patrimonial lossthat flows
from the infringement of privacy to be pure economicloss. However, pureeconomiclossisdefined asloss
that does not result from damage to the plaintiff’s property or impairment of the plaintiff’s personality,or
where it does flow from that, such damage or injury was not caused by the defendant (see Neethling,
Potgieter & Visser Delict 296; Visser et al Damages 59; Neethling & Van Aswegen 1989 THRHR 607 and
Aswegen Sameloop 172). Since privacy and identity are part of the personality of the plaintiff, the loss
involved doesnot fit thisdefinition. Granted, when M cQuoid-Mason’ swork was published, pureeconomic
loss was narrowly defined as pecuniary loss suffered by a plaintiff where such loss does not flow from
physical damage to the person or property of the plaintiff (see eg Boberg Delict 103; Van der Walt &
Midgley Delict 77 (par 64)).

417 Matthews v Young 1922 AD 492; Boberg Delict 18.
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areductionintheir qudity or utility.*® Non-patrimonial loss has objective aswell assubjective dements
or facets.*'® The objective eement refers to the externa manifestation of the impairment, whereasthe
subjective dement exigts in a person’s mind or consciousness and is formed inter alia by his or her
reaction to the objective impairment of the persondity interest.*?° In some instances, such as privacy
and identity, the objective dement is the most important. The plaintiff’s emotiona reaction is of
secondary importance; the core issue is to establish objectively that an infringement of privacy or
identity has taken place.*?! Prospective non-patrimonia loss may aso be claimed.*??

The existence and quantum of non-patrimonia loss*? are established by acomparative method.*?* The
utility and qudity of the persondity interest in question (privacy or identity) before and after the event
are compared in order to establish the existence and the extent of the loss. In thisway informetion is
obtained about the nature, seriousness, extent, intensity and duration of the objective part of the loss
(the recogni sable manifestation of the infringement of the persondity right, for example the fact thet the
data controller has supplied incorrect or senditive persond information on the data subject to hundreds
of third parties) as well as the subjective part of the loss (plaintiff’s emotiona reaction, which is of
secondary importance in cases of infringement of privacy and identity).*2

418 Neethling, Potgieter & Visser Delict 242,

419 See Visser et al Damages 96.

420 Neethling, Potgieter & Visser Delict 242-243; Van der Walt & Midgley Delict 34 (par 35); Visser et a
Damages 97.

421 Neethling, Potgieter & Visser Delict 243; Van der Walt & Midgley Delict 34 (par 35). Thus, a person’s
privacy and identity can beinfringed even if he or sheis not aware of this.

422 Neethling, Potgieter & Visser Delict 243.

423 Non-patrimonial loss is defined as “the diminution, as aresult of a damage-causing event, in the quality
of the highly personal (personality) interest of aperson satisfying hislegally recognised needs but which
does not affect his patrimony” (Neethling, Potgieter & Visser Delict 242; Visser et al Damages 19).

424 Neethling, Potgieter & Visser Delict 242; Visser et d Damages 107.

425 Neethling, Potgieter & Visser Delict 242-243.
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The existence and quantum of patrimonia loss*?® are al'so established by acomparative method.*?” The

current patrimonid podtion of the plantiff after perpetration of the delict is compared with the
hypothetical patrimonia positiorf? the plaintiff would have been in had the ddlict not been committed.

The difference between the two positions condtitutes the plaintiff’ s patrimonia loss*

Mitigation of loss

The principleof mitigation of lossisrelevant for both patrimonia and non-patrimonid loss. Thisprinciple

entalls that a plaintiff may not recover damages for a loss which could have been prevented if the

plaintiff had taken reasonable steps to do s0.** In other words, if aplaintiff suffersdamage dueto data

processing, he or she should take reasonable steps to reduce the loss or to avert further loss. For

example, as soon asaperson realisesthat inaccurate data are being processed in relation to him or her,

resulting in the plaintiff’ sidentity being infringed and plaintiff suffering patrimonid loss (for example, the

plantiff is denied a financia benefit such as credit, or insurance coverage), he or she should take

426

427

428

429

Patrimonial lossis defined as “the diminutionin the utility of apatrimonial interestin satisfying thelegally
recognised needs of the person entitled to such interest” (Neethling, Potgieter & Visser Delict 219; Visser
et a Damages 45).

Van Aswegen Sameloop 160; Knobel Trade secret 253; Visser et al Damages 64.

A hypothetical patrimonial position is used to provide for instances where prospective damage, liability
for misrepresentation and loss of profit is claimed (Neethling, Potgieter & Visser Delict 223). Prospective
damage (lucrum cessans) is damage that will only materialise after the date of assessment of damage
(Neethling, Potgieter & Visser Delict 224). However, the plaintiff must also claim for prospective damage
when heor she claimsfor damage already sustai ned (damnum emergens), because of the* onceand for all”
rule which holds sway in our law. Interms of thisrule the plaintiff must in an action for damages, claim for
al damage already sustained or expected in futurein so far asthe claimisbased on asingle cause of action
(Neethling, Potgieter & Visser Delict 226; Van der Walt & Midgley Delict 193 (par 135)).

Neethling, Potgieter & Visser Delict 222—223; Van Aswegen Samel oop 162. However, someauthorsargue
that the correct method of comparison isto comparethe difference between the patrimonial position of the
prejudiced person before and after the wrongful act (Van der Walt Sommeskadel eer 284; Van der Merwe
& Olivier Onregmatige daad 180). This so-called concrete comparative method has al so been used by the
Appellate Division (SantamVer sekeringsmaatskappy Bpk v Bylevel dt 1973 2 SA 146 (A) 150). Neethling,
Potgieter & Visser Delict 223 suggest that the concrete concept of damage should be adopted in practice,
but not in instances where prospective loss, liability for misrepresentation and loss of profit are claimed
for, because a test with a hypothetical element is necessary for such instances. See also Visser et al
Damages 67.

Neethling, Potgieter & Visser Delict 235; Van der Walt & Midgley Delict 205; Van der Merwe & Olivier
Onregmatige daad 187. See eg De Pinto v Rensea I nvestments (Pty) Ltd 1977 4 SA 529 (A).
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reasonabl e steps to inform the data controller that such deta are inaccurate in order to prevent further

processing of these data resulting in further patrimonia and non-patrimonid loss.

2.4 Delictual remedies

24.1 Introduction

The ddlictud remedies have either a preventive or acompensatory function.”®! Theinterdict, whichis

avalable to restrain a person from committing or continuing to commit a wrongful action, has a
preventive function.**? Theactio legis Aquiliae compensates a plaintiff for patrimonia loss (damnum

iniuria datum) sustained, and theactio iniuriarum is directed at providing satisfaction (solatium) for

non-patrimonid loss in the form of injury to persondity (iniuria). The action for pain and suffering is

aso aimed a compensation, namely for injury to bodily or physica-menta integrity.*

The applicability of the delictual remedies in the area of data protection can be illustrated with an
example. Supposethat Y does business as a credit reference company. It incorrectly records that X
isinsolvent and reportsthisto Z, who uses Y to check the credit rating of potentid customers. Z refuses
to do busness with X. As areault of this, X suffers an iniuria, because a persondity interest of his,
namdy his right to identity, has been infringed.®* If X can prove dl the dements of the actio
iniuriarum, X cansue for satisfaction. However, owing tothefact that Y refused to do businesswith
X, X could dso have suffered patrimonid loss and in order to recover that loss, X has to prove the
requirements of the actio legis Aquiliae. In addition, X can obtain an interdict againg Y, not only to

431 See Van Aswegen Samel oop 105.

432 Neethling, Potgieter & Visser Delict 260.

433 This action would only be relevant to data processing in exceptional cases, eg, if the infringement of the
datasubject’ spersonality isof such anaturethat it eventually causesemotional traumato the datasubject.

Sinceit is not of great importance or relevance, this action will not be discussed any further.

434 See par 2.3.2.1 above.
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correct the information, but also to prevent Y from further disclosure of the incorrect data.*®

242 Actio iniuriarum

The requirements for the actio iniuriarum are, in generd, wel established. The plaintiff hasto dlege
and prove** the wrongful and intentiond infringement of his or her persondlity (in the above scenario,
by the incorrect processing of plaintiff’s persona data).*’ Intent (animus iniuriandi) is therefore
required. This means that the defendant must have directed his or her will to violating the privacy or
identity of the plaintiff, knowing that such violation would (possibly) be wrongful.*%

Under the actio iniuriarum, once wrongful conduct has been established, there is a presumption of
animus iniuriandi which the defendant may rebut.**® Examples of defences that exclude intent are
mistake and jest.**° Jest as a defenceis not relevant in the context of data protection. In the case of
mistake, the element of consciousness of wrongfulness is absent. This would for example be the case
where defendants do not redlise that their processing of data is wrongful, because they are under the
mistaken (but honest) impression that they have a vdid ground justifying the processing.**

&

These remedies are areflection of the data protection principle of accountability (see ch 6 par 2.2.10).

&

Elements not in dispute in a particular lawsuit need not be proved by the plaintiff (Knobel Trade secret
236).

437 Joubert Grondslae 77; Jackson v NICRO 1976 3SA 1 (A) 1.

438 Seepar 2.3.3.2 above. Also see Neethling Per soonlikheidsreg 203; McQuoid-Mason Privacy 101. But see
C v Minister of Correctional Services 1996 4 SA 292 (T) 304—-305 where consciousness of wrongfulness
was not required for liability of the government for the infringement of the privacy of a prisoner (for a
discussion of this case, see Knobel 1997 THRHR 533).

439 JansenvanVuurenvKruger 19934 SA 842 (A) 849; NeethlingPer soonlikheidsreg 71; Neethling, Potgieter
& Visser Delict 356; McQuoid-MasonPrivacy 104; Van der Walt & Midgley Delict 132 (par 100); Van der
Merwe & Olivier Onregmatige daad 432.

440 Neethling Per soonlikhei dsreg 202—-203; Neethling, Potgieter & VisserDelict 349; M cQuoid-MasonPrivacy
236; Van der Walt & Midgley Delict 130 (par 99); Van der Merwe & Olivier Onregmatige daad 433-436.

441 Maisel v Van Naeren 1960 4 SA 836 (C); Nydoo v Vengtas1965 1 SA 1 (A); Neethling, Potgieter & Visser
Delict 349; Neethling Persoonlikheidsreg 201; McQuoid-Mason Privacy 236; Van der Walt & Midgley
Delict 130 (par 99); Van der Merwe & Olivier Onregmatige daad 434.
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2421 Negligence liability

There are a number of South African authors who argue that in a developed community it does not
make sense to perds with the intention requirement of the classca actio iniuriarum and that
persondity protection should be extended to include the negligent infringement of persondity
interests.**? Arguments in favour of this notion are inter alia that the pend function of the actio
iniuriarunt® is outdated in the light of the distinction between crimind law and the law of ddlict —as
aconsequencethere need not be such amarked distinction between theactio iniuriarumand the actio
legis Aquiliae with regard to the fault element any more: both have a compensatory function.*#
Furthermore, the idea of delictud liability for negligent infringement of the persondity has long been
accepted in certain foreign legd systems:**> Another important reason is the fact that since National
Media Ltd v Bogoshi** the ligbility of the media™’ for defamationisno longer based on intent but on
negligence, 8 showing that the dlassical actio iniuriarum does not afford satisfactory protection under

42 NeethlingPer soonlikheidsreg 72; Knobel 2002THRHR 24, 25; Van der Merwe & Olivier Onregmatigedaad
246, esp fn 8; Pauw Persoonlikheidskrenking en skuld 212-215; Visser 1982 THRHR 168-174. Also see
Maraisv Groenewald 2001 1 SA 634 (T) 646; Neethling 2002 THRHR 24 et seq; 2002 THRHR 574, 583fn 67.

443 In Roman and Roman-Dutch law theactioiniuriarumwasapenal action, the primary purpose of whichwas
to punish the wrongdoer - see Van der Walt & Midgley Delict 3 (par 2) fn 11.

444 SeeVan der Walt & MidgleyDelict 183 (par 126) and Van der Merwe & OlivierOnregmatigedaad 246. Van
der Walt and Midgley argue that punishment is the function of criminal law and that the law of delict
should focus on compensation. For further arguments, relating tointer alia the absence of procedural
saf eguards and double-jeopardy, see Van der Walt & Midgley Delict 183-184 (par 126). But see Visseret
al Damages 178-179.

445 Pauw Per soonlikheidskrenking en skuld 215.
446 1998 4 SA 1196 (SCA). Also see Marais v Groenewald 2001 1 SA 634 (T) 644-646.
47 In Maraisv Groenewald 2001 1 SA 634 (T) this principle was extended to certain non-media parties.

448 Under influence of Englishlaw our courts held for along timethat animus iniuriandi was not required for
liability of the pressfor defamation and the press was held liable without fault (see eg SAUK v O’ Malley

1977 3 SA 3% (A) 404405 407; Pakendorf v De Flamingh 1982 3 SA 146 (A) 156-158). After theadoption

of the 1993 and 1996 Constitutions in which the importance of the free flow of information and the role of

the mediawere recognised, it became necessary to review thissituation. (For adiscussion of the position

after the 1996 Constitution was adopted but before the Boghoshi case was decided, see Neethling
Persoonlikheidsreg 73—74. Also see Neethling, Potgieter & Visser Delict 348, esp fn 205.) In National

Media Ltd v Bogoshi 1998 4 SA 1196 (SCA) 1210-1211 the Supreme Court of Appeal made a turn-about,
deciding that thePakendor f case had been wrongly decided becauseit wasin conflict with the democratic
(continued...)
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al circumstances.

Neethling™*® expresses the hope that in future when other persondity interests, such as privacy and

identity, are weighed againgt interests such as freedom of speech, the influence of the Contitution will

eventudly lead to the acceptance of liability based on negligence.®®® Burchdl*! also argues for a

negligence criterion onthe Internet regarding the potentia liability of a service or access provider for

defamation, impairment of dignity or invasion of privacy. If negligenceisaccepted in future by the courts

as the gpplicable fault criterion for the actio iniuriarum (and it is submitted that it should be accepted

asafirs step®™?), it would mean that the negligent processing of datawill be a sufficient ground for a

clam for non-patrimonid loss. In the area of data processing negligence ligbility will aso bring about

a farer balance between the right to privacy and other rights such as freedom of information and

freedom of data controllers to choose their trade, occupation and profession. >

448(...continued)

5

g

451

452

imperativethat the publicinterest was best served by the free flow of information and therole of themedia
in the process. However, the court was not prepared to merely re-instate the common law position of
liability based onanimusiniuriandi, because it would then have been too easy for the media to rely on
absence of consciousness of wrongfulnessasadefence (Neethling, Potgieter & VisserDelict 348). Instead
the court recognised negligence as a ground of liability for the mediain defamation cases (see National

Media Ltd v Bogoshi 1998 4 SA 1196 (SCA) 1214). See further Neethling, Potgieter & Visser Delict 348;

Neethling and Potgieter 1999 THRHR 442. This view is supported by most authors (see eg Neethling &
Potgieter 1994 THRHR513, 517-518; 1995 THRHR 709, 713; 1996 THRHR 706, 710; Van der Walt 1998 TSAR
198, 209; Burchell Delict 184; Personality rights 320-322; VVan Aswegen 1995 SAJHR 50-69; Knobel 2002
THRHR 24, 27; but see Midgley 1996 THRHR 635, 637-638 who prefers an “ attenuated form of intention”

— ie intention without consciousness of wrongfulness, and therefore only “the intention to achieve a
particular result”, ie direction of will), because it achieves a more equitable balance between therightto a
good nameand theright to freedom of expression anditisalsoinaccordancewith thevaluesunderpinning
the Bill of Rights (Neethling, Potgieter & Visser Delict 348).

Neethling Persoonlikheidsreg 74.

In time, Neethling Persoonlikheidsreg 74 argues, this may lead to the development that the state and its
organswill be liable for all personality infringements committed by its servants or organs, wrongly and
negligently (or eventually even without fault). These developments may be justified by the obvious and
general principle that human rights are intended to strengthen the legal position of subjectsvis-a-visthe
state and its organs.

Burchell Personality rights 124.

Eventually fault should cease to be a requirement (see below and see also Neethling 2002 THRHR 574,
583-584).

See par 2.3.2.3.c.i. above.
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2422 Strict liability

In South African law, fault is generdly required for ddictud lighility.*>* Strict ligbility (ligility without
fault) occurs as an exception to the generd rulein limited instances only. Examples of drict ligbility in
SouthAfricanlaw arecertainingtancesof iniuria,*® certain common law actions;*® vicariousliability*®’

and ingtances of statutory liability.**

The fault theory, namely that awrongdoer should be held liablein ddlict only if he or she had fault, was
the dominant theory in the 19" century.*>® The traditional basis of ddictua liability was re-evauated,
however, during the latter part of the 19" century and the 20" century as a result of economic and
technologcal developments which brought radica social and economic changes in their wake.
Neethling, Potgieter and Visser explain:*®°
Increased mechanisation and expanding technology in dmogt every facet of life,
together with a corresponding and unprecedented exposure of individuas to the risk

44 Boberg Delict 16; Neethling, Potgieter & Visser Delict 119; Van Aswegen Sameloop 148.

455 Viz, wrongful deprivation of liberty and wrongful attachment of property (Neethling, Potgieter & Visser
Delict 372). According to Van der Walt & Midgley Delict 2 (par 2) fn 12 and 128 (par 97) “intent takes an
attenuated form” in these cases. But see Van der Merwe & Olivier Onregmatige daad 552-553.

456 Viz, theactiones de pauperie, de pastu and deferis(for damage caused by animals), theactionesdeeffusis
vel deiectis andpositi vel suspensi (for damage caused by objects thrown, poured or falling out of or from
abuilding ) and the actio aquae pluviae arcendae and interdictum quod vi aut clamand action for the
disturbanceof thelateral support (for damage caused by ownersof neighbouring properties(seeNeethling,
Potgieter & Visser Delict 363—-372; Van Aswegen Sameloop 115fn 49 and 148; Van der Merwe & Olivier
Onregmatigedaad 486-508; Van der Walt & Midgley Delict 26-27 (par 25-28)). Van der Walt & Midgley
Delict 27-28 (par 29) also mention the condictio furtiva.

457 In the case of vicarious liability one person is held strictly liable for damage caused by another. This
liability appliesin certaininstanceswherethereisaspecial rel ationship between two persons, eg employer-
employee, principal-agent and motor car owner-motor cardriver. Seefurther Neethling, Potgieter & Visser
Delict 373et seq; Van der Merwe & Olivier Onregmatige daad 508 et seq; Van der Walt & MidgleyDelict
24 (par 24).

458 Eg, the Legal Succession to the South-African Transport Services Act 9 of 1989; the Aviation Act 74 of
1962; the National Nuclear Regulator Act 47 of 1999 and the Post Office Act 44 of 1958 (see further
Neethling, Potgieter & Visser Delict 381-383).

459 See further Neethling, Potgieter & Visser Delict 363.

460 Neethling, Potgieter & Visser Delict 363. See also Van der Walt Risiko-aanspreeklikheid; 1968 CILSA 49.
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of harm, drew attention to the inadequacy of the fault theory. Electricity, nuclear
power, motor vehicles, aeroplanes and the like have created potentidly dangerous
stuaions for theindividua in which heisvirtudly defencdess. [In the 21% century the
risk created by the computer and modern information technology can surely be added
to this list.*6Y] The growing need to protect the individua caused the development, in
Continenta and Anglo-American legd systems, of afidd of liaility without fault (risk,
absolute or drict lighbility). Likewise in South African law, certain instances of drict
lidbility wereimposed by legidation, whileagrowing number of judgesand other jurists
began to stress the need for the devel opment of afield of delictud liability without fault
over and above the traditiona area of liability based on fault.

Theincreased ligbility which grict or faultlessliability entailsfor the defendant isjudtified by factorssuch

as:462

the fact that the defendant created a high risk of damage

the advantages which the creator of the risk draws from his or her products
the greater degree of care that will result from an increased liability

the possihility of transferring the risk by way of insurance to an insurer

a o o o o

the fact that the wrongdoer exercises control over hisor her enterprise and thus aso over the

risk he or she creates

a congderations of fairnessin generd

The risk or danger theory, which holds that where a person’ s activities create consderable increasein
the potentia for harm thereis sufficient judtification for holding him or her lidble for damege eveninthe
absence of fault,*®® seemsto explain most of theinstances of strict liability recognised in our law,**4 and

461 Seech 1 par 1.2; Alheit Expert systems 1; Neethling 2002 THRHR 574, 582-584.
462 Neethling, Potgieter & Visser Delict 364. See aso Van der Walt Risiko-aanspreeklikheid 192 et seq.

463 Whether or not the potential of risk has been sufficiently increased, will depend largely on the legal
(continued...)
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in other legal systems:*®> Neathling™® suggests that de lege ferenda, a person should be held liable

without fault if he or she unlawfully*®” causes harm to another due to an extremely dangerous or risky

activity. An activity would be extremely dangerous or risky if it crestesahigh risk of harm, if the extent

of the possible harm would be serious, and if it isimpossible to prevent harm even where reasonable

careistaken.*®

Faul*®® examines the theoretica possibility of holding a bank strictly lidble for disclosing confidential

information furnished to it by a client. She identifies the following factors as rdevant in establishing a
risk-based ligbility for the bank:

a

|

A client who wants to make use of the services of abank is obliged to furnish information to
the bank.

The client does not have any control over the further use or disclosure of the information.
Therisk is created that the dient will suffer injury if the information is disclosed.

Such injury can be very serious in the light of the speed with which information can be
dispersed worldwide.

The reationship between the client and the bank is not one of equdity ©ngelykheids-
verhouding).

The client would experience difficulty in proving fault on the part of the bank. Thered actor is

463(...continued)

464

467

469

convictions of the community as reflected in legislation or case law (Van der Walt 1968 CILSA 49, 55).

Neethling, Potgieter & Visser Delict 364. InLoriza Brahman v Dippenaar 20022 SA 477 (SCA) Olivier JA

said that “die verskynsel van risiko-aanspreeklikheid brei in die moderne tyd uit en vervul op gepaste
terreine ‘n nuttige funksie...”. See further Neethling 2002 THRHR 574, 590.

Neethling 2002 THRHR 574, 590. Neethling points out that the principle is applicable in Germany, Austria,
Belgium, England, France, and the USA.

Neethling 2002 THRHR 574, 591.

Grounds of justification that exclude wrongfulness should still be available for the defendant.
See authority cited by Neethling 2002 THRHR 574, 591 fns 107, 108.

Faul Bankgeheim533 —534. Her explanation refersto the idea of normatiewe risiko skepping of Van der
Walt as explained in Van der Walt Risiko-aanspreeklikheid. See also Neethling 2002 THRHR 574, 590.
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difficult to identify and disgppears in the faceess banking enterprise. Since the client cannot
identify the red actor, whose fault would he or she have to prove?

| The human hand of the actor disappears in the mechanisation of banking services.

Thesefactorsare, however, not only applicable to banks (as data controllers) and their clients (asdata
subjects). Many or dl of these factors are so rlevant in other relationships between data controllers
and data subjects. However, in the bank-client relationship data subjects have knowledge of the fact
that the bank processes information on them from time to time. In many other instances data subjects
do not even know that their persona information is being processed by a particular data controller and
they often do not havethe opportunity to ded directly with the datacontroller. Therisk of injury inthese

ingtances is therefore even more acute,
Neethling*”° is dso in favour of recognising strict liability in actions for ether satisfaction for non-
patrimonia loss or compensation for patrimonid loss, wherewrongful data processing caused the data

subject harm.*"* He advances the following reasons for the strict liahility for data controllers:

a The collection and use of persond data (especidly by means of eectronic data banks) poses

asriousthreet to anindividud’s persondlity.

| It isdifficult to prove fault on the part of the controller.

| Theindividud’ sright to privacy, which is protected asafundamentd right inthe Bill of Rights,

deserves the greatest measure of protection against unlawful data processing.

470 Neethling Persoonlikheidsreg 333-334; Neethling 2002 THRHR 574, 583-584. See also Du PlessisReg op
inligting 393-394.

471 Burchell Personality rights 124 favours a negligence standard as far as the liability of Internet service
providers for defamation, impairment of dignity or invasion of privacy isconcerned, sincehefeelsthat strict
liability of the publisher on the Internet would paralyse the transfer of information. However, since all the
other elements of adelict, including wrongfulness, still need to be present (see below), thisfear seemsto
be exaggerated.
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Strict liadbility serves as an encouragement for the data processing industry to act with as much

care as possible.

The data processing industry is, from an economic point of view, in the best position to absorb

and ditribute the burden of harm.*"?

The other dements of a ddlict, namely conduct, wrongfulness, causation and harm, should of course

dill be present. Liability for the plaintiff can therefore be excluded by the presence of a ground of

jutification, or of defences such asvis maior and fault on the part of the plaintiff.*”

243

Actio legis Aquiliae

Where a plantiff’s privacy or identity is infringed because of wrongful data processng and such

processing also caused patrimonid loss, the plaintiff can claim compensation for such patrimonia loss

because “[o]ur law readily acceptsthat actions having different purposes can be based on the same set

of facts. Thusaclam under theactio iniuriarum can exist together with onein contract, aswell aswith

an Aquilian action and an action for pain and suffering”.*™

472

473

474

Neethling 2002 THRHR 574, 584. NeethlingPrivaatheid 363; 1980 THRHR 141, 152—153. Thisistheposition
under the EU Directive on data protection and the Netherlands WBP (see also ch 6 par 2.4). Interms of the
EU Directive (which is applied almost verbatim in Dutch law), data subjects should be entitled to receive
compensation from the controller for damage suffered as aresult of an unlawful processing operation or
of any act incompatible with such laws. Controllers may be exempted fromthisliability,inwholeorin part,
if they prove that they are not responsible for the event giving riseto the damage (Dir 95/46/EC a 23(2)).
Examples of situations where the controller may be exempted are where the data subject was at fault, or in
the case of force majeure (Dir 95/46/EC recitalspar (55)). Inthe DP Act of the UK anindividual who suffers
damage by reason of any contravention by adatacontroller of any of therequirementsof the Actisentitled
to compensation from the data controller for that damage (DP Act of 1998 s 13(1)) but it isadefencefora
data controller against such proceedingsto provethat he or she had taken reasonable careto comply with
therequirementin question (ie, that he or she did not act wrongfully asaresult of impossibility asaground
of justification — see par 2.3.2.3.b.v above) (DP Act of 1998 s 13(3)). Under the USA Privacy Act actual
damages can be claimed provided that the individuals can prove that the agency acted wilfully or inten-
tionally and that the agency action affected them adversely (5 USC s 552a(g)(4)).

Neethling, Potgieter & Visser Delict 365. Thisisdonein the EU Directive (see Dir 95/46/EC a 23(2) and
recitals par (55)). Also see previousfn.

Van der Walt & Midgley Delict 44 (par 49).
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To dam for patrimonia loss, the actio legis Aquiliae would be the appropriate action and in such a
case negligence®™ is sufficient for liakility.*"

The defendant’ s ligbility should be limited if the plaintiff acted with contributory negligence. In such a
case the damages recoverable by the plaintiff should be reduced to the degreein which the plaintiff was
at fault in relaion to the damage*’’

It gandsto reasonthat if strict liability for dataprocessing isrecognised as suggested above, negligence

will no longer have to be proved.

244 Interdict

Data subjects who want to prevent an impending wrongful data processing, or to prevent the
continuation of awrongful data processng, may aso goply for an interdict. Theinterdict may takethe
form of a prohibitory or mandatory court order. A prohibitory order prohibits the committing or
continuing of awrongful act (such as continuing to processincorrect data), whereas amandatory order
requires a pogtive action on the part of the wrongdoer to terminate the continuing wrongfulness of an
act that has already been committed (Such as correcting or deleting incorrect data).*”®

An interdict may be find or temporary (interim or interlocutory).*”® Our courts formulate the

475 See par 2.3.3.2 above on negligence.

476 Neethling, Potgieter & Visser Delict 262 328; McQuoid-Mason Privacy 253; Van Aswegen Samel oop 108.
Also see Mathews v Young 1922 AD 492;Minister of Financev EBN Trading (Pty) Ltd 1977 4 SA 376 (T)
385.

ar7 Apportionment of Damages Act 34 of 1956 s 1.

478 Neethling, Potgieter & Visser Delict 260—261; Van der Walt & MidgleyDelict 178 (par 124); Van der Merwe
& Olivier Onregmatige daad 250.

479 Neethling, Potgieter & Visser Delict 261; Van der Walt & MidgleyDelict 179 (par 124); Knobel Trade secret
264.
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requirements for afind interdict as follows*®

m adear right*!

| an actud or threatened invasion of the right
m the absence of another suitable remedy

The same requirements must be met for atemporary interdict, but a further requirement, namely that
the balance of convenience must favour the granting of the interim interdict, must also be met.*® The
grant or refusa of aninterlocutory interdict isawayswithin the discretion of the court.*®® According to
Van der Wt and Midgley, an interdict will, in generd, be refusad if the harm issmall, if it is capable
of being estimated in money and adequately compensated by the award of asmal monetary payment,
and if the granting of the interdict would be oppressive to the respondent.*®*

For the purposes of a delictua remedy in the case of data processing, these requirements can be
formulated as follows the existence of wrongful conduct (data processing which infringes the rightsto
privacy and identity) which ether causes, or threatens to cause harm (infringement of privaecy or
identity) to the plaintiff.*®> Since the interdict has a preventive function, neither fault on the part of the

wrongdoer nor damage are requirements for the remedy. *

The interdict can be avery useful remedy for a data subject who wantsto put astop to wrongful data
processing, or to prevent such processing from taking place at dl. Sincefault isnot arequirement even

data processorswho do not have the necessary intent to found theactio iniuriarum can beinterdicted.

480 See eg Setlogelo v Setlogel 0 1914 AD 221 227; Patz v Greeneand Co 1907 TS427;Hall vHeyns1991 1 SA
381 (C) 395.

481 In other words, the right must be clearly established (see Knobel Trade secret 264).
482 Knox D’ Arcy Ltd v Jamieson 1995 2 SA 579 (W) 593; Van der Walt & Midgley Delict 179 (par 124).
483 Knox D’ Arcy Ltd v Jamieson 1995 2 SA 579 (W) 592; Van der Walt & Midgley Delict 179 (par 124).

484 Van der Walt & Midgley Delict 179 (par 124).

See Van der Walt & Midgley Delict 179 (par 124).

Neethling, Potgieter & Visser Delict 261. See also Setlogelo v Setlogelo 1914 AD 221 227.
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A data subject dso does not have to wait for damage to materialise before he or she can take action.

25 Problematic types of data subjects

251 Deceased persons as data subjects

Fromthe comparative andysis, it isevident that thereis adifference of opinion asto whether deceased
persons can be data subjects. The debate usualy centres around the interpretation of the term
“individud”, Snce datasubjectsare usualy described as”identifidbleindividuas’. Oneargument isthat
genetic profiling may justify protecting information on deceased persons, because the use of data

concerning a deceased person can have repercussions for living relaives

However, it isevident that in our law adeceased person cannot be adata subject. Therightsto privacy
and identity which arethe primarily protected interestsinvolved in dataprotection are persondity rights.
Persondity rights come into existence with the birth of a human being and are terminated by hisor her
death.*®® Our law also doesnot recogniseiniuria per consequentiasin the sensetha aniniuria agangt
one person automatically aso condtitutes an iniuria againgt someone seinaspecid relaionshipwith
that person.*® It is required that the iniuria must have been committed againgt the plaintiff himsalf or
hersdlf.** The processing of information on adeceased person will therefore only congtitute aniniuria
towards aliving individud if he or she can prove that the processng intentiondly infringes his or her
persondity. It may, for example, conditute an unlawful infringement of the fedings of aliving relative
of the deceased if senditive information about the him or her is processed.***

487 Pounder & Kosten 1995 (21) Data Protection News 6; Laurie Genetic privacy 3, 116-117.

3

Neethling Persoonlikheidsreg 17.

3

SeeMeyer v Van Niekerk 1976 1 SA 252 (T) 256; Spendiff v East London Daily Dispatch Ltd 1929EDL 113,
129-130; Neethling Persoonlikheidsreg 77; McKerron Delict 55.

490 Spendiff v East London Daily Dispatch Ltd 1929 EDL 113, 129-130; Goodall v Hoogendoorn Ltd 1926 AD
11, 15; SA Associated Newspapers Ltd v Schoeman 1962 2 SA 613 (A); Miller v Abrahams 1918 CPD 50.

491 Neethling Persoonlikheidsreg 245 fn 19; Van Wyk 1996 THRHR 626, 632—633. The definition of personal
(continued...)
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Where information on a deceased person dso rdaesto living individuds, the living individuas will be

protected in their own right.

252

2521

Juristic persons as data subjects

Introduction

Whether juristic persons could be considered to be data subjects depends on whether they possessa

right to privacy and a right to identity.**? Westin®®® defines the right to privacy as “the claim of

individuas, groups, or inditutions to determine for themselves when, how, and to what extent

informationabout themiscommunicated to others’. From thisdefinition, which according to Nugter has

been widely accepted in European law,** it would seem that juristic persons aso have aright to

privacy. However, most international documents, such asthe OECD Guiddines, the Council of Europe

Conventionand the European Union Directive, gpply to individuasonly. Partiesto the Convention may

extend the scope of their legidation to include groups of persons, with or without legd persondity, as

491(...continued)

492

493

494

information in the Promotion of Accessto Information Act 2 of 2000 includes information on individuals
who have been dead for lessthan twenty years. The Act also providesthat accessto information kept by
a private or public body must be refused where the disclosure of the information would involve the
unreasonabl e disclosure of personal information about athird party, including adeceased person (s34 and
s 63). Access may not be refused to information about adeceased person if the person making the request
istheindividual’s next of kin, or is making the request with the written consent of the next of kin (s 34(2)
and 63(2)). It is submitted that the Act is not protecting the right to privacy of the deceased person, but
is protecting the rights of the next of kin (such astheir right to feelings of piety) or (an unspecified) public
interest.

A government may of course also consider policy issues when deciding whether juristic persons should
be granted the status of “ data subjects” in adataprotection act. I nternational trends shouldinter alia play
an important role. As indicated, legislators should strive to harmonise data protection laws, since this
enhances the free flow of information and avoids conflict of laws problems (see Sieghart “Protection of
personal data” 224-229; also see ch 3 par 1 and ch 6 par 1.2). See also Bygrave Data protection laws 178
who emphasises that whether or not the basi ¢ data protection principles shoul d be extended to collective
entities can only be determined for a particular country on the basis of a consideration of the need for
extending such protection.

Westin Privacy and freedom?7.

See Nugter Transborder flow of personal data 16.
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data subjects.*®® However, none of the countries researched in this thesis has extended protection to

juristic persons.*%

According to Bygrave therewasalot of support for giving “collective entities™®” data protection rights
inthe early stages of data protection legidation—in fact thefirst data protection law in the German Land
Hesse made no distinction between natural and legd (juristic) persons.**® Five countries, Norway,
Denmark, Austria, Luxembourg and | celand enacted national data protection laws towards the end of
the 1970s and early 1980s expressy covering dataon both juristic and natural persons. However, this
trend did not continue. The mgority of data protection laws adopted since then gpplied to individuals
only. The exception was Switzerland (in 1992) and Itay (in 1996).**° When Iceland and Norway
adopted new data protection laws in 2000, they both dispensed with the protection of collective
entities. The new law in Denmark (also adopted in 2000) retained protection for enterprisesonly in so
far as data on them are processed by credit reporting agencies. On the other hand, Austria snew Act
of 2000 retained the full ambit of protection for collective entities.5®

The following reasons are usudly advanced for excluding collective entities from data protection

instruments>®*

495 See ch 6 par 1.3.2.1. Seealso Burkert 1986 Computer L & Prac 155, 157; Turn Transborder data flows 81.
496 Seech 2 par 4.2.2.3 and par 4.3.2.2; ch 3 par 2.2.4 and par 4.2.3; ch 4 par 4.3.3 and ch 5 par 4.3.3.

497 Bygrave Data protection law 1 defines “private collective entities” as organised groups in the private
sector. An organised group is one whose members take specific, systematic measures to establish and
maintain it, eg business corporationsand citizeninitiative groups. Organised groupsinclude those groups
that arejuristic persons and those that are not (Bygrave Data protection law 173). Organised groupscan
be distinguished from non-organised groups, which are groups of persons sharing one or more charac-
teristics, eg ethnic origin, sexuality or religious beliefs. Bygrave also distinguishes between collective
entities and one-person enterprises which are not collective entities (Bygrave Data protection law 174).

498 Bygrave Data protection law 179.
499 Bygrave Data protection law 179.
500 Bygrave Data protection law 195.
501 See Bygrave Data protection law 196 et seq for more detail. Reasons that are advanced asto why juristic

persons should be considered to be data subjectsinclude thefact that in the case of small companiesdata
(continued...)
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The main vaues and interests served by data protection laws are only applicable to
individuals®®

Collective entities, particularly corporations, do not need data protection rights because the
individuals who congtitute them enjoy such rights aready or because the data protection
interests of the entities as such are sufficiently protected under other legidation.

Governmentsare generdly disindined tointroduce rulesthat might further curtail their agencies
ability to process information on any sort of entity.

Thereisafear that expanding the class of data subjectsto embrace collective entities will aso
expand the potentia of these laws to restrict transborder flows of data that are important for

internationa budg ness transactions.

There is uncertainty®® over the ways in which the extension of data protection rights to
collective entitieswould affect corporate activities, marketpl ace competition and the operation

of other branches of the law.%®*

501(...continued)

502

relating to the company may also concern its owner or owners and provide information of a more or less
sensitive nature (see OECD Guidelines Explanatory Memorandum 24; Gassmann “ Privacy implications of
transborder data flows’ 109) and the (rather general) statement that fair information practices should also
apply when decisions are made about juristic persons (see Turn Transborder data flows 813).

According to Bygrave Data protection law 196 this factor appears to have played a major role in the
decisions of Sweden and the USA not to extend their respective data protection lawsto juristic persons.
It also explains the decision to drop express protection for juristic persons from the new Norwegian data
protection legislation. Also see Girot & De Wit “Privacy van ondernemingen” 139, 149 et seq.

Bygrave Data protection laws 197 laments the “paucity of studies on the relationship between data
protection and other fieldsof activity, and ontheactual consequencesof thoselawsthat presently provide
collective entities with data protection rights”.

This uncertainty sometimesgivesway to specific fears, eg that extending coverage of dataprotectionlaws
to juristic persons would decrease corporations’ transparency, thus hindering public control of their
activities; or that corporationswill usetheir dataprotection rightsto distort economi c competition between
themselves (Bygrave Data protection laws 197).
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a Major business groups are opposed to extending the ambit of data protection legidation to

cover data on juristic persons.®®

A motivefor giving dataprotection rightsto collective entities”™ isthe belief on the part of thelegidators
involved that the socid, politica and economic implications of modern information technology are so
pervasve that they threaten the interests of not just individuas but also collective entities>® It aso
appears that it was consdered especialy necessary to protect smal businessesin the credit reporting

context.>%®

Bygrave argues that the core principles of data protection laws arelogicaly capable of being extended
to protect data on collective entities (organised and non-organised). He is adso of the opinion that
collective entities are capable of sharing most of the interests of data subjects which data protection
laws typicaly safeguard. In the end the decisve issue is whether the basic principles of these laws
should be extended to protect collective entity data and this, he argues, can only be determined for a
particular country on the basis of theneed for extending such protection. This need depends on (a) the
economic, political and socid rolesthat the various entities actudly play in the country concerned; (b)
the economic, politica and socid roles that the country desires the various kinds of collective entities
to play; (c) the extent to which granting collective entities data protection rights would promote the
chance of these entitiesfulfilling these desired roles; (d) other aspects of the country’ slegd system and

505 During the debate in 1976 and 1977 on the initial proposal by French legislators to enact data protection
legislation covering dataon juristic aswell as natural persons, there was pressure from business groups
to exclude protection of datarelating to any kind of juristic person. Opposition to the proposal camefrom
IBM, insurance companies and the Bank of France. A few yearsearlier, (West) German proposalsto enact
national data protection legislation covering data on both juristic and natural persons had also met with
oppositionfrombusinessgroups. Similarly, L uxembourg’ sChamber of Commercecameout strongly against
its country’s enactment of data protection legislation covering data on juristic persons, and the
International Chamber of Commerce considered such protection to be “inappropriate, unnecessary and
harmful”. See further Bygrave Data protection laws197-198.

506 See Bygrave Data protection laws 186. Bygrave points out that little material exists setting out why
Austria, Denmark, Iceland, Italy, Luxembourg, Norway and Switzerland have enacted data protection
statutes expressly regulating the processing of data on juristic persons. Documents accompanying the
statutes either give no reason, or the reasons are not well articulated .

507 Bygrave Data protection laws 187.

508 Bygrave Data protection laws 188.
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culture, including the manner in which its various laws currently protect deta on different sorts of

collective entities.5®

2522 South African position

In South African law, as indicated, the remedy for an infringement of a persondity right is the actio
iniuriarum.>° Traditionaly it is acogpted that the function of the actio iniuriarum is to provide
solatiumor solace money (satisfaction) for theinfringement of the plaintiff’ s persondity, in other words
for the person’'s injured fedings or sentimental loss. Strictly spesking this means that the actio
iniuriarum cannot be availablefor ajurigtic person becauseit has“ no fedingsto offend or outrage” .
However, there are ingances where persondlity infringement can exist without injured fedings, in other
words, without the plaintiff actudly suffering sentimental or affective loss®*? Neethling™® therefore
arguesthat in those instancesjurigtic persons can a so have persondity rights. Theserights are the right
to agood name, the right to privacy and the right to identity.>* This viewpoint is aso accepted by the
Bill of Rights which provides that juristic persons are entitled to the rights in the Bill of Rights to the

509 See Bygrave Data protection laws 178.
510 See par 2.4.2 above.

511 Caxton Ltd v Reeva Forman (Pty) Ltd 19903 SA 547 (A) 561;Die Spoorbond v SAR; Van Heerden v SAR
1946 AD 999 1011; Universiteit van Pretoria v Tommie Meyer Films (Edms) Bpk 1979 1 SA 441 (A).

512 Neethling Per soonlikhei dsreg 65 givesthefol lowing exampl es: Wherean unconsciouspersonisassaulted;
or the physical freedom of someone who is asleep, is restricted; or awoman is secretly observed while
undressing; or defamation or infringement of someone’ sidentity takes place while the victim is unaware
that it is happening.

513 Neethling “ Privaatheid en universiteite” 125; Persoonlikheidsreg 89-91; Neethling 1993 THRHR 704, 705;
Neethling & Potgieter 1991 THRHR 120, 124-125. Seea so Dendy 1990BML 149-152. South African courts
recognise that juristic persons have a right to a good name and a right to privacy (see par 2.5.2). This
approach isalso favoured by Burchell Personality rights 394 who argues that “the conferment of a right
to privacy ... onjuristic personsisin keeping with theimperative[ of the Constitution] of equality and equal
treatment”. Asto theright to identity of juristic persons, see Neethling Persoonlikheidsreg 91.

514 A juristic person does not have abody or feelingsand as such does not have asubjectiveright to physical
integrity, nor to dignity or to feelings (see Neethling Persoonlikheidsreg 89; Burchell Personality rights
393).
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extent required by the nature of the rights and the nature of the juristic person involved.>*

Neethling accepts as a point of departure that the right to privacy of ajurigtic person is anadogous to

that of anatural person.®'® He definestheright to privacy of ajuristic person as corporate condition of

seclusion from the public and publicity which includes dl those facts regarding thejuristic person which

the jurigtic person itself determines to be excluded from the knowledge of outsiders and in respect of

which it evidences awill for privacy.®Y’

The courts adopted the same approach. Financial Mail (Pty) Ltd v Sage Holdings Ltd**® and Janit

v Motor Industry Fund Administrators (Pty) Ltd 5° both concerned the right to privacy of juristic

515

516

517

518

519

Act 108 of 1996 s 8(4). According to Devenish SA Bill of Rights 22—-23, a discretion has been accorded to
the courts to determine which rights are capabl e of being exercised by juristic persons. He points out that
there are certain rights that by their very nature cannot vest injuristic persons (eg human dignity, life, and
freedomand security of person), whereas others are “eminently appropriate rights that vest in juristic
persons” (egrightsto property, freedom of expression, occupational freedom and accessto the courtsand
freetrial). Other rights “apply by definition to juristic persons’ (eg rights of trade unionsand employer’s
organisations). Devenish arguesthat the legal position of juristic persons as regardstherightsto privacy
and reputation might be more problematic.

Neethling “Privaatheid en universiteite” 125, 129; Persoonlikheidsreg 40.

“Dit [privacy of ajuristic person] is’n korporatiewe toestand van af sondering van openbaarheid, wat al
daardie feite aangaande die regspersoon omvat wat hyself bestem het om van kennismaking deur
buitestaanders uitgesluit te wees en ten opsigte waarvan hy ‘n privaathoudingswil het” (see Neethling
“Privaatheid en universiteite” 125, 130; Persoonlikheidsreg 40 fn 331).

1993 2 SA 451 (A). Inthat case Corbett CJ referred to cases dealing with a corporation’s right to sue for
defamation, (G A Fichardt v The Friend Newspapers Ltd 1916 AD 1; Dhlomo NO v Natal Newspapers
(Pty) Ltd 19891 SA 945 (A);Caxton Ltd v Reeva Forman (Pty) Ltd1990 3 SA 547 (A); Argus Printing and
Publishing Co Ltd v Inkatha Freedom Party 1992 3 SA 579 (A)) to illustrate that “as a matter of general
policy, the Courts have, in the sphere of personality rights, tended to equate the respective positions of
natural and artificial (or legal) persons where it is possible and appropriate for this to be done” (at 461).
Defamationisone areawhereit is possible to do this, because “ (a)lthough a corporation has no feelings
to outrage or offend, it has areputation (or fama) in respect of the business or other activitiesin which it
is engaged which can be damaged by defamatory statements...” (at 462). The court also referred with
approval to the viewpoint of Neethling, Potgieter and Visser Deliktereg 2nd ed (1992) 324 that a juristic
person can also havearight to privacy becauseinthisinstanceinjury to personality can al so exist without
aninjury to feelings.

1995 4 SA 293 (A). In that case tape recordings of meetings of the board of directors of the respondents
were stolen and givento the appellant. Thesetaperecordings contained privileged i nformation concerning
litigation between the appellant and the respondents, aswell asother confidential information concerning
the respondents. In the court a quo the respondents obtained an interdict against the appellant, in order

(continued...)
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persons. In those cases the Appellate Division recognised that a juristic person has aright to privacy
in respect of confidentia discussions of the board of directors telephone (business) conversations or

written documents that relate to the jurigtic person’sinternd affairs.

The right to privacy of a juristic person should be distinguished from other interests, for example
confidentid business information or trade secrets, in respect of which an independent immeateria
property right exits.®® The privacy rights of individuals associated with the juristic person, for example
employees, officers, or directors, should aso be carefully digtinguished from that of the juridtic

person. 52

The processing of trueinformation on ajuristic person which thejuristic person consdersto be private,
will consequently infringe the juristic persons s privacy, provided that the information does not involve

trade secrets or persona information of an individual associated with the juristic person.

The processing of fase or untrue information about the jurigtic person, on the other hand, will infringe
the juridtic person’s right to identity. A jurigtic person's identity is manifested through indicia which
diginguish it from other juristic persons. Theidentity of ajuristic personisusudly crested by distinctive
marks which are the object of asubstantive immaterid property right, but should not be confused with
suchimmaterid property right. Whereas the immaterid property right isinfringed by “passing off”, the
right to identity is infringed if the indicia of the juristic person are used in a manner that cannot be

519(...continued)
to prevent him from using the information on the tape recordings during the litigation between them.
Eksteen JA dismissed appellants appeal against the order. He pointed out that the theft of the tape
recordings was an unlawful invasion of the privacy of the board of directors for which there was no
justification. Since the information on the tapes was obtai ned by means of an unlawful intrusion upon the
privacy of the respondents, any subsequent disclosure of that information would itself constitute an
invasion of respondent’s privacy (303).

520 Whereas trade secrets of ajuristic person always have economic value, privacy does not have economic
value, being an aspect of ajuristic person’s personality (Neethling “ Privaatheid en universiteite” 125, 130;
Persoonlikheidsreg 40 fn 331). Also see Knobel Trade secret 218-221.

521 Neethling “ Privaatheid en universiteite” 125, 130; Persoonlikheidsreg 40 fn 331.
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reconciled with thetrueimage of thejuristic person.>?? Aninfringement of identity and adistinctive mark
may occur a the same time and be caused by the same conduct. When non-defamatory untrue
information concerning ajurigtic person is published, there isin addition to the possible infringement of
the right to goodwill, dso an infringement of the juristic person’s identity. >

Assad, jurigtic persons are d so entitled to therightsin the Bill of Rightsto the extent required by the
nature of the rights and the nature of that juristic person.>?* Given the fact that the courts have held that
jurigtic persons have private law right to privacy and, by implication, to identity, it is submitted thet they
are o entitled to condtitutiona protection of their rights to privacy and identity.5%

IntheHyundai Motor Distributors case®? the Congtitutional Court held that juristic personsdo enjoy
the right to privacy, athough not to the same extent as natural persons. According to the court™ jurigtic
persons’ privacy rightscan never beas“intense” asthose of human beings. Currieand Klaarer? point
out that “the reason for this haslessto do with legitimate expectations of privacy than with the fact that
the core of theright to privacy is grounded in human dignity. Sincejuristic persons are not the bearers
of human dignity, their privecy is less deserving of protection”.

But this does not mean that juristic persons privacy should not be protected. The court was of the
opinionthat the excluson of juristic personswould lead to the possibility of grave violations of privecy

in our society.

522 See Neethling Persoonlikheidsreg 91.
523 See Neethling Persoonlikheidsreg 91.

524 Act 108 of 1996 s 8(4). See aso fn 515.

525 On the personality rights of juristic persons, see par 2.5.2.

526 Investigating Directorate: Serious Economic Offencesv Hyundai Motor Distributors(Pty) Ltd 20011 SA
545 (CC) 557. Also see par 2.3.2.2

527 Investigating Directorate: Serious Economic Offencesv Hyundai Motor Distributors(Pty) Ltd 20011 SA
545 (CC) 557.

528 Currie & Klaaren AIA commentary 118 (par 8.3).
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The state might, for ingance, have free licence to search and saize materid from any
non-profit organisation or corporate entity at will. Thiswould obvioudy lead to grave
disruptions and would undermine the very fabric of our democratic Sate. Juristic
persons therefore do enjoy the right to privacy, adthough not to the same extent as
naturd persons. The leve of judtification for any particular limitation of the right will
have to be judged in the light of the circumstances of each case. Reevant
circumstances would include whether the subject of the limitation isanatura person or

ajuristic person aswell as the nature and effect of theinvasion of privacy.>®

Privacy rightsprotecting “ persond autonomy” inthesenseof theright to make decisonson one’ sbody,
and on sexud and familid relationships™ can of course only be accorded to human beings,>! bt it
seems congstent with the nature of juristic persons that they should be able to claim “informationa”
privacy rights>®

2523 Conclusion

Both natura and juristic persons should be protected by a South African data protection law. It is
theoreticaly sound in the South African law context, which recognisesthat juristic persons have aright
to privacy®* and by implication aso aright to identity,>** to include them as data subjects under adata

protection regime.
529 Investigating Directorate: Serious Economic Offencesv Hyundai Motor Distributors (Pty) Ltd 20011 SA
545 (CC) 557.

530 Seefn 117.

531 A juristic person may have privacy rights protecting personal autonomy, however, in the sense of having
the right to make decisions about private company operations.

532 See further McQuoid-Mason “ Constitutional privacy” 18-18. See also par 2.3.2.1 above.

2

See par 2.5.2.

2

See eg GA Fichardt Ltd v The Friend Newspapers Ltd 1916 AD 1.
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3 SUMMARY

The individud interests that data protection ams to protect are privacy and identity. Private law,
epecidly the law of ddlict, provides a solid basis for data protection. Some of the data protection
principles, for example the principles of fair and lawful processng, purpose specification, minimality,
quality, disclosure limitation, confidentidity and accountability are reflected in traditiond delictua
principles. Datasubjects should include both individua sand juristic persons, but not deceased persons.

4 ACTIVE CONTROL PRINCIPLES

4.1 Introduction

Assaid, someof the data protection principlesare reflected in or can be based on traditiond principles
of delict. However, data protection princi ples such as openness, data subject participation and security
are not so reflected. Nevertheless, al of them are directly or indirectly related to providing the data
subject (active) control over hisor her data processing. Seen in thislight they al concern the essence
of the (right to) privacy, namely the power or ability of a person to determine the scope of his or her
interest in privacy.>*® The so-called active control principles affirm this traditional power and can
dogmetically thus be firmly based onit.

It is clear that traditiond delictud principles’™® provide only limited protection for an individud's
persond information, because it does not give the individud active control over persond information
that is being processed. The traditiond principles are useful in determining whether processing of
persond information hastaken place lawfully or not. In the case of unlawful infringement, theindividua

can approach the courts for a remedy.>’” However, the traditiond principles cannot ensure, for

535 Seepar 2.3.2.1ai

536 See Neethling Persoonlikheidsreg 329.

537 See par 2.4 above.
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example, that the data subject has knowledge of the fact that his or her persond information has been
collected, or that he or she has access to the information, or that he or she may correct incorrect
information. For this reason, the recognition of “active control principles™® is necessary. When a
person has active control over hisor her persona data, eventhetraditiona principlesof dataprotection

will be enhanced and play a more meaningful role.>*®

4.2 Active control principles™®

42.1 Knowledge of existence of data processing

The most comprehensive measures for protecting data are worthless if the individua does not have
knowledge of the existence of data concerning him- or hersalf processed by a data controller.>*
Without this knowledge he or she remains completely unaware that hisor her privecy isthreatened or
even actualy infringed. Therefore the data controller should have a legd duty to notify persons
concerning whom data are collected of thisfact (unless, of course, they arein some other way aready
aware of it). Obvioudy alowance must be made for exceptions to this principle, for example where
persond information is processed for the purposes of national security.* Thisactive control measure
is areflection of the data protection principle of openness or transparency.>*

3

Neethling Persoonlikheidsreg 334 et seq.

3

Where the data subject has active control over hisor her personal data he or she can establish whether
processing takes place lawfully, in other words whether all the data protection principles such as purpose
specification, minimality, quality and disclosure limitation are complied with.

540 Seein general Neethling Persoonlikheidsreg 363 et seq. Regarding theduty of bankstotheir clientsinthis
regard, see Meiring Betalingstel sel 357—358; Faul Bankgeheim527-528.

541 Neethling Privaatheid 363; 1980 THRHR 151-152; Du Plessis Reg opinligting 393-394; M cQuoid-Mason
Privacy 195 et seq; 1982 CILSA 135 140 155; Klopper Kredietwaar digheid 264-267.

542 See Neethling “ Databeskerming” 125-128; see also ch 6 par 2.2.8.

543 Seech 6 par 2.2.7.
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42.2 Knowledge of purpose of data processing

Sincethe purpose(s) of dataprocessng must belawful (that is, for the protection of alegitimate private
interest or the public interest), and the purpose smultaneoudy aso determines the limits of lawful
processing,>* it is necessary that the individua must have knowledge of this purpose. If he or sheis
unaware of it, he or she can hardly be expected to judge whether processng which istaking placeis
lanful. Therefore, unless they are dready aware of it, the data controller must notify the individuas
concerned of the purpose of the data processing.>* Once more, this is a reflection of the data

protection principle of openness or transparency. >

423 Right of access

Once the data subject has knowledge of both the fact that data processing on his or her personal
information is taking place, and the purpose of such processing, the data controller must alow the
individua concerned reasonable access to his or her datafile if the individua should request this>*
Access should be givenin the form necessary to accommodate the physical form of the stored record.
For example, if the record isawritten or printed file, a copy thereof should be provided; if therecord
conggts of visua images, the visud images should be reproduced; if the record consists of sound
recordings, it should be arranged for the sound recording to be heard, or it should betranscribed. If the
record is held on a computer or in eectronic or machine-readable format, a printed copy should be

given.>*® Access should be given in aform and language understandable to the data subject. Thisactive

544 See par 2.3.2.3.c above.
545 Neethling “ Databeskerming” 127; Du PlessisReg op inligting 418.
546 Seech 6 par 2.2.7.

547 The fundamental right of access to information kept by the state, or by any other person where such
information is required for the exercise or protection of any rights, (s 32(1)(a) and (b) of the Constitution,
1996) now protects the data subject’ s right of access to his or her personal data. This fundamental right
was given detailed practical functioning and application by the promul gation of the Promotion of Access
to Information Act 2 of 2000. See further ch 8 par 4.2

548 Seealso Act 2 of 2000 $29(6) (ch 8 par 4.2.6.10).
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control measure is a reflection of the data protection principle of data subject participation.>*

Thisright of accessisnecessary for effective and equitable control of data processing, for only thuswill
suchaperson be able to ascertain whether theinformation is correct, necessary for the purposes of the
statutein question, necessary for the protection of alegitimateinterest, etcetera.>® Of course, there may

be exceptions to the right of access to datain particular circumstances.>™!

424 Knowledge of third party access

In addition to the right of accessto his or her persond data, an individud must dso have the right to
require from the data controller information asto the identity of dl personswho have had accessto this
data. Thiswill enable him or her to ascertain whether or not the information was used for the specified
purpose(s) of the data processing and thereforefor the protection of alegaly recognised interest. Thus
the data controller must belegaly obliged, at the request of theindividud, to givehim or her information
concerning whom and when the data were made available.>*? Obvioudy provision must be made for
exceptions in situaions where it will not be justifiable to disdlose such information.>*® Thisis dso a

reflection of the data protection principle of openness or transparency.>>*

5

Seech 6 par 2.2.6.

&

This power isrecognised in all foreign statutes dealing with data protection (see ch 6 par 2.2.6). See also
DeKlerk 1991 SALJ 166—170 on the right of patientsto have access to their medical data, and Neethling
“Privaatheid en universiteite” 137 on the right of students to have accessto their student files, aswell as
Meiring Betalingstel sel 357 and Faul Bankgehei m528-529 on the right of clients of banksto have access
to their records at the bank.

551 See fn 542 above. Also see ch 8 par 4.2.7.

552 Neethling Persoonlikheidsreg 335; see also ch 6 par 2.2.5.

553 Seefn 542.

554 Seech 6 par 2.2.7.
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425 Right to request correction or deletion of data

Theindividua must have the power to procure a correction of mideading data, or the deletion of data
whicharefase or obsolete, or data obtained in an unlawful manner, or data not reasonably connected
with or necessary for the specified purpose. This right is essential for preventing or terminating an
infringement of the individua’ s persondity interests and is a reflection of the data protection principle
of data subject participation.>*®

4.3 Security measures

From the comparative research, it is evident that the data controller must be under an obligation to
implement gppropriate technica and organisational measures to protect the integrity of persond data
againg accidenta or unlawful destruction or accidenta loss, alteration, unauthorised disclosure or
access and againg al other unlawful forms of processing.>*® The measures must ensure a level of
security that is appropriate to the risks presented. Factors that are relevant in determining the
appropriateness of the measures are:

a the state of the technology

| the cogt of implementation

| the nature of the data to be processed

Should the controller choose a processor to do the processing on its behaf, the controller remains
responsible for security and isrequired to choose a processor that will provide sufficient guaranteesin
respect of thetechnical and organisationa security measures, and must complete awritten contract with
the processor, stipulating that the processor will act only on ingtructions from the controller, and that

the security provisions are aso incumbent on the processor.>’

555 See ch 6 par 2.2.6; Neethling Per soonlikheidsreg 335.
556 Seech 6 par 2.2.4.

557 Seech 3 par 4.2.4.9. Also see ch 4 par 4.3.4.8 and ch 5 par 4.3.4.1.f. Thisisareflection of the security and
(continued...)
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Although the present data protection principle of security and confidentiality cannot be classfied under
the active control principles, it nevertheless assst the data subject to maintain the integrity of hisor her
data and in thisway indirectly to control such integrity.

5 SUMMARY: GENERAL PRINCIPLES OF DATA PROTECTION

Ashasbeen said,>*® private law, especialy the law of dlict, provides asolid abeit not complete basis
for dataprotection. Someof the dataprotection principlesarereflectedin traditional principlesof delict,
while others, especially the principles of openness, data subject participation, and security are not so
reflected. These principles should therefore be introduced into our law.

The introduction of a data protection regime can only be attained through the legidator and not the
courts, for two reasons: Firgt of al, in view of theinherent conservatism of the courts, aswell asthefact
that the protection of privacy and identity isdill initsinfancy in South African law, it isimprobable that
the application of the traditiona data protection principles by the courtswill occur often or extensively
enough in the near future>>*® Secondly, as was emphasised in Carmichele v Minister of Safety and
Security (Centre for Applied Legal Studies Intervening),> the most important force behind legal
reformisthe legidator and not the judiciary. Since the introduction of a new data (privacy) protection
regime isnot merely anincrementa change of the law, but a sometimes radica departure from existing
law and an extensive regulaion of the present fild, it isatask for the legidator.>®* Ashas been pointed
out, the recognition of the right to privacy in the Bill of Rights compels the legidator to introduce such

557(...continued)
confidentiality principle (see ch 6 par 2.2.9).

558 See par 3.

559 See Neethling Persoonlikheidsreg 328.

560 2001 4 SA 938 (CC). Seepar 2.2.2.

561 Neethling 2002 THRHR 574, 587. Compare a so the view of the Supreme Court of Appeal with regardtothe

introduction of strict manufacturer's liability (Wagener and Cuttings v Pharmacare Ltd 2003 4 SA 285
(SCA)).
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legislation. 5

It issubmitted — as proposed by Neethling®®® and expanded in the light of the comparative conclusions
— that the following generd principles should form the basis of any data protection law:>%

(@ Datamay be processed only for a specified lawful purpose or purposes.*®

(b) Datawhich are processed for a specified purpose —
()  must be reasonably connected with, and necessary for, that purpose;>®
(i)  may not be used or communicated in a manner incompatible with that purpose;®’ and
(i) may not be stored or used for longer than is reasonably necessary for that purpose.>®

(c) Processed data must
() betrue
(i)  not be mideading;>*® and

562  Seepar2.32.2.

563 See in general Neethling Persoonlikheidsreg 336—337; see also Neethling “Databeskerming” 125-126;
“Privaatheid en universiteite” 133; 2002 THRHR 574, 583-584; 1992 (1) Codicillus 4, 6-7; Schulze 1994
THRHR 75, 80-86; Burchell Personality rights 398-399; Burns Communications law 202—203.

564 No specific provision is made for the principle that the data processing should be lawful and fair. This
principleis self evident and isin any case reflected in the principles stated below.

565 This will make dataprocessing lawful (see par 2.3.2.3 above). It reflectsthe data protection principle of fair
and lawful processing, aswell as the purpose specification principle (see ch 6 par 2.2.1 and 2.2.2).

566 This reflects the minimality principle of data protection (see ch 6 par 2.2.3).
567 Thisreflects the disclosure limitation principle of data protection (see ch 6 par 2.2.5).

568 This also reflects the minimality principle of data protection (see ch 6 par 2.2.3). The principles mentioned
in paragraph (b) will all ensure that the processing does not exceed the bounds of the ground of
justification present.

569 Untrue and misleading datainfringe on aperson’ sright to identity (see par 2.3.2.1.b. above). The fact that
data must be true and not misleading reflects the data quality principle of data protection (see ch 6 par
224).



Chapter 7: Theoretical foundations 651

(d)

(€

(ii)

have been obtained in alawful manner.5™

A data subject™™ shal be entitled to —

0)

(i)
(ii)

)

V)
(Vi)

be aware of the existence of processed data on himsalf or hersalf processed by the data
controller;>"

be aware of the purpose(s) for which such data are processed;>”

be afforded reasonable access to data concerning him or her stored by the data
controller;>™

be informed by adatacontroller to which third partiesthe datawere communicated by that
controller;>

procure or effect a correction of mideading data at the data controller; and

procure or effect adeletion of false data, or obsolete data, or data obtained in an unlawful
manner, or data not reasonably connected with or necessary for the purpose specified a

the data controller.>"®

Specia provisions should be made for the processing of sensitive data®’ as well as the

processing of persond datafor direct marketing purposes and the processing of personal data

resulting in automated decision making.>’®

570

571

572

573

574

575

576

577

578

The subsequent use of private facts acquired by a wrongful act of intrusion remains unlawful (see par
2.3.2.2). Thisreflects the data protection principle of fair and lawful processing (see ch 6 par 2.2.1).

Thisinclude natural and juristic persons.

Thisisareflection of the data protection principle of openness (see ch 6 par 2.2.7).

Thisisareflection of the data protection principle of openness (see ch 6 par 2.2.7).

Thisreflects the data subject participation principle (see ch 6 par 2.2.6).

Thisisareflection of the data protection principle of openness (see ch 6 par 2.2.7).

Thisreflects the data subject participation principle (see ch 6 par 2.2.6).

Thisreflects the sensitivity principle (see ch 6 par 2.2.8).

Seech 6 par 2.2.6.
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(f) Reasonable security measures must be taken by the data controller to secure the integrity and
confidentidity of the data.>"

(@ (@) The data controller should be held accountable for implementing the data protection

principles®

(i) Itisadefence againg addictua clam by the data subject that the data controller took al
reasonable steps to comply with the data protection principles; or that non-compliance
with the principles was due to vis major or the fault of the data subject.>®

(i)  Faultisnot required for the ddictud liability of the data controller for the patrimonid and
non-patrimonial loss of the data subject.

(h) Exceptions and exemptions from these principles may be provided for where the risks to the
privacy or identity of thedatasubject arerelatively smal or where other interests (publicinterests,
interests of other parties or those of the data subject him- or hersdlf) override the data subject’s
rightsto privacy or identity.>®2

579 See also Burchell Personality rights 399. This relates to the principle of security and confidentiality (see

ch 6 par 2.2.9).

580 Thisreflects the accountahility principle (see ch 6 par 2.2.10).

581  Seetexttofn472.

582  Seepar2323.



